"'eHepauma HensBnekaemMbix Krtoyen no craHgapty PKCS#11

ana EFTAUC (PocankoronbperynupoeaHue)

6

Mopenu PyTokeH ¢ annapaTHOW Kpuntorpaduen, Kotopble
nogonayT ansa reHepaumm knoden gns EFAVUC

PyToken 3L 3.0 3220, cept. $Cb

PyToken 3LIM 2.0 2100, cept. PCB (USB/micro/Type-C)
PyTtoken 3UIM 2.0 3000, cept. ®CB (USB/micro/Type-C)
PyToken 3LM 2.0 Flash, cept. $Cb

CwmapTt-kapTta PytokeH QLM 2.0 2100, cept. PCb
PyTtoken 3LIM 2.0 (2000), cept PCB (USB/micro)

Heussnekaemble KouM N3HavanbHO reHepupyTCs BHYTPY YCTPOWCTBA, MOANMCAHUE NPOUCXOAUT «Ha
» C UCMoMNb30BaHWEM annapaTHoin KpunTorpadum TokeHa. Kakas-nmbo BO3MOXHOCTb U3BMeYEHMsI

NUnn KONUpoBaHUA 3aKpPbITOro Krto4a OTCyTCTBYET.

B%HO! Mpwu reHepauwmu kntoveBon napel no anroputmy FOCT P 34.10 - 2012 cnepyeT BblbupaTh
KO
C kntoyamm anvHon 512 6ut YTM He paboTaeT. Mpu nogknodeHun kK YTM krtoda ¢ ANMHOW 3aKpbITON

kuiA koY 256 6uT.

yactn 512 6uTt B norax YTM 6yageT owwnbka

Cnocobbl reHepauumn HeM3BrEKaeMbIX KIToYern no ctaHgapTy
PKCS#11 opna EFAUC:

® Mogenu PyTokeH ¢ annapaTtHol kpuntorpaduein, KoTopble NnogouayT Ans reHepaumm
kntoven ana EFAUC
® Cnocobbl reHepaLun HenaBriekaembix kntoyer no ctanaapty PKCS#11 ans EFAUC:
O Cnocob 1. C ucnons3soBaHmem «Kpuntollpo CSP» Bepcumn 5.0 R2 n HoBee
O Cnocob 2. C ucnonb3oBaHneM «l'eHepaTopa 3anpocoB cepTUcrKaToB Ans
PytokeHn 3LM 2.0 1 3.0»
O Cnocob 3. C ucnonb3oBaHueM nporpammbl «KpuntoAPM» 5 Bepcum

Cnocob6 1. C ucnonbsosaHueM «Kpuntollpo CSP» Bepcun 5.0 R2 n
HOBee

[Ong Windows coBeTyem ckadaTtb cepTudumumpoBarHyto Bepcuto «Kpuntollpo CSP» co
B(Z@eHHbIMM moaynsamu pkes#11 ¢ ocpuumansHoro canta komnanumn «Kpuntollpo» (ans
ckaumBaHus TpebyeTcst NpeaBapuTenbHas permctpauus). B criyyae ycraHOBKM 3TOW Bepcun
«KpunTolpo CSP», ycraHoBka [lpaiiBepoB PyTokeH He obsizaTenbHa.

CepTudMUMpoBaHHble BEPCUN

Kpuntollpo CSP 5.0 R2 ana Windows]Windows ¢ mac0S, UNIX, Android u JavaCSP

Kpuntollpo CSP 5.0 ana Windows, macOS, UNIX u Android

Kpuntollpo CSP 4.0 R4 an indows, macOS u UNIX

UNIX
u

Kpuntollpo CSP 4.0 R3 ana Windows, macOS u UNIX

KoppekTHoe 3anonHeHne
paclmperusa 1.2.643.100.111
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Flash
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2100

3Ha4YeHue

CK3MU "PyTokeH
auyn 3.0

CK3W "PyTokeH
33U 2.0 2100"

CK3W "PyTokeH
ayn2.0"

CK3MU "PyTokeH
3y 2.0 micro”

CK3W "PyTokeH
3L 2.0 3000"

CK3WM "PyTokeH
3un 2.0 3000
micro"

CK3U "PyTtokeH
LM 2.0 3000 Type-
c

CK3W "PyTokeH
3un 2.0 Flash"

CK3W "CmapT-kapTta
PyTtokeHn 3LIM 2.0

MoxkeT ObITb NONe3Ho

WHcTpykums: MNepexog Ha YTM

EFAUC 4


https://dev.rutoken.ru/display/KB/RU1058
https://www.cryptopro.ru/products/csp/downloads
https://www.cryptopro.ru/products/csp/downloads
https://dev.rutoken.ru/display/KB/RU1090
https://dev.rutoken.ru/display/KB/RU1090

YcraHoBka B Windows

® Ecnu Ha komnbloTepe ¢ OC Windows yctaHoBneHbl [iparisepbl PyTokeH, n nponssoantcs
nepBuYHas ycraHoBka Kpuntolpo CSP 5.0 R2, To HacTpoiika cucTeMbl Gyaet
BbINOSTHEHa aBTOMAaTNYECKH.

® [pv o6HOBMEHUU nporpamMmMbl ¢ NpeabiayLwMx Bepcuii Kpuntolpo CSP, Heobxoammo:

1) YcTaHOBUTb akTyanbHyto Bepcuto «[pariBepoB PyTokeH».
2) 3anyctutb «Kpuntollpo CSP» ¢ npaBamun AgmuHucTpartopa.

3) Bbibpatb «O6opynoBaHune» — «Hactpoutb cuutbiBaTenu» — «CunTbiBaTeENb CMapT-KapT
PKCS#11».

YcraHoBka B Linux

Mepepn yctaHoskon Kpuntollpo CSP Heobxoammo yctaHoBuUTL GrubnuoTeky rtpkcs11ecp.so, oHa
poctynHa https://www.rutoken.ru/support/download/pkcs/.

® Ecnu yctaHoska Kpuntollpo nponcxoaut ckpuntom install_gui.sh, To Heobxoaumo
OTMeTUTb NYHKT "lMoaaepxkka TOKEHOB 1 cmapT-KapT".

® Ecnu yctaHoBka KpunTollpo npoucxoaut ckpunTtoM install.sh, To nocne ycraHoBku
OCHOBHbIX NakeToB HEOBGXOAMMO YCTaHOBUTL NakeThbl cprocsp-rdr-cryptoki u cprocsp-rdr-
rutoken.

B «Kpuntollpo CSP» Bepcuu 5.0 R2 u Bbiwe B pasgene «O6opyaoBaHue» — «Hactpoutb
cunTbIBaTENMU» A0OMKeH 6biTb fo6aBneH NyHKT «Bce cuntbiBaTeny cmapt-kapt PKCS#11».

Ecnu Takoro nyHkTa HeT, 3anycTtute «Kpuntollpo CSP» ¢ npaBamu AgMuUHUCTpaTopa U B 3TOM
OKHe fobaBbTe CUMTbIBATENU, HAXaB Ha KHOMKY «[1o6aBuTb...»

4 ¥NpaeneHWe cCHUTBIBATENAMM X

CUMTHIEATENN

2

YCTAHOBENEHE! CNEAYIOWWE CHMTEIBETENM:

@ Bce cuMThIBATENM CMEPT KapT
 Bce cunTnisaTen avapTapT PRCSF1L |
£Bce ChEMHBIE LWMCKIA
Dﬂmpen{mpmn
OBna4HEIA TOKEH
P:; PeecTp

LobaeuTe. .. YAanuTE CeolcTEa

Ommersa

Ecnu Takoli BapuaHT cunTbiBaTens otcyTcTByeT, yaanute «Kpuntollpo CSP» u, ybeamsLumch, 4to
Bbl ycTaHaBnmeaete Bepcuio 5.0 R2 vnu Boille, elle pa3 ee yctaHoBuTe.

1) YcraHoBuTe akTyanbHyto Bepcuio [paiisepoB PyTokeH.
2) MopakntounTe ycTponcTBO M3 ceMeiicTBa PyTtokeH JLUM 2.0/3.0 k komnbloTepy.

3) Mpu reHepaumnm KnoYen HyxHo ncnons3osaTtb Bepcuto «Kpuntollpo CSP» Bepcumn 5.0 R2 unu
HoBee.


https://www.rutoken.ru/support/download/pkcs/
https://dev.rutoken.ru/display/KB/CP1008
https://www.rutoken.ru/support/download/egais/

4) B okHe BbiGopa Kno4eBOro HocuTens BeibepuTe pexvm, KOTopbIi no3sonsieT pabotate ¢
BHYTPEHHUM kpuntosapom PyTokeHa yepes 6ubnmoteky PKCS#11.
Y Bac MoxeT ObITb OANH U3 ABYX BapuaHToB (3aBucuT oT Bepcun Kpuntollpo CSP):

® BapwuaHT 1. Beibepute B cnvcke HocuTenel «Rutoken ECP (PKCS#11)».
® BapwuaHT 2. Beibepute B cnvcke HocuTenelt «Rutoken ECP», a B BeinaaatoLiem crincke "AKTU

BHbI# TokeH (pkcs11_rutoken_ecp_xoox).

< BeiBop kntouesoro Hocutena - Kpunmolpo CSP *

BrifiepuTe HOCHMTENL ONA CO30aHWA KoHTeAHepa te-94c1888a-
eb2b-47c7-a5d1-8f3c31c2edea

I_-":EIE: Peectp "
Qﬂupex‘ropuﬂ

token ECP (FKCS#11)

\) Rutoken FKC
OfnayHbIi TOKEH

HeacctvnHble Ana aaHHON onepaumu

Mpo@une NonNk30eaTena

AKTUEHBIA TOKEH (pkcs11_rutoken_ecp_3chc50b0)

OnucaHne:
Mcnonb308aTh HOCHTENL Yeped nHTepdedc PKCS#11

o

< Beibop knrouesore Hocutena - Kpuntolpo C5P x

BuifiepuTe HOCUTENL ANA CO30aHWA KOHTeAHepa a83e8b24c-
8bea-6436-1521-1d5720c5fb3

I-_IEE Peectp .
Qﬂupemopuﬂ

\3 Ruteken ECP

HeaocTynHele Ana gaHHoli onepaduin

@Windows Hella for Business 1
% Microsoft IFD 0 v

Pexm paboTkl

AKTWBHBIA TOKEH (pkcs11_rutoken_ecp_3b4492f5) w

CMONL30BaTE HOCHTENL Yepe3 HHTepdeanc PK

o

5) Mocne reHepauuu kno4vei 1 3anucu cepTudukata Ha PyTokeH, npoBepbTe hopmaT Krtoyen 0gHUM
13 AByx cnoco6os:

®  Cnocob 1. Yepes «MaHenb ynpaBneHns PyTokeH»: Bknagka "Ceptudumkatsl”.



il Manens ynpaenerus PyToken *

AgmuHucTpMpoBaHue CEPTUPUKATH Hacrpofikw O nporpamme

MogknyeHHse PyTokeH

|j Pyroken 3LM 2,00 v @ Bsecrin PIN-K0A...

TecToBbiE HEM3BNEKAEMBIE KNFOUW

| Ceprudukar gedicTenTenen
Beeaute PIN-koa MoNL30EaTENS ANA NPOCMOTPA PaCKP EHHEX CBOHCTE

Wma Werekaet 3aperncrpuposaH

Jndnbie ceprndukatel(2)

TecroBbie HEM3BNEKIEMBIE KTHOUH
200402124831

il Mawens ynpaenenna PyToken >

ALZMHHWCTPUpOEaHME CEPTUDMKATE  Hacrpolikm O nporpamme

NoaxnwoyerHele PyTokeH

|, Pyroken 3L 2.00 ~ il Beect PIN-KOA, .

e CepTHhUKAT HEHAAEXEH
CepTHGMKAT € HESKENOPTMPYEMOR KAKYEEDA Napoi

Wma Werekaet 3aperucTpuposaH

Juynele ceptudmnikatei(1)

TeCToBbie HEM3BNEKaEMbIE KTIDYH
506c756769630323034323032303131

02.04.2021

B Cnocob 2. Yepes «Kpuntolpo CSP»: Bknaaka «Cepsuc» — «MpoTecTupoBarts...» .

.4 TecTvpoBaHMe KOHTEAHEPS 3aKPLITOMD KNOYa X
MpoBEPKa 33BEPWEHE YCIEWHD ownfiok He oBHapyKeHo ~
KoHTEfHep 3aKpLITorD KoYa nonb3oBaTens
Km=a 8cf60853a-213d-7b06-475d-350d 7714069
VHUKENEHOE MMA SCARD 11 _rutoken_ecp_354b5a96\8cfE0E53
FQCN Y\ VAktiv Rutoken ECP 0\8cf60853a-213d-7b06-47
MpOBEPKa LENDCTHOCTH KOHTEMHEPS  YCIELWHD
Kniou ofimera AOCTYNEH

ANKHE KO- 512 fuT
SKOMOPT OTKPbLITOrO KNKD4a yoewHo
BEIMMCNEHWE OTKPEITOrD KIKOUa yerewHo
MMMOPT OTKPLITOrD KNKOYa yerewHo
noanvcs yoewHo
nposepka yerewHo
co3narke Knioqa ofimera yerewHo
SKCMOPT KIoua 3anpeier w
< >

Cronpoeate B Bytep ofneHa

T o




Cnoco6 2. C ucnonb3osaHueM «eHepaTopa 3anpocoB cepTuduKaToB
ans PytokeH OLIM 2.0 u 3.0»

«leHepatop 3anpocos ceptudmkatos aAns PytokeH 3LIM 2.0 n 3.0» BxoauT B cocTas [paiisepoB
PyTOKEH.

1) YcraHoBuTe akTyanbHyto Bepcuio [paiisepoB PyTokeH.

2) Mopakntounte ycTponcTBo u3 cemerictea PytokeH SLM 2.0/3.0 k komnbloTepy.
3) 3anyctute «lMaHenb ynpaBneHus PyTokeH».

4) MNepengute Ha Bknagky «CepTudukarbi».

5) Haxxmute kHonky «Bectu PIN-koa» n Beegute PIN-kog AoMuHuctpaTopa.

6) Haxxmute Ha KHoOMKy «BbinMcaTb cepTudmkaTy, OTKPOETCS MPUNoXeHUe:

A renepatop sanpocos ceprudukaros ans Pyroken 3LUM 2.0 - O X

WABMOH Mpumep ana FOCT 2012256~
PyTOKeH Nocmorpers B Brownote

OCHOBHBIE NOAA

cN Obuee umn 000 Pomauka

0 Oprarisauns 000 Pomauka

SN Dannus Vearoea

GN Wiz u oruecteo Onbra Merposa

3 3n. nowra ivanova@mail.ru pexouendyemes sanaarume.

SNILS CHMAC 066-825-143 81

INN WHH

INNLE WHH 0N

OGRN OrPH il

OGRNIP  OTPHWN

UN Hecrpyirypup. ums | 12342
ou Mogpasaenerme Noructka
T Lomkrocts TenepansHsiil gupekTop
c Crparia RU
s Peruon 03 PecnyBnua bypatin
L Hacenenmoifi nyskr |- Npuosepcini, 1. yra
STREET  Ynuug, aom yn. Tarapuna, .5, v, A, crp.2, nowm.7
CPEACTBO MOANNCH
Pyroxen LM 20 -

CK3W «PyToken 3LM 2.0»

CO3JJATH 3ANPOC 3ANNCATH CEPTHPUKAT

Nanee ncnonb3ynte VHcTpykumio no paboTe ¢ N'eHepaTopom 3anpocos.

Cnoco6 3. C ucnonb3osaHnem nporpammbl «KpuntoAPM» 5
Bepcun

[Ins reHepaumn HensBnekaemblxX KIYen MOXHO ncnonb3oBaTb nporpammy KpuntoAPM 5.


https://www.rutoken.ru/support/download/egais/
https://dev.rutoken.ru/pages/viewpage.action?pageId=72451710
http://www.trusted.ru/support/downloads/?product=133

@ KpuntoAPM - u] X

®aiin Npoduan  Hactpoin  Momowss

® ) o M
oanncars Mposeputs 31 Wiposars Pacuwmposars | Obwosums | Cosaars
& B Cepragmaret Tunei sanpocoe

{2 Mwuoe xpannanwe cepruduratos

) Cepruduatsi apyrux nonssosareneii

{2 NpomexyTounsie uenTps! ceprudmkaumm
= nenTpel

{2 Ceprudmrars: gomena test2012R2rus.local
) Crmco akxpeauTosamHbix YL

(E3anpocs: Ha nonyuenme cepruukara
[Z3anpocet Ha anmynuposanme (osbie) cepruduata

=25
£ 3anpocsimand
) 3anpocs o on| I Ooross
[ Cruckn omsbiea 3anpoc Ha
{5 Crmexn
13 Xypran onepaupii
S InexTpoHHbIE KnIOUM

Camonoanmcanwbii cepragmKar...

KpunroAPM 54429

@ KpwntoAPM :: Cozganue 3anpoca X

Bac npusercreyer Macrep
co3panna sanpoca!

Tun 3anpoca: I[-bm v‘

TVl [kpwroripo YU v]

JAns cO30aHMA 33NPOCa Ha NONy4eHne cepTudmKaTa
BaM HeobxoauMo yKasaTe:

)¢ ° co3n o

CEPTUDMKATS

2) aonoaHmT napaMeTpei C o
CEPTUPMKATA - TUN KPUNTONPOBAItAEPa, CBEAEHNS O
KMIOYEBOM KOHTEHEPE W AaHHBIE O PACILMPEHHOM
MCNONb30BaHIM CEpTUDMKATE

3) IP-anpec v HassaHue, unn URL-aapec, - LieHTpa
CepTudmxawm.

4) TuN Y40CTOBEPSAIOWEr0 LIEHTPa, KoTopelit ByaeT
obpabaTeisaTs 3anpoc

<tasan [ panee> | | ommena

@ KpwntoAPM :: Cozganue 3anpoca X
Wabnou ceprudukarta
Ha 3ToM ware BaM cneayeT BeibpaTh Wabnos cepTudukaTa Mcxoaa
13 Ero NPEAHAasHAYEHNR
LWabnoH: |LLiabnok no yMonuaHso v

CeptuduiaT K3MM uHAMBMAYaNbHOrO NpeanpuHUMATENs
uzmyeckoro

LUaBnoH ¢ NoAAEPXKOA CPOKa ASHCTBUS

Wabnon ¢ pacumpenHsom ciuckon nonedt




€ KpuntoAPM :: Cosgamue 3anpoca X

OcHoBHan wHdopMauua
YKa3aHHSIE H3 3TOM LWare NapameTpsl ByAyT XpaHuTLCR B none
"Subject” cosnammoro ceptudumxata

" o A

Obwee wms (CN)*: [1

| ~

Crpana™ | Pocamickas ®eaepauns (RU) V|

PervoH™; I |

<Hasan || flanee> | | Ommena

€ KpuntoAPM :: Cosgamue 3anpoca X

Napamerpsl KNKOYa
Ha 3TomM ware BaM CAeAYET YKasaTs NAPAMETPsI KOYa,

CBA3AHHOO C CEPTUDMKATOM

Vo i KpunTOr
[PyToKen 30U 2.0 v|
(®) CoznaTh HoBLIN KNIOYEBot Habop
O¥en aTb Cywect 7 knouesoi Habop
Wi knrovesoro Habopa:
| £91404c2-369-4fdc-9ebd- 38254923804 | [B=6pare...
HasHaueHe Kmoua
(O Coznamme 30 AnuHa kmoua: | Het v
o I
(® Lndposarme v cosaarme 3N AononHUTENsHO. ..

MOMETUTE KAIOWM KaK 3KCNOPTUPYEMSIE

<Hasan || flanee> | | Ommena

€ KpuntoAPM :: Cosgamue 3anpoca X

Boibop TpoB
BeifepuTe AONONHUTENbHIE NapaMETPeI

[ Coxparme 3anpoc & daitn
Wns: Ic:\Users\.nsal‘Desktop\Tecr.pem | | Buobpate |

[[J ovnpasute 3anpoc no snexTporHoii nouTe

OTNpasuTb 3anpoc No CeTH

[[JHaneuatars ceoiicTsa chopmuposaroro sanpoca

<Hasaa H Ranee > Otrera




€ KpuntoAPM :: Cozaanue sanpoca X

Cratyc

[laHHble ANA CO3QaHMA 3aNPOCa Ha NoNyHeHHe
cepTudmKaTa cobpanbl.

NapameTps!
NaHHble BRanensua: ~
Obwee uns (CN) test
CrtpaHa RU
Peruon MSK
HaceneHHbIi NYHKT Mocksa
OreHUN 308655158917
CHUNC 72892898072
KpunTonposaiinep PyTokeH LM &
MNapameTpsl Kntoua
Knrouesoit KoHTeiHep 291404c2-3a36¢
HasHauerme Koua Wiudposarme ¥
Wcnons308aH1e K043 MNoanucs AaHH:
HasHaverme ceptudmxata 1.3.6.1.5.5.7.;
:Im daiina 3anooca c:\usu's\use;i 4

[<uasaa\|rorouo||0'm&u

Beegure PIN-koa (napone)

Kmou: e91404c2-3a69-4fdc-9ebd-38a5d92380e4

Ocranocs noneimor: 1

Toxe: ‘RutuhmECPmlabdﬂkchObt V|

PIN-koqa: | ®eeeeeee

@ KpuntoAPM - o X

i Oain Mpoduan Hactpoiin  Momowss

I @ 5] & o v B~

{ Moanucars Mposepurs 3N Wngpoears Pacwnposars | Obwoswrs | Ownstp | Cosgars

{2 Ceprugmares 4 Bnsaeney fara
) Mswoe xparunmuie cepradmraros Ftest 10122021

() Cepruduxarsi apyrinx nonssosateneit
{5 MpomexyTounsie uenTpet cepruduraumm
=Y westpn
{2 Ceprudmrare: gomena test2012R2rus.local
£ Crmcox axxpeautosammex YL

=[5 3anpoce: Ha ceprugpmrar
al

{3 3anpocsi Ha anwynuposamme (oT3biE) ceprudikata
Crucxn orssiea cepridmatos
CRUCKH AOBEPEHHBIX CEPTHMKATOR
{13 Xypran onepaunii
S IneKTPOHHBIE KtOuM

KpuntoAPM 54.4.29




	Генерация неизвлекаемых ключей по стандарту PKCS#11 для ЕГАИС (Росалкогольрегулирование)

