Moanuckb dainnos B Windows ¢ nomoLubio ceptudpukaTta Ha
PyTokeH

Cc@emeHHue CepBUCbI NO BbIMYCKY CEPTUUKATOB MOrYT UCMOSb30BaTh pasmep knova RSA 4096.

MmnopT 1 paboTa ¢ TakvuMu KnroyaMu 1 anropuTtMOM BO3MOXHbI TOMBKO C UCMONb3oBaHnem cemenctea PyTokeH OLM 3.0

ﬂn&sonnwcm arinos nnu koga npunoxexuin B Windows Heobxogum ceptudmkaT co crneayowmm nonem:
Mopnucanve koga (1.3.6.1.5.5.7.3.3)

Mopo6Hble cepTndmMKaTbl MOXHO NOMYYMTb, HANPUMEp, B CreayoLLMX cepBucax:
https://sectigo.com/cps-repository

https://shop.globalsign.com/ru-ru/code-signing

® DOkcnopT cepTudmKaTa ¢ 3aKpbITbiM Kito4oM u3 peectpa Windows
®  mnopT cepTudmkat Ha PyTokeH
® Toanwuck hainos ¢ NOMOLLbIO cepTucmkata Ha PyTokeH

KenopT cepTudmKaTa ¢ 3aKpbITbiM Kntoyom n3 peectpa Windows

Ecnu ceptudpmkaT 6bin BeinucaH B peectp Windows, ero Heob6xoamMmo akcrnopTupoBaTh B dann dopmata pfx.
[ins aToro Heo6x0AMMO BLINOMHUTL CreayoLne JeACTBUS:

1. Haxmute kombuHaumio knasumww Windows + X 1 BeibepuTe nyHKT MeH0 BbINOMHUTL.
2. Beegute komaHay "mmc" n Haxmute OK.

BeinoaHWTe X

BeeguTe WA nporpammel, Nanky, 40KyMEHTa MKW peECypCa
MHTepHETE, KoTopbie TREBYETCA OTKPBITE.

OTepbiTe: | mme w

E;' 3To 33aaHne By AT CO34aH0 © NPaEaMK 33MUHMCTRaTopa

Ok, OTmena OBzop...



https://sectigo.com/cps-repository
https://shop.globalsign.com/ru-ru/code-signing

3. B okHe KoHcornb 1 BbibepuTe nyHKT MeHto ®daiin 1 nognyHkT Jo6aBuTb Unu yaanuTb OCHaCTKY...

Koncone1 - [KopeHs koHconu] — O X

@aiin  [edcteme  Bua  MsBpannoe Okdo  Cnpaeka - %

Cosgate Ctrl+N
= OTKpEITE... Ctrl+0O e
CoxpaHute CTRL+S
KopeHb koHconm -
CoxpaHnTe Kak... A
A B JononHuTensHbIE AEfCTEMA »
JoBasnTb MW YAANWTE DCHACTKY... CTRL+M
MNapametpbl...
1 CAWindows\system32\certsrv
| Boixog 5

4. B neBoit YacTu okHa [lo6aBreHne 1 yaaneHue OCHaCTKM LUenkHUTe no HasBaHuio CepTudukarsbl.
5. HaxwvunTe [Jo6aBUTb.

JoBasneHne W yA3NEHNE OCHACTOK x

Bil MOKETe BeIBPaTe OCHACTKW ANA 3TOA KOHCOMM M3 AOCTYMHEIX HA KOMMBHOTEPE OCHACTOK W 33TEM HACTPOWTE MX. AnA
PACLUMPAEMEIX OCHACTOK MOXHO HACTPOWTE TpeByemoe pacuMpeHie,

[OCTYMHEIE DCHACTHM: BhiBpaHHEIE OCHEACTKM:
OcHacTKa MocTaBwmK ~ |1 KopeHb koHconm W5MEHMTE PECLUMPEHWA. ..
“IManka Microsoft C...

== YaamTs
(_‘;JI'InaHMpoBu.LMK 3a... (c)Kopnopa...

@I‘Ipommp cobeimuid  (c) Kopnopa. ..
Z‘PEEEKTMDDBBHHE ... Microsoft C... Beepx
j,-' Penaktop GPOwH... Kopnopauw...

\=[ PenaxTop ofbex... Microsoft C... 2
_j PenakTop ynpaen... Kopnopauw...
=[ PesymbTupyiowa...  Micosoft C...
@)CMUEMHH& MOHMW... Kopnopalm...
o Tyt Microsoft C...
. Crymbbl komnoHe..,  Microsaft C... o [ononHUTENEHD. ..

OnucaHne:

OcHacTKa cepTHMKETOE NO3E0NAST MPOCMETPMEATL COAEPHMMOE XPAHMMMLL AN NMOWCKE CEOMX CEPTUMKATOE, CEpTUdMKaTOS
cny#b UK KoMMBIOTEPOE.




-

6. B oTkpbiBLLEMCS OKHE YCTAHOBUTE NepeknioyaTens MOen yquHoﬁ 3anucum nonb3oBarens n HaxmuTe FoToBO.

OcHacTa gucneTyepa cepTUdMKaTos x

37a ocHacTKa ecerga OyneT yNpasnATL CepTMgMKaTaMK ANA:

@ Moel yueTHOA SanKucK Nones0EaTENA ‘1

() yueTHOI 3armicK cryxGsl

() y4eTHOI 3aNMCK KoM Tepa

< Hasan [oToBED OmaeHa

. B okHe [lo6aBneHue n yaaneHue ocHacTok HaxmuTe OK.

. B nesoit yactn okHa KoHconb1 LienkH1Te no Ha3BaHWo nanku JIndHble.

. LLlenkHnTe no HasBaHuto nanku CepTndUKaTbI.

. B npaBoii YacTu okHa BbIGEPUTE HYXHbIA CEPTUMDUKAT U HAXXMUTE HA €ro UMEHW NPaBOW KHOMKON MbILLW.
. BbibepuTe nyHKT MeHio Bece 3apavn\Okcnopr.

- O ©O 0 ~N



12. OTkpoeTcsa macTep akcrnopTa cepTudumkaToB. Haxmute kHonky [anee.

=% MacTep 3kcnopTta cepTudmKaTos

MacTtep skcnopta cepTidUKaToB

3TOT MACTER NOMOraeT KONMPOBaTE IZEI:ITMEI:IMKEITbIr CMHCKK Q0BEPMA M CNMCKK
OT3bIEa IZE|:ITI-1¢II-1KEITIZIB W3 XpaHWnuwa CEDTIJ'II:bMKEITCIB Ha NOKANEHEIA QWCK.

CepTUMKET, BEIDaHHEIN LEHTPOM CEpTHMKELM, ABNAETCA NOATEEPHAESHWEM BALIER
AAYHOCTI W COAEHMT MHDOPMELMKD, HEoBXOAMMYID ANA 33WMTEl AAHHENX AKX
YCTEHOBNEHWA SELMILEHHEIX CETEBRIX MOAKMOHEHHMA, XPEHHAMLLE CEPTUDMKaTOE —
3T0 0fNaCTE CMCTEMBI, MPEAHAZHAYEHHSA ANA XPaHEHUA CepTHHMKETOE,

[N Npogom#eHna HaMUTE KHoKy “Hanee”,

Hanee Otmena




13. YcrtaHoBuTe nepekntodaTenb Ha NyHKT Ja, 9KCnopTUpPOBaThb 3aKPbIThINA KIOY 1 HaxkmuTe kHonky [lanee.

x

€ % MacTep 3kcnopTa cepTUdUKaToE

FKCNOPTHRCEIHWE JAKPEITOND KAKUA
Brl MOXETE 3KCMOPTUPOBATE 3EKPEITHIN KIHOY BMECTE C CENTUHOMKATOM,

SEKPEITHIE KMHOYW 3aLLMILEHI Napane, YTolikl SKINOPTMPOEATE 3EKPEITHIA KoY
BMECTE C CEPTHMKaTOM, YKEKMTE Napont.

Bl XOTHMTE 3KCNOPTHPOBETE SEKPEITEIM KKOY BMECTE C CEPTHRMKATOM?

(®)3, 3KNOPTHPOBATE SAKPHITHIA KNIOY:

(_JHET, HE 3KCMOPTMPOBATE SAKPHITHIA KAKY

Hanee Otmena




14. YcTtaHoBUTE AONOMHUTENbHbIE NYHKTLI AKCNOpTa Npu HEOBXOAUMOCTU U HaXxXMUTe KHONKy [lanee.

“=

S8 MacTep 3kcnopTta cepTudmKaTos

Popmar 3KcnopTUpyemoro dakina
CEpTUDOMKATE MOrYT DBITE IKCNOPTUPOBAHEI B PAZNMHHEN OPMATAX.

BriSepiTe GOPMAET, KOTOPLIA Bl XOTHTE MOMONE30E5Th!
daine ¥, 509 (.CER) & koamposke DER
daine ¥,509 {CER) B koauposke Base-64
CraHpapT Cryptographic Message Syntax - cepTudikaTel PKCS £7 (p7h)

BrAHOUMTE MO BO3MOKHOCTH BCE EEFITI-1¢II-1NEITI:-I E NyTb CEFITI-1¢II-1NaLI.I-1I-1

(®) Dalin ofMeHa nuHol MHdopMaLwel - PKCS 212 (PFX)

BIMKOUMTE MO BOZMOMHOCTH BCE CEPTHOMKATE! B MYTe CERTHHMKALIAM

[ ¥nanute sakpeimeni knvoy nocne yonewHoro skcopTa

SKCNOPTHPOBETE BCE PACLUIMPEHHEIE CBOMCTES!

[+] BrarounTe konduaeHuMansHOCTE cepTdHKaTa

XPEHMMWLLE CEPMANWE0BaHHEX cepTdmkaToe [ 55T)

OTtmeHa




15. YcrtaHoBuTe nepekntodaTens lNaponb, BBeanTe naposb U HaxkmuTe kHonky Janee.

“=

S8 MacTep 3kcnopTta cepTudmKaTos

BezonacHocTe

,.IJ,J'IF! obecneyeHA DEZONACHOCTI BaM HEDﬁXDD.MMD SAlUMTHTE 3alqulTbII:1 KNKOHY anA

l:'y'ﬁbEKTa Ge30MacHOCTH UMK BOCNONE30BSTECA NaponeM.

[C] fpynnet wnv nonssoeaTeny (perkoMeHayeToR)

Maponk:

MNoaTEEpHAEHWE:

LWndpoeaHi TripleDES-SHAL w

LobaErTe

Yaanutb

OTtmeHa




16. Ykaxute nma darvina ans coxpaHeHus cepTudukaTta u Haxmute kHonky [lanee.

—

=% MacTep 3kcnopTta cepTudmKaTos

Wma sxcnoprupyemoro daitna
YREHWUTE MMA aina, KOTOPkI Bel XOTHTE 3KCIONTHPOBATE

WmA daiina:

Ci\sign_code,pfx

| | Ofzop...

Hanee Otmena




17. MNpoBepbTe AaHHbIE N HAXMUTE KHOMKY FOTOBO.

€ F MacTep 3kcnopTa cepTidMKaTos

3aBeplieHMe paboTel MacTepa 3KCNOpPTa cepTUdMKaTOB

Brl yCnewHo sasepluni paboTy C MACTEPOM 3KCNOPTE CEPTUDMKETOE.

Belni yKasaHe! CNeayHoLLME NapaMeTpel:

SKCNOPT KkoYei Oa

BrAKO4MTE B NyTh Boe cepTudukaTel [la

DopMaT dalinoe DALl 0AMEHS MMYHOA MHDopMaLWeR (=.pfi)
£ >

[oTtoBo Otmena

18. lNocne ycnelHoro akcnopTa Haxmute Ha kHorky OK.

MacTep skcnopTa ceptidmkatos A

FKCAOPT YCNEWHD ERINOAHEH,

[Nanee Heo6GXxoOYMO MMMNOPTUPOBATL CepTUMKAT Ha PyTOKeH.

MmnopT ceptudumkat Ha PyTokeH

[ns vmnopTa cepTudukaTa Ha PyTokeH HeoGX0AMMO BbINOSHUTL CrieaytoLve AeicTBrs



1.

g~ wiN

Haxmute kHonky INMyck v BBeante ecmd.

Bce MpUNOXeHWA JOKyMEHTDI WHTepHeT Apyrne «

ﬂyumee COOTBETCTBUE

KomaHgHan cTpoka
MpunoxeHne

MapameTpsl
KOMaH,ﬂ,H af CTpOKa

& 3ameHa kOMaHAHOW CTPOKM Ha MpUAKEHUE
obonouky Windows PowerShell B

Mowck B ViHTepHete

O Omkpeime
/O cmd - . NBTaTHl B AHT >
L3 3anyck oT umenn aamuHueTparopa
] MepelTh K pacnofoxeHuo gaina
56 OTKPEenuTs OT NaHe 3aaay
9 3aKpenuTh Ha HauaNEHOM 3KpaHe
O emd|

. BbibepeTe nyHKT 3anyck OT UMeHVW agMUHUCTpaTopa.

. Ecnu Heobxoaumo BBEAUTE MMS 1 NapOrb aAMUHUCTPaToOpa KOMMbIoTEpPa.

. I'Io,qkmoqme PyTOKeH K KOMNbLOTEPY.

. B xomangHou ctpoke Habepute cnegytoLyto komaHay: certutil -csp "Microsoft Base Smart Card Crypto Provider” -importpfx C:\sign_code.pfx n

HaxmuTe Enter.

. Beegute napone PFX 1 HaxmuTe Enter.

B AamunucTpatop: Kowmananan crpoka - certutil -csp "Microsoft Base Smart Card Crypto Provider” -importpfx Cilsign_code.pfx - O X
ft Windows [V n 10.8.1904
p M SEWMUEHS .

ider” -importpf:




7. Beeaute PIN-kog oT PyTokeHa u Haxmute OK.

BezonacHocome Windows e
CmapTt-kapTa

Beegute MWMH-xoa.

LlenkHWTe 2aeck ANA NOAYUEHWA
AONOAHWUTENBHBIX CEEAeHMA

OK OTMeHa

8. [doxautechb coObLLEHNA YTO KOMaHAA YCMEeLHO BbIMOSHEHa.

B Agninsmcrparop: Komananas crpoka - o x

on). Bce npaBa 3aWHWeHsl.

Smart Card ( to Provider” -importpfx

Moanuck dhannoB ¢ NOMOLLbIO cepTudukata Ha PyTokeH




1. Haxmute kHonky IMyck n BBegute cmd.

g~ wiN

Bce MpUNOXeHWA JOKyMEHTDI

ﬂyumee COOTBETCTBUE

KomaHgHan cTpoka

MpunoxeHne
MapameTpsl

& 3ameHa kOMaHAHOW CTPOKM Ha
obonouky Windows PowerShell B

Mowck B ViHTepHete

WHTepHeT

Apyrne ¥

KomaHaHanA CTpOKa

MpunoxeHue

O Omkpeime
/O cmd - . NBTaTHl B AHT >
L3 3anyck oT umenn aamuHueTparopa
] MepelTh K pacnofoxeHuo gaina
56 OTKPEenuTs OT NaHe 3aaay
9 3aKpenuTh Ha HauaNEHOM 3KpaHe
O emd|

. Bbibepute nyHKT 3anyck OT UMEHU agMUHUCTpaTopa.

. Ecnu Heobxoaumo BBeauTe MMSA 1 Naponb agMUMHUCTPaTopa KoMMbloTepa.
. I'Io,qkmoqme PyTOKeH K KOMNbLOTEPY.
. MepeiignTe B Nanky ¢ ytunurton signtool, Hanpumep, C:\Program Files (x86)\Windows Kits\10\bin\10.0.17763.0\x64 komaHgon cd "C:\Program

Files (x86)\Windows Kits\10\bin\10.0.17763.0\x64"




6. Beepute komanay noanucu signtool.exe sign /v /sha1 d58a9884f071748514¢c326625b4b91c9a43136 /fd sha256 C:\test.exe roe kntoyem
/sha1 ykasbiBaeTcs xel cepTudukaTa. Ero MoxHo y3HaTh B CBOWCTBax ceptudukaTta Ha Bknaake Coctas B none OTnevarok.

p Ceprudguiar >
OBwue COCTEE  [yTh CEpTHHMKALMW

Mokazate: | <Bex ~

Maone SHa4eHue

@Huemmd:umr:amp Knoda oy, 9090393023095 1a6fthacednsa. ..
HJII.EHTMEIJMF:ETDD KnoYa ue...  MaeHTWhMKaTop Knod4a=37d. ..
Tu::ur;m PACNPOCTPEHEHKA M., [1]Touka pacnpensensHMa . ..
,ﬂcu_—ryn K MHDOPMALMK 0 Ue... [1]AocTyn K CBEAEHWMAM LUEHT. ..
AononHUTenbHOE MMA cyfb...  [pyroe uMaina cyfibekTa=uU. ..
Ell-"lmnnmeaHme KIHDYE Undposan noganncs, HeoTpek. ..
MEYETOK, d58a98fa407 174851432662, ..

458298134107 1748514c3265825b4 fo01c0ad3138

CBOMCTES. .. KonMpoBaTE B dakn. ..

7. MNocne 3anycka komaHael nognucu Heobxoaumo Beectn PIN-kog PyTokeHa.

bBesonacHocts Windows hd
CMapT-KapTa

Beepure NIAH-koa.

LR LR L L] ] At

LlenkHuTe 30ECk ANA MOAYUEHWA
AONONHWUTENEHLIX CEefeH1A

QK OTMeHa




Mocne ycnewHon noanucy B KOMaHAHOWM CTpoke ByAeT BbiAaHoO cneayiollee coobLueHne

BH Aamvenctpatop: Komangnas cTpoka — m] =




	Подпись файлов в Windows c помощью сертификата на Рутокен

