3.2.2.1 YpaneHHbIX goctyn K cetam VPN

[Ina HacTpoWikM HeobXoAMM KOMMbIOTEP C YCTaHOBMNEHHOW onepauunoHHol cuctemort Windows 7 Rus v apaiiBepamu PyTokeH.

Ecnun HacTpoika Npon3BOANTCS Ha KOMMbIOTEPE, He BXOAALLEM B TOT e AoMeH Active Directory, 4to n cepeep VPN, To npeasaputensHo Heobxoammo yet
aHoBUTb cepTudukart LieHTpa cepTuchukaumu.

Mpy.ycTaHoBKEe yAaneHHOro NOAKMHYEHNS K CEPBEPY YAANEeHHOro 4OCTyNa NPOUCXOANUT ayTEHTUMMKALMS KITMEHTA CEPBEPOM, U, HAOBOPOT, KIIMEHT
n pSIET, YTO NOAKIIIYAETCS UMEHHO K TOMY CEPBEPY, K KOTOPOMY HY>HO. OHAKO eCTb BO3MOXHOCTb OTKIMIOUNTL MPOBEPKY KMUEHTOM CepBepa, YTo
oTpULaTENbHO CKaXkeTcsl Ha 6e30MacHOCTV COEAVHEHWS], MOSTOMY PeKOMeHYEeTCs MPOBEPsSiTb CEPBEP.

[nsi co3gaHvs 1 HaCTPOMKN yaaneHHOro NoAKMIYeHUs K CepBepy yYAaneHHoro gocTyna:

1. Otkporite Manenb ynpaBneHuA

2. UWenkHuTe no Ha3saHuio nyHkTa CeTb U UHTepHerT.

3. WenkHute no Ha3BaHWto NyHkTa LIeHTp ynpaBneHusi ceTsiMu u o6LLUM [OCTYNOM.
4. LenkHWTe No Ha3BaHW NyHKTa HacTpoika HOBOro NOAKIMIOYEHUA WU CETU.
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MzmieHEHNE CETEBRIX NapaMETPOE

dlt- Hacrpoiika HoBOre NOAKNFOHEHWA AN CETH

Hactpoiika BecnpoBogHOre, LUMPOKDNONOCHETS, MOAEMHOrD, Npamoro uan VPN-nogknoueHna
W E HACTPOMKA MapLUPYTU3aTOPa MW TOHKW 40CTyNa,

W Moaxnountbes K cetn
-

MeakntoHeHne nanM NOBTOPHOE NOAKAOHERNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHWHD UAN NogknroyeHne k VPN,

> ! BuiBop goMalunedd rpynnel v napamerpos obuero gocTyna
AocTyn k haiinam 1 NPUHTEPaM, PACMOAOKEHHBIM H3 ADYTUX CETEBBIX KOMMBIITEPEX, WKW
M3MEHEHWE NapameTpos oblero gocTyna.

= YcTparenue Henonagok

JMarHocTKa ¥ MCNpaBNeHue CETEBRIX NPoBAEM HAK NoAyHeHHe CBeAeHni ob ncnpaBneHum,
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5. WenkHuTe no Ha3saHuio [ogxrioveHue k paboyemy mecty. Haxmute Ha kHonky [danee].
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@ @ MNogknounTeca K CETH

BuiGepuTe BapyvaHT NoAKAOUEHNA

¥ Mogkniouenne k Mnteprery
BecnpoBoaHoe, cKopocTHOE MAKM TenedoHHOE NojkAoueHmE K MHTepHETy.

| Hacrpoiika ecnposogHsi mapLupyTsaTopos 1 Touek gocTyna
m HacTpoiika Hoeoii BecnpoBodHOl CETH ANA 4OME WNK Manoro BusHeca,

4= HacTtpoiika TenedoHHOro NnogKnoYeHna
!é Moarkniodenne kK MHTEPHETY Yepes TENEPOHHYHD CETh.

MogkntoueHne Kk pabodemy mecty
Hactpoiika Tenedontoro wnn VPN-nogknroueHna K pabodemy me

[ Hanee ][ CtreHa

6. Ecnu B cucTeMe yxe ecTb HaCTPOEHHbIE MOAKMIOYEHNSI, TO YCTAHOBUTE NepekniovaTternb B nonoxeHne HeT, coaaaTb HOBOE NOAKIIOYEHUe.
HaxmuTe Ha kHonky [Aanee].
7. LWenkHute no ctpoke McnonbaoBatb Moe noakntodeHue Kk MutepHety (VPN).
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@ @ MogkntodeHne K pabBodemy MecTy

Kak EbINOAHWTE NogKNOYeHne?

< cnonb30BaTh MOE NOAKAHOUEHWE K NHTteprety (WVPN)
MogkntodeHne Yepes MIHTEPHET © NOMOLLBHD BUPTYanbHOR YacTHol cet (VPN),

AN @

< Wecnonbzoeats npaMoi Habop Homepa
Mpamoe nogrnroderne K TenedoHHoMy Homepy Bes pixoaa B MinTepHer,

J W

Yro Takoe VPMN-noaknoyenne?

OTmenHa

8. BeepuTe agpec cepsepa (B none Appec B IHTEpHeTe), k KoTopoMy GyAeT OCYLLECTBNATLCS YAANIEHHOE MOAKITIOYEHNE.
9. BeaguTe nMs co30aBaeMoro yaaneHHoro nogknodeHust (B none MMsi MectoHasHadeHus ).




10. YcraHosuTe chnaxok Micnonb3oBaTb CMapT-KapTy U HaxxmuTe Ha kHonky [Co3paTs].

@ ‘Lll’:]‘] Mogentouerne k pabodemy MecTy

BeeawTe anpec ViHTepHeTa AnA NOAKNKOUEHWA

JroT 3ApEeC MOXHO NOAYYHNTE Y CETEBOTO 34MWHWCTDATODE.

Aapec 8 ViHTeprere: 10.0.1.21

A mecToHazHa4eHWA: Aktiv

EMcnonb\sDEaTbgmapT-KapTﬁ

)] [] Paspewwumts ncnonb3oBath 3T0 NOAKMKOYEHNE APYTMM NONL30BATENAM

Irot NapameTp No3ecnAeT ﬂfDﬁ-DM}f NONLICEATENHY, WMEHILLIEMY AOCTYN K ITOMY
KOMMBHITERY, MCNONLI0EATE 3TO NOLKNHIYHEHNE,

Hg NoAKNHYATECA CEWYAC, TONBKD BBINOAHWTE YCTAHOBKY 4NA NOAKIHHYEHWA B '3 Ay LLIER

Cozpate ][ COrtreHa ]

11. Haxmute Ha KHOMKy 3aKpbiTh. YAaneHHoe NoAKMioYeHe CO3AaHo.
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@ L;EJ Mogentouerne k pabodemy mecty

MNoaknoueHWe roTOBO K MCNONb30BaHWUID
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Mpexge 4em NPojoARUTE, HEOBXOANMO YCTAHOBWTE NOAKAHIHEHUE K
MHTepHETY.

YToGbI NOAKMIOUUTLCS K CEPBEPY:

1. OrtkpoinTe MaHenb ynpaBneHus
2. UWenkHuTe no Ha3BaHuto nyHkTa CeTb U UHTepHerT.
3. UWenkHuTe No Ha3BaHuio NyHkTa LIEHTp ynpaBneHnsa ceTamm u o6LLmM JOCTYNOM.



4. llenkHnTe No Ha3BaHuio NyHkTa MoAKIIOYMTLCA K CeTH.
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MpoCMOTP OCHOBHBIX CBEAEHWIA O CETU M HACTPOMKAa NOAKAHOUEHWA

RaeTepa C39-WTSPLXBGRUS rainforest.ru Wrieprer

3MEHUTE AONONHNTENBHEIE (3707 KOMRLtoTER)

e S R U AT MpochoTp aKTWBHEIXK CETER MoAKAKOUEHNE MK OTKIKIUEHNE
{ rainforest.ru Tun goctyna: - Bes aoctyna k Muteprery
3 LlonenHan cers Mopeniouerns: 0 Moacntouerne no

NOKaALHONR CETH

MameHEHNE CETEBBEX NAPAMETPOE

E|h- Hactpoiika HOBOMO NOAKMMOYEHWA WKW CETH
-

Hactpoiika GecnpoBogHoro, LUMPOKDNOAOCHETD, MOAEMHOrD, Npamoro wan VPN-nogknoueHng
WA E HACTPOMKA MAPLUPYTU3aTOPa MW TOHKW 40CTyNa,

MogkntounTecs kK ceTn

MegkntoHeHne NANM NOBTOPHOE NOAKAIOHEHNE K BECNPOBRAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHWMHD UK nogknroderie k VPN,

Con TaioKke Jocryn k dpaiinam u NpUMHTEPEM, PACNOADKERHBIM Ha APYTHX CETEBBIX KOMNBIOTERAX, WK
“vinaligisintin W3MEHEHKE NapameTpos obero goctyna,

'& BuiBop gomaluHel rpynnel v napameTpoe obwyers aocTyna
Epanamayzp Windows

fAomalunan rpynna YcTpanenne Henonagok

Ceoficrea obospesaTenn AnarHocTuKa M MCNPaBNEHNE CETEBBIX NpoBREM WK NONYYEHUE CBEAEHNE 06 NCNpaBneHUN,

5. B okHe TeKyu.wle NoAKIM0YEHNA PAAOM C Ha3BaHNEM CO34aHHOro NOAKNKHYEHUA HaXMUTE Ha KHOMKY [I'Ionxmoqenue].

TekyLme nogrneyYeHna: +s
| 'h rainforest.ru
. Bes goctyna k MHTephery
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LlEHTIG YOPp3sneHMA CETARMEK M CE-LLI.HM ACCTY IO

6. MopoxauTe, Noka onepauMoHHas cuctema obpaTnTcs K ycTponcTay PyTokeH.



7. Beepute PIN-kog Monb3oBaTtens yctpoiictBa PyTokeH. Haxxmute Ha kHonky [OK].
BesonacHocte Windows 3]

CmapT-KapTa WM MHOW CepTUgUKaT
MH

—— user
YueTHble AaHHEBIE CMapT-KapThI

user@DC2-W2K3EESE TEST
: | PIN-kog |

| ok || Omena

8. B okHe OnoeelyeHne cuctembl 6esonacHoctn Windows HaxxmuTe Ha kHonky [CBeaeHus].
9. Y6enuTtech, YTO cepTUUKaT BblAaH paHee HacTpoeHHbIM LieHTpoM cepTudmukaumm nmeHHoO ToMy cepBepy, Ha KOTOPOM ero HacTPOUIU U K
KOTOpPOMY coBupaeTech NOAKIIOUNTLCS.

10. HaxwmuTe Ha kHonky [MoakniounTbes).

OnoeeweHne cuctemel besonacHoorn Windows @

r He YOanock ZaBeplnTe NONBITKY NoOKNKOYeHWA

He yoanock NpOBEPMTE YYETHRIE ASHHEIE, MPEAOCTSENEHHBIE CEDEEDOM,
PEKOMEHOYETCA ZAEEPWWTE NOGKAKYEHKE M 00PETHTECA K 3OMUHMCTPETORY,
YKA3EE NONYYeHHbIE CBeAeHWA. MogKMKYEHME NO-TIDEXHENY BOSHOHHG,
OAHEKD NpW 3TOM BOSPECTAET

¥rpoza DE30NaCHOCTH CO CTOPOHE! HE33KOHHEIX CEPESDOE,

CBeaeHuA
RADUIS-cepeep: c25-w 2k 3ee. pineforest. aktiv.ru -
KopHesoi LLC: pineforest_CA

Cepeep “c25-w2k3ee. pineforest. aktiv.ru” npencrasun AEACTEBMTENEHEIA
CEPTURMKET, BelgaHHeI “pineforest_CA", Ho "pineforest_CA" He
HACTPOEH B KAYECTEE AOMYCTMMOrD AKOPA AOBEQMA ANA 3TOMD
npodwna, MoMumo 3Toro, cepeep “c25-w2k3ee.pineforest.aktiv.ru™ He
HACTPOEH B KEYECTEE CEPBEPE NONMTHKK CETH, NOAKMKIYEHKE

m
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11. MopoxauTe, noka 6yaeT npoBepeHa NpaBubHOCTb CEKPETHOM MHAPOPMaLMK, COXPAHEHHOW Ha ycTponcTBe PyTokeH.
i
YcTanoeka ceasn c Aktiv...

.'_‘ MNpoBEpKE MMEHM NONbSOBATENA W NAPONA. ..
o

L




12. B pesynbTaTte coefuHeHue byaeT yctaHoBneHo. [Mpn 3Tom B okHe YrpaBrneHue cetsaMu u obLumuM JocTynom Gyaet oTobpaxaTtbes TekyLiee
COCTOSIHWE COEAUHEHUS.
MpocMoTp akTUEHBE CeTEN MogknoYeHWE WKW CTIENHYEHHUE

Twn gocryna: Bez goctyna k
WHTepHeTY

Akctive
MogknioyeHne nNo
NOKaneHCoR CeTH

-

pineforest.aktiv.ru
& MogknroyeHna;
JomMEHHEA CETh




	3.2.2.1 Удаленный доступ к сетям VPN

