3.1.1.3 HacTtpoika nogknioyeHue K cetsam VPN no
npeabABNEHUI0 TOKeHa

Pazgen comepXuT MHCTPYKLMIO MO HacTpolike gocTyna k cetsam VPN no npeabsBrieHuo TokeHa.

[Ina HacTpoWikn HeoBXoANM KOMMbIOTEP C YCTaHOBNEHHON onepaumoHHo cuctemort Windows 2012 R2 Server Rus v ApaiiBepamu PyTokeH, a Takxe aMCTp
nbytuB aToii OC.

OnepauvoHHas cuctema fomkHa bbiTe HacTpoeHa kak KoHTponnep AomeHa. B cucteme gomxkHbl 6b1Tb ycTaHoBneHbl Cryx6bl Ceptudmkaumm, Cnyxba
MapLupyTusauuvs u yaaneHHsIi aoctyn (8 6panamayape Windows fomkHO ObITb HACTPOEHO pa3peluatoLlee Npasuno Ans 3Ton cnyxobl), a
nonb3oBaTensM BblaaHbl cepTudukatel Tuna Monb3oBaTens co cMapT-kapTon nnv Bxog co cmapT-kapTon.

Bce onucaHHble Aanee AencTBra NPoM3BOASTCS C NpaBamMy agMUHUCTPAToOpa CUCTEMBI.
[na npumepa ncnonb3yeTcs y4eTHas 3anvcs Admin.

OT1ankl HacTpoku nogkntoydeHns k cetam VPN no npegbsBneHunio TokeHa:

1 atan: Hactpoiika MapLipyT1M3aumm n yaaneHHoro gocTyna.

2 gTan: HacTtpoiika y4eTHbIX 3anvcelt nonb3oBaTenen.

HacTtpoiika MapLupyTUsaLum 1 yaaneHHoro aocrtyna

Mepen HacTpolikoi MapLUpyTM3aLUmMK U yaaneHHoro 4ocTyna HeobxoanmMo ybeamTbesi, YTo Ha cepBepe ycTaHoBneHbl ponv Cryx6bl NONUTUKA CETU U
il na v YparneHHbI [oCTyn.

[lnsi HACTPOMKM MapLUPyTM3aLUM U yaaneHHoro AocTyna:

1. Otkpovite MaHenkb ynpaBneHus.
2. [Ba pa3a LeNKHUTE NO Ha3BaHWIo NyHKTa AAMUHUCTPUPOBAHUE.
E: | Bce 3neMEHTH NaHEN YNPaBNeHUA l_‘.J_u.-

T | ¢ MNawens ynpasnesian b Boe 3AEMEHTE NAHENH YIDIENEHHE b w

poOiKa NapaMeT poB KOMNBIOTEPa Mpocsotp:  Mencse aucn ¥

e YOI P Pernomansuse cranzapre
epa 1B Curcrenna & Creunanumpe sosmoNoroT
Texct 8 peut | Tenedon umoge Kl ¥npasnesne useron
& Y CTpanense mENonAg0K % YoTpofcTea u npumTegns 8, Yuerreie sannon nosssosaTenei
& Lentp obstonnerna Wind, ."' Lentp nogaeps EE Ll eHTp ympasnerHan CETAKI W &
w WprgTs BR Zopan W Inecrponatanie




3. [Ba pa3a LWenkHuTe no Ha3BaHWio OCHACTKM MapLupyTu3auma 1 yaaneHHblin oCTyn.

Cpeacmes POECTH ¢ RRAMLANI

Tangran MNagenurscs Ewa ¥npanaetmee = ﬂ

T | (37 50 Bre anemenTsl NAHENH YIPIEAEHIA & AZLHACTRMPOEAHNE & v @ | | Monce AguuricTprposanse

¢ VsSpanwoe . Terminal Services () Mazrmposugx saaanmit
& 3arpyzon [ Active Directory - aowens n avpepie [ Meassosarens w womneroteps: Active Directory
B Hegsemme mecta [ Active Directory — caiimes n coysfo (] MpecuoTp cobumed
B Paboumi cron £ Ons [ Peasxriuposanue ADSI
(B Windaws PowerShel (x86) (B Coeperimn o cucrense
% 3rer somnsmTep [#N Windows PowerShell ISE (x26] (3 Cepaep nonwmim cema
(¥ Windows PowerShell ISE [H Ccrema apmn s ganmes Windows Server
€ Cern B Bpargmayap Windows 8 pesaiue noewwenmod Gescnacocrn (&) Cuctenmest morurop
[B. Ameneruep cepeepon [ Conpmcban xommameston
15 eneruep cyx IS ik, Comymen
B, MHinugearop SCSH (M) CpeacTeo nposepsn nanamt Windows
[ Victowsinon garmse: ODBC (32-pazprasias sepons) (A8 Ynpaznenme rpymncech nonwTHkod
78 Vicroramun gannoe ODBC (64-paspagmas nepona] B Ynpazntrne connaarepon
[FR Koridbisrypaups encTeme (i Ynpashenise yARRERHBIN AOCTyTIoM
&ﬂom NOANTHES SelenscHOCTH () Uermp sapinrivcTpiapoeativa Active Directory
[ APRLIPY TN W yAaNEIeE ] [FR Uewmp permcTpawan paboracnocotsocT
[FalllewTp ceprigimanym
(8 Magys Active Ditectary ana Windows PowerShell
&) Mamurop pecypeos
[l Cnmkscauya geckos
&5 Mawer agna

Aneaserron: 38 Bwlpas 1 pnessenr: 1,11 KB

ICHTNRCHENTIS ML TROALINND W YAAAEriFEl gocTyT
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5. B okHe MacTep HacTpoVikv cepeepa MapLUpyTU3aLMmn 1 yaarneHHoro foctyna Haxmure [danee.

MacTep HaCTpOKM CcepBepa MapLIpyTU3aumUm 1 yAaneHHoro AocTyna

Macrep ycTaHOBKM cepBepa MapupyTHzauun
M YyAaneHHoro gocryna

3TOT MBCTEp NOMOT3ET HACTDOWTE CEpBep TaK, yTobis! Bsi
MOr AW NOAKMNIOYETLCR K APYTHM CETAM M Pa3pelaTs
NogKNoYeHUA Y43 NneHHB KNWeHTOB.

[na npoaonkeHrA HaxmMuTe kHonky “Hanee”.

6. YcraHoBuTe nepeknioyaTens B nonoxexue Ocobas koHgurypaums, HaxvuTe [Janee.

MacTep HacTpOiikv CepBepa MapLpYTU3aLIMM 1 YANEHHOTO A0CTYNa

Konpurypaumn

Boi moxkeTe BKACUWMTE yrasaHHsie cnyxbisl B niobom us 3T coueTaHmi nnm
BbINONHUTS HACTPORKY ABHHOMD CEPBEPa.

" Ynanexrsiit poctyn (VPN unu mMogem)

MNossonseT yganeHHBIM KNWeHTaM NogKMoYaTeCR K 3TOMY CEpBEpy Yepes yaaneHHoe
noKnoYeHe unk Ge30NacHOe NOOKNYEHUE BUPTYansHOR yacTHol cem (VPN)

" MpeoBpasosarue ceTessx agpecos (NAT)

MNossonseT BHYTPEHHMM KNWEHTaM NOAKNIOYETLCA K MHTepHeTy, nenonesys oamH
obwwmi |P-agpec.

" DocTyn K BupTyansHoi uacTHoit cem (VPN) i NAT

MossonseT yganeHHLIM KNMEHTaM NOAKMOYETLCA K ABHHOMY CEpBepy yepes
VHTEDHET U BHYTDEHHIM KIMEHTEM NOAKMOYATECR K MHTEpHETY, MCnonssys omH
ofwwi IP-agpec.

" BesonacHoe COSMMHEHME MEXTY BYMA YACTHLIMM CETAMMA

MossonAeT NOAKNIYMTE ABHHYIO CETE K YASNEHHON CETM, HANDUMED, K CETW SHUAMana.
% Ocofar KOHGUrypaLMR

Nio6an KoMBUHALMA BOSMOXHOCTEN MEDWIDYTW3ALMM ¥ YAANEHHOrD GOCTYTA.

I < Hasan “ Darnee > [[ Omvena




7. YcraHosute chnaxok [JocTyn k BupTYyanbHou YactHoit cetv (VPN) n HaxxvuTe [anee.

MacTtep HacTpOiKi Cepeepa MapLupyTU3aLvv 1 YaneHHoro JocTyna

HacTpameaeman KOHPWypaumsa
Mocne 3aKpoITMA 3TOM0 MaCcTePa Bbi MOXETE HECTPOMUTE BeiBparHbie cnyxbel
Ha KOHCONMK MapLPYTM33LLMM W YA3NESHHOr0 A0CTyNa.

BeiSepuTe cyxbil, KOTOPLIE Bbl XOTUTE BKMOYATS H3 AZHHOM CEpEEDE .
¥ Doctyn k supTyansHon yacTHon cem (VPN)
™ Yaanerrsit gocTyn fepes Tene®oHHy0 ceTs)
[ NogrnoueHua no TpefoBaruio (ANA MapLPYTHSALMN PUNMAN0B)
I™ Mpeofipasosarme ceTesbix agpecos (NAT)

™ Mapwpymzawmn nokansHoi cem

< Hasan ” Oanee > |I COmera

8. YbeguTecn, 4To BCe HeobxoauMble yHKLMM cepBepa MapLUpyTU3aLuum 1 yaaneHHoro Aoctyna BelbpaHbl (none Ceopaka BeIGpaHHbLIX napameTpos)
. Haxxmute lNoToBo.

MacTep HacTpOWKM cepBepa MapLIpyTM3aLny 1 YAaNEHHOro A0CTyna

3aBepuieHUe MacTepa cepBepa
MapLIpyTUzaLKUK U YAaneHHoro aocrtyna

Yenewwro sasepwena pabota macTepa cepeepa
MEPWPYTM3aLMM M YASNEHHOr0 AOCTyNa

Ceopxa exifpaHHEn NapaMeTpos:

[ROCTYT K BUPTYansHOM yacTHOA cemw (VPN) ~

e

3axkpoiiTe MaCTep ¥ 33TeM HaCTPONTE BxifiparHsie eyl
H3 KOHCONW MapLUPYTU33LAM ¥ YAANEHHOr 0 AOCTYTA.

[nga sakpuitua MacTepa HaxavmTe kHonky “ToToso”.

< Hasan " loToso |I COmera

9. Haxmute 3anyctutsb cnyx6y 1 goxaMTech 3aBepLUeHNs npoLecca 3anycka Crnyxobl.



10. LenkHWTe NpaBoii KHOMKOW MbILLW MO UMEHM cepBepa U Bblbepute NyHKT MeHio CBOMCTBA.

i - AnocTYNA YIKE HACTPORHA HA 3TOM i

| HOETREHTE i BEAAATE MAPWLIEYTHESLEARS 11 YAANERHEE AGCTYT

MRS MAPLUPYTHIALHED 1 YARNEHNR ASCTYTI SAKH CADBEDS HADWEYTWIBUAM W YOBNEHHOIO SOCTYND.
e e P e BNHTE 2REMENT B SEpens KORCOAN, & 33TeH BudepeTe B Rero

Ece sazaum
Big

| Yannem
Ofnoeurs. IERnErS SOSTYNS = KAkEATS, B HORETE BECHGALIOBATOCR
iess, sxmounn Directhcoess wa 3Tos Cepeepe. © NoNOLIR0
Crodcres [eren ® BB a cemi, Yrobe
| MECTED oo Oi , mwfipan
| Crpaecs ye npasoit AN yEEn




11. B okHe co cBoncTBaMu cepBepa nepeviante Ha Bknaaky beaonacHocTs n Haxmute MeTofbl MPOBepPKU NOATTMHHOCTM.

BesonacHocTs IPvE

Tak kax ycTaHosneH cepsep nonumaky cem (NPS),

HeoB6XD @m0 MCNONL30B3Th ero ANA HACTPOMRKK NPOBEPKK
MOAMMHHOCTM M NOCTABLIMKOB yYeTHbIX 3anuceit. [na aToro
CO3AaATE MNK M3MEHUTE NOMMTUKK 33NPOCOB Ha

s
P S R Wl B e

MeToas! NpOBEPKK NOAMMHHOCTH....

MonesosaTtensckan nonumvka IPsec sagaeT ofwmil kmoy ana L2TP-u

IKEv2-nooxkmoverwd. Ytobbl HACTPOMTL AaHHbLIA NapameTp, cnegyeTt

sanycTMTe cnyxGy MapLpyTM3awm 1 yaanesHoro pocTtyna. MauumaTope:

IKEv2, HacTpoeHHbie Ha NpoBepKy NOAMMHHOCTH HE 3TOM Cepsepe ¢

NOMOLLLI0 CEPTHPMKATE, HE CMOYT BLIMONHWTE NOOKMOYEHE .

. PaspewnTts nonssosartensckue nonumiky |Psec ana L2TP-n
IKEvZ2noaxmovernn

DS s o

~MpwBA3Ka cepupukaTa SSL
™ Wenonssosam HTTP

BrifepuTe cepTMOMKaT, KOTOpLIA AOMKEH MCNIONE3083TH
SSTP<epsep ana npussaskn SSL (ee6npocnywmsatens)

CepiancaT: o ymonuarimo ~] I'bomoml

0K Omvena | MpumeriTe ‘




12. B okHe MeToabl NpoBepk1 NOASIMHHOCTU ycTaHoBuTe dnaxok MpoTtokon EAP u HaxmuTe OK.

Cepeep Npon3somMT NPOBEPKY YA3NEHHOR CUCTEMBI MCNONB3YR OBAH U3
BbifpaHHbX METOA0E B NOPRAKE WX YKa3aHWA.

Emmmyemﬂmmmcmaxcemm}.mw.

Ina HacTpoiku ocTansHsx napametpos NAP ucnonssyite cepeep
NPS.

¥V UWwaposar+as nposepka (Microsoft, sepcis 2. MS-CHAP v2)
™ WueposarHas nposepka noanuHHocTv (CHAP)

I~ Hesaumdposarnbit napons (PAP)

[” PaspewwTs npoBepky NOANMHHOCTH C NOMOLLLIO CEpTUDMKATa
KomnbloTepa ans IKEv2

LocTyn Ges nposepku
[ PazpewnTs nopkmoveHme yaaneHHsx cucTem Bes nposepku

13. B HaweM npumepe Ha KoMnbloTepe He HacTpoeHa cnyx6a DHCP. Moatomy yAaneHHbIM KNMeHTaMm cHavana Heobxoaumo HasHavaTb IP-agpeca
13 3afaHHoro avanasoHa. Mepenaute Ha Bknagky IPv4 n yctaHoBuUTe nepekniodaTtens B NMOSIOXKEHNe CTaTUYECKUIA Ny aapecos.



14. Haxmute [JobaBuUTb.

¥ Bxmowm nepeceinky IPvé

—Hasxaverme IPv4-appecos
Cepsep moxeT HasHavaTs |Pvd-appeca, ucnonesys:
" nporokon DHCP
¥ cramyeckwi nyn agpecos

c | Mo | Yucno | IP-agpec | Macka |

.Ehﬁanmbl Wamerure I Ypanure I

[V BrmoumTs WMPOKOBEWaHME NPH PASPELUSHN MMEH




15. BBeauTe Hayano u KoHew AnanasoHa IP-agpecos, Haxmute OK.

BeemTe HavanbHbiA |P-appec u nubo kKoneuHsil |P-agpec. nubo
KONMYECTBO 3OPECOS B HENPEPLISHOM QMANas0oHe.

Havansxem |P-agpec:

192.168. 60 . 110

192 . 168 . 60 . 120

1n




16. Haxmute OK.

[V Bxmouws nepecsinky IPv4

— Hasnayenue IPvd-agpecos

Cepeep moxeT HaaHauats |Pv4-agpeca, ucnons3sys:
" npotoxon DHCP

(% crayecxkwit nyn appecos

C ] Mo I Yucno
192.168.... 192.168.. 11

llP—amec | Macka ]
192.168... 255.255..

[V BKNQUATL LWMPOKOBELLAHIE NDH PASPELEHIAN UMEH

17. LLenkHuTe NpaBoi KHOMKOW MbILLW Ha kaTeropun MoNMTUKK BedeHust XypHarnoB yAaneHHoro fgoctyna. Beibepute nyHkT OBHOBUTD.



18. LLlenkHuTe npaBoit KHOMKOW MbILLIX Ha kaTeropumn MONMTUKKU BEOEeHMs XypHarioB yaaneHHoro goctyna. Beibepute nyHkT 3anyck NPS.

Ly M AOCTYNA (DIHEE HATLBSBEMACR MONUTIHCEHA
o SocTyna) npasod 4 v yren mypHAnaE PO OOCTYNS # RONHTHE.

AononweTensHbe CEEOEHAR O MACTROALE NPS, o pax Wy, HEMNGNAO0K CETEBIN NOMATHE
VOANEHHOrD GOCTYNA MOXHO HATTH 8 cnpamce NES.

_.Ceegenin of y

= nmmere (145} ana npeouaywa seposl

,I HMMD; w:ndanssamr :W:’. €M, B CAPBEKE CEPBENE TEDmNMAND

19. B okHe CepBep CETEBbIX NONMMUTUK LLENKHUTE NO Ha3BaHUto kaTteropuy CeTeBble NOSIUTUKN.

Daiin [fleiicrane Buwg Cnpasia
= 2@ @m

‘ PS5 (Noxanwma) Cerennie noaMTHEN

[ CaTessi noMTAG NCIBONROT yKA3ATE. KTO
JH’ - rneTps: o -—J Hipactain

FinaR P eTiara

%drbmmumwmnrmmm
ddl'lnmmlxmwwa

Qi L]




20. KnukHUTEe npaBoi KHOMKOM MbIlwKn no cTpoke lNoakrioyeHne k cepeepy MapLUpyTUsaumm u yaaneHHoro gocryna (Microsoft) n BeiGepute nyHkT
meHto CBOWCTBa.

Daiin  [elicrene Bug Cnpasxa
«o 2m o
& NPS (oxkaneno)

B YuetHuie ganmbie
(. Cetestie noaAwTIEN [ Caresese no

Cerensie nonrmmxm

T ME3ATs, KTD AR MO K CaTH, n ofcToATeRSCTES,

le_"mwu NP HOTORSEC MOXHE WIN HENSEA NOSCIOUATECH.

Cocromme  Moprooe oBoa6o
B M CRpEODY MAOWDY TAIALEA W YLAT
3995

MOETORAMLLARCA MOAWTIKE
Ceoncrea

Wasmubukatop nocrasusecs MS-RAS  “3115

Cnpaexa

21. Ha Bknagke O630p ycraHoBuTe nepekntodaTens MNpegocrasutb AocTyn 1 Haxmute OK.

Hras nomama:

[nommnnwuwwurmumﬂhum}

CocTossse nomimaa

ECmm exrepeens, CepBap CaTEELI NOMTY NpOSEDRET 3TY NOMATIKY NEH BRINONHEHE SBTOMIAE. ECrm oTHNOWEHS, Cepeen
CETEBLI NOMMTHI HE NDOSEQRET ITY NOMATHICY.

(w1 Domiieca exmoussa

MNpasa gocmyna
E:mycmumnmm wmmwmy A NOOKMEDUEHWE, ROAMTHKE MO0ET KBK NDESCCTEENATE.
TEK } 33NPEwaTL nocTyn. Yo Tarce paspewenue i gocTyn?

#) MpgaocTassms nocTyn. MpeaocTABMTE HOCTYT, ECMM 3ANDOC KA NOJUIONERIAS CODTRETCTEYET NOMTHKE.

(C) Janpemums pocTyn. 3anpeTiTE DOCTYT, SCAM 3ANPOC HA NOIKICYEHIE CODTBATCTEYET NOMMTHE.

] Mrvopwposams caodcTea yANes+HOro ADCTYNS YWeTHORM 33MMCH NONLI0BITENA.

Ecnu 3anpoc Ha nos TBYET ¥ W Orpas na ceT. ¥ NO T T ADCTYN,
BoiNOAHASTCR SBTODVIAMA TOMLKO NO CETEBOR NOMMTKE, CHOACTES YHANEHHONO BOCTTIA YYETHOA JBNWCKH NONLIVBATERR HE

K CETH, 0 3ANPOC HA NGO . Mozrio soifipats Ten
mcrm Mnmmmmmmmﬂ

“He yxasane”.




22. KnukHUTE NpaBol KHOMKOM MbIKW Ha cTpoke lNoakmnioveHre kK cepeepy MapLUpyTU3auum u yaaneHHoro gocryna (Microsoft) n BeiGepute nyHKT
meHio CBOMCTBA.

Dafin  Jleiicrene  Bwy  Cnpaexa
e nm Bm

@ s e | [

B Yuethsie gantbie
{5 Cerersie nommen [ CeTesse nonvme NO3BONROT yXa32TS, KTO BETORICESH LR NOSKMICHEHA) K C8TH, W OBCTORTERSCTES,

I T

23. Ha Bknagke OrpaHU4eHUs1 B NEBOW YaCcTN OKHa LLENKHUTE N0 Ha3BaHWIo orpaHuyeHns MeToabl NpoBepKu NOASIMHHOCTU.
24. B npaBoWt YyacTu okHa B cnincke Tunbl EAP gomkHa oTobpaxatbesi ctpoka Microsoft: cmapT-kapTa unm nHoi ceptudmkar.
25. Ecnu ata cTpoka He oTobpaxaeTcs, To HaxmuTe [lo06aBuTb.

_En]?mn;m“ MNaparsetpe: |

HacTpos T OrpaHieeHiR ANR CETER0R Mo,
Ecim Bce orparmersis He OTBENAIOT 3ANDOCY MA NOIKROYSrMS, QOCTYT K CATW SANpeuaeTcs.

Faspeustte Tonexn BOCTYT KMMEHTOR. N0 AAMHHOC TS KOTOPBE NDOBEDEHA YKASEHHBIMG mer
MeTons nposepKii
POMHAHHOCTIA

Tt EAF cornacypores mwwmmmﬁ?ﬂammnmm&f.

Tiarma EAR:
Microsoft; sausmenHsi napons (EAP-MSCHAP v2)

Microsoft THEDTE Wi Mo

[ Wngpeeasian npoespxa napmesice {Ihusdll sepcan 2, (MSLCHAP«2)
[ Pazpeusm, cmersy napons no uoTeusHm cpoxa feAcTENR
[+ Weposanian a ol ™ M [MS-CHAP)
[ Paspeusims caery napana no weTevesn cpoxa peAcTEMA
[ Wnepoessrian nposepxa nopmesocy [CHAP)
[T Opoeepra ompuimses TecTom (PAP, SPAP)
[ Paspeumms nommoueie kaneHTon 53 COFMACOBAHIR METORS NPOBEDKM NOLIMHHOCT
[7] Boinonnats tonkKn Nposepky RE60 TOCROCOSHOCT KOMNLIOTEDE

<[ "




26. B cnmcke MeToabl npoBepku NOASIMHHOCTM BbiGepuTe Microsoft: cMapT-kapTa unm uHoi ceptudmkat, Haxmute OK.

27. [anee ykaxwuTe cepBep Anst ayTeHTudmKaummn. [ing atoro wenkHTe no ctpoke Microsoft: cmapTt-kapTta unu uHoit ceptudmkar n Haxmute UsmeHu
Tb.

Ofisop | Yenosun | Orpmamiesn | Mapamerpsl

HaCTpOHT: OMPaHMMSHHRA ANR CATES0A NOMMTHKN.
Eciu Bos orparmersts e 0TBENEI0T JANPOCY MA NOSKIOYEHWS, GOCTYT K CATH SANPeWBsTCH.

Drpannuoss Pa3peustTe TORBKD BOCTYT KIWEMTOB. NOLMANOCTE KOTOPBEE NDABEDEHA YKASAHHBING ME

T EAP cornacypoTcs Mexy cepaepon cetesno nommie (NPS)w kmsenTom 8 nopRad.

Matize fe30NaCHes METO NPOBADKU NOAMHHOCTIA

[+ wppoe mean nposepxa nopmessocm (Microsoft), sepcin 2, (MS CHAP4Z)
[ Paspewsms cery Napons o ueTeveHM cpoxa RefcTSAR

[+ [Weposaran nposepxa nonesocT MaikpocoaT (MSCHAP)
Eﬂmmmmmwml

[ Wueposarman no ™ {CHAP)

[T] Mpoeapxa ompumses TecTom (PAP, SPAP)

7] PaspewmTs noaxmousHie kmneHTon 583 COrNBcOBAHINA METORE NPOBEDKM NOLIMHHOCT

[ Benonnams tonske npasepky pabo TocnocobhocT! KoMNbIoTepa

< i




28. MposepbTe, 4TOGLI MMS CEepBeEpa yAaeHHOro A40CTyna COOTBETCTBOBANO AeNCTBUTENbHOCTH, HaxmuTe OK.

[nga ycnewHoro noaxmoyeHnA 3T0T CEpBep A0MXEH NOATBEDIMTL CBOD
noaNMHHOCTE. BeibepuTe CEpTMOMKAT, KOTOPLIA Bl XOTUTE MCNONL30BATS
ANR AoK33aTensCTea NoOANMHHOCTH CEpBEpa.

CepouKaT BbigaH ANA:

Serv2012R2 test2012R2rus local

MoHa™HOE MMA: Serv2012R2 test2012R2rus Jocal

MNocTaswmk: test2012R2rus-SERV2012R2-CA

Cpox peicTBuA: 16.12.2015 16:59:41

29. 3akpoiiTe ocHacTky CepBep ceTeBbIX MOMUTHK.

Hacrtpoiika y4eTHbIX 3anmMcen nonb3oBaTesien

Mocne HacTpoliku cepBepa yaaneHHoro 4ocTyna nonb3oBatensam HeobxoamMmo aate npasa Ha nogknodexune k VPN.

[INa HaCTPOWKM yYeTHbIX 3anucer nonb3oBaTenen:

1. 3angute B MNMaHenb ynpaeneHus.
2. [1Ba pasa LenkHUTe Mo Ha3BaHWIO NyHKTa ABMUHNUCTPUPOBAHME.

3. [Ba pasa LenkHu1Te Nno HasBaHu1o ocHacTku MonbaoBaTtenu u komnbloTepbl Active Directory.

w BB

Tespran

Magenurees Ewg

Cpeacrea paBome ¢ RpaMKIMI

¥rphasewmse

T | () 5t Bre SNEMEHTH NAHENH YNPIEAEHIA § AALHNCTRMPORIHAE &

)

Mowce: AausHnNCTRpoBaHIRE

“r WaSparnoe
& 3arpyzen
UL Hegaenue mecra
B Patousi cron

1 Jrer womnsrTER

€ Cenn

Fnessermon: 38

)i Terminai Services

B Active Directory - Acuens! i Acepie

[ Active Directory — caiime w caysfio

# DS

(H Windaws PowerShel| (x26)

[#M Windews PowerShell ISE (x35)

¥ Windaws PowerShell I5E
ﬂinlﬂwcyapﬁudml PEARLIE NOEBAERMOR Ge3onacHocTi
B Avcneruep cepeepon

15 neneraep ey IS

B Wnnuparop 5081

[ WicTousnon ganwse: ODBC (32-pasprapan sepons)
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4. B okHe Active Directory - nonb3oBaTeny U KOMMbLIOTEPbI LLENKHWUTE N0 Ha3BaHuto nanku Users.



5. B npaBoii 4acTu OkHa, B CTPOKE C MMEHeM MoMb30BaTens LWenkHUTE NPaBoi KHOMKOW MbILUK 1 BbiGepuTe nyHKT CBOMCTBA.

BbI6paH nonb3oBarens useri.
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6. B okHe CBoiicTBa:[IMs nonb3oBarens) nepenante Ha Bknaaky Bxoasiwme 3BoHKA.
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7. YcraHoBuTe nepekniodartens B nosnoxeHne PaspewwmTb goctyn u Haxmunte OK.
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8. 3akpotite ocHacTky Monb3oBartenu u komnbtoTepbl Active Directory.

HacTtpoika cepBepa 3aBepLueHa. Tenepb HE06X0AMMO HAaCTPOUTb YaaneHHOE NOAKMIoYEHWE K BUPTYyanbHoN YacTHol ceTv (VPN) Ha KNMEHTCKOM
KOMrbloTepe.
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