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dyHKUMKM 06LLero HasHa4YeHus

C_EX_GetFunctionListExtended()

HasHauyeHue

DyHKUMS BO3BpALL@ET CMNCOK AOMNONHUTENBHBIX PYHKUMIA, paclumpsiolmx 6ubnuoteky PKCS#11 ans paboTbl ¢ PyTokeH.

CuHTakeuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Get Functi onLi st Ext ended) (
CK_FUNCTI ON_LI ST_EXTENDED_PTR_PTR ppFuncti onLi st
)

MapameTpbl

ppFunctionList | [out] ykasaTenb Ha CNUCOK OYHKLMI pacLUMpPeHns



BosBpalyaemMble 3Ha4YeHusi

CKR_OK — byHKLUS BbINOJIHEHA YCMELLHO.

Mpumep

HMODULE hModul e; /1 PKCsS #11
CK_FUNCTI ON_LI ST_EXTENDED_PTR pFuncti onLi st Ex; /1 CK_FUNCTI ON_LI ST_EXTENDED,
CK_C_EX_Get Functi onLi st Ext ended pf Get Functi onLi st Ex; /1 C_EX_Get Functi onLi st Ext ended
CK_RV rv; /1
hModul e = LoadLi brary("rtPKCS11.dll"); /1
pf Get Functi onLi st Ex = (CK_C_EX_GCet Functi onLi st Ext ended)

Get ProcAddr ess( hModul e, " C_EX_Get Functi onLi st Ext ended"); // C_EX_Cet Funct i onLi st Ext ended
if (pfGetFunctionListEx == NULL_PTR) /1

printf ("Loading library -> Failed \n");

el se

printf ("Loading library -> OK \n");

rv = pf Get Functi onLi st Ex( &Functi onLi st Ex) ; 11

if (rv == CKR_CX) 11
printf ("Getting extended function list -> K \n");

el se

printf ("Getting extended function list -> Failed \n");

Fr eeLi brary(hMdul e); 11

K coiepxkaHmio 1

CDyHKLI,VIVI ansd pa6OTbI CO CnotamMmm n TOKeHaMu

C_EX_GetTokenInfoExtended()

HasHauyeHue
DyHKUMSA NO3BONSIET MOMNYYMTb cneumndmnyeckyto Ans ycTpoicTs PyTokeH MHdopMaLmio: Knacc TokeHa, KonmyecTBo CBOGOAHOM 1 obLen namsaTtu, Tun

TOKEHa, HOMep NPOTOKOIa, KONUYECTBO OCTABLUMXCS MOMbITOK BBOAA NWH-koAa Monb3oBatens u AgMuHucTpaTopa v T.4. o cpaBHEHMIO C MOXOXKEN MO
HasHayeHuo ctaHaapTHon dyHkummn C_GetTokenlnfo cyHkUMa paclumpermnst npegoctaBnseT 6onee nosiHyo MHopMaLmio O TOKEHE.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Cet Tokenl nf oExt ended) (
CK_SLOT_I D sl ot 1D,
CK_TOKEN_| NFO_EXTENDED_PTR pl nfo

)

MapameTpbl
slotID ' [in] ' ID cnoTa, K KOTOPOMY NOAKIOYEH TOKEH

pinfo | [out] @ ykasaTenb Ha cTpykTypy CK_TOKEN_INFO_EXTENDED, nony4aoLyto paclumpeHHble AaHHble TOKeHa

BoaapamaeMble 3HaYeHud
CKR_OK — dbyHKLMS BbINOSHEHA YCMELLHO.

CKR_ARGUMENTS_BAD,



CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_SLOT_ID_INVALID,

CKR_TOKEN_NOT_PRESENT.

Mpumep
CK_SLOT_I D slotlD; 11
CK_TOKEN_| NFO_EXTENDED ckTokenl nf oEx; /1
CK_RV rv; 11
ckTokenl nf oEx. ul Si zeof Thi sStructure = si zeof (CK_TOKEN_| NFO_EXTENDED) ; Il
CK_TOKEN_| NFO_EXTENDED
rv = pf Get FunctionLi st Ex -> C_EX_Get Tokenl nf oExt ended(sl ot | D, &ckTokenl nf 0Ex) ; Il
if (rv ==
CKR_OK)

/1
printf ("Getting Extended Token Info -> OK \n");
el se
printf ("Cetting Extended Token Info -> Failed \n");

K cogepxaHuto 1

C_EX_InitToken()

HasHaueHue

¢yHKLlVIﬂ NO3BOJSIAET NONTHOCTLIO UHMLUMANMN3NPOBATL NaMATb TOKEHa. Ha aTtane nHuumanusaumm ectb BO3MOXHOCTb 3a4aTh NOJINTUKY CMEHbI PIN-koga
nonb3oBaTens, MeTKN TOKeHa NPOM3BOSIbHON ANWHBI U T.4.

CuHTakcuc

CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_I ni t Token) (

CK_SLOT_ID sl ot | D,
CK_UTF8CHAR_PTR pPin,
CK_ULONG ul Pi nLen,
CK_RUTOKEN_I NI T_PARAM PTR plnitinfo
)
MapameTpbl
slotID [in] ID cnota, kK KOTOPOMY NOAKMOYEH TOKEH ANSA MHMLManM3aunm
pPin [in] = ykasartenb Ha PIN-kog AgmuHucTpaTtopa

ulPinLen | [in] anuHa PIN-koga AgMuHucTpaTopa, B 6avitax



pinitinfo ' [in] = ykasaTenb Ha cTpykTypy CK_RUTOKEN_INIT_PARAM, XpaHsiLLyto napameTpbl UHALMaNu3aLmm

Mpumevaxue

OcHosHoe oTnunune dyHkuum G_EX_InitToken oT noxoxer no HasHayeHuto ctaHaapTHon dyHkummn C_InitToken B TOM, 4TO hyHKUMSA pacLuMpeHns
NONHOCTBIO MHULMANU3NPYET NamsiTb TOKEHA, a TakkKe NPeaoCcTaBnseT BO3MOXHOCTb 3a4aTb NonUTUKY cMeHbl PIN-kofa nonb3oBaTensi, MeTky
NpOoM3BONbHON ANWHbI, a cTaHaapTHas dyHkums C_InitToken no3sonseT MHULManu3npoBaTh TOMbLKO NaMsiTb, 3aHATY0 obbektamm PKCS#11, n 3apatb
MeTKy (PUKCUPOBaHHON AMMWHbI.

Bce napameTpebl, Heobxoaumble Ans HULManu3auum, nepegatotcsa B ctpyktype Tuna CK_RUTOKEN_INIT_PARAM.

BHumanue! [ins PyTokeH S napameTpbl ulMinAdminPinLen n ulMinUserPinLen n3 ctpyktypel CK_RUTOKEN_INIT_PARAM, He moryT npyHMmath
3HayeHune bonblue 1.

BosBpallaemble 3Ha4eHus

CKR_OK — cbyHKLUsI BbINOSHEHA YCMELLUHO.
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_INCORRECT,
CKR_PIN_LOCKED,
CKR_SESSION_EXISTS,
CKR_SLOT_ID_INVALID,

CKR_TOKEN_NOT_PRESENT.

Mpumep



static CK_CHAR USER PIN[] = {'1', '2', "3, "4, '5", '6'", '7", '8}, /1 PIN
static CK CHAR SOPIN] ={'8",

CK_FUNCTI ON_LI ST_PTR

pFuncti onLi st ;

CK_FUNCTI ON_LI ST,

CK_C EX Get FunctionLi st pf Get Functi onLi st;
C_GCet Functi onLi st

CK_SLOT_ID slots

[100];

11

CK_ULONG ul Sl ot Count =

100;

CK_RUTOKEN_I NI T_PARAM ckRt | ni t Par ans;
CK_RV

rv;

I

/* CK_RUTOKEN_I NI T_PARAM */
ckRt I ni t Parans. ul Si zeof Thi sStructure = si zeof (CK_RUTCKEN_I NI T_PARAM ; /1
ckRt I ni t Params. UseRepai r Mode =
0; /1
)
ckRt I ni t Paranms. pNewAdm nPin = SO _PIN;
PIN ( (?), 32)
ckRt 1 ni t Par anms. ul NewAdni nPi nLen = si zeof (SO_PIN);
ckRt I ni t Params. pNewUser Pin = USER PI N;
Il PIN ( (?), 32)
ckRt I ni t Params. ul NewUser Pi nLen = sizeof (USER PIN);
ckRt 1 ni t Par ams. ChangeUser Pl NPol i cy = TOKEN_FLAGS_ADM N_CHANGE_USER PI N

‘7, ‘e, "6, 4t 3t 1Y /1 PIN

Pl N-

11

(0 -,

| TOKEN FLAGS_USER CHANGE USER PIN;

Pl N
ckRt I ni t Par ans. ul M nAdni nPi nLen = 6;
PIN (6, 32)
ckRt I ni t Params. ul M nUser Pi nLen =
6; 11
ckRt 1 ni t Parans. ul MaxAdmi nRet ryCount = 10;
PIN  ( 3, 10)
ckRt 1 ni t Parans. ul MaxUser RetryCount = 10;
PIN- (1, 10)
ckRt I ni t Parans. pTokenLabel = "Rutoken | abel ";
ckRt I ni t Parans. ul Label Len =
13;

pf Get Functi onLi st = (CK_C_Get Functi onLi st) Get ProcAddr ess(hMbdul e, " C_Get Functi onLi st");
pf Get Functi onLi st (&Functi onLi st);

rv = pfGet FunctionList -> C GetSlotList(CK_TRUE, slots, &ulSlotCount); /1
if (rv == CKR. XX

)

/1

printf("Getting connected slots list -> QK \n");
el se

printf("Getting connected slots list -> failed \n");
if (ul SlotCount == 0)

printf("No Rutoken is available");

rv = pf Get Functi onLi st Ex ->

C_EX_InitToken(slots[0], SO PIN, sizeof (SO PIN, &ckRtlnitParans); 11
if (rv ==
CKR_CK)
Il
printf("Token initialization -> OK\n");
el se

printf("Token initialization -> failed \n");

PI N-

/1

(6,

11

11
/1
11
. 10 -,
11
Pl N-
/1 PI N
11
/1

32)

11

11



K cofepxaHuto T

C_EX_UnblockUserPIN()

Ha3HaueHue

DyHKUMs no3sonsieT pasdnokuposatb PIN-kog MNonb3oBaTens.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Unbl ockUser PI N) (
CK_SESSI ON_HANDLE hSessi on

)

MapameTpbl

hSession ' [in] = peckpunTop cecun

Mpumevaxue

DyHKUMS cOpacbiBaeT cyeTUYMK HeBEPHbIX nonbiTok BBoAa PIN-koga anst CKU_USER. ®yHKuMs MOXeT ObITb Bbl3BaHa TOMbKO M3 CECCUM, UMELOLLIEeN CTaTyC
CKS_RW_SO_FUNCTIONS.

BosBpaljaemble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOSHEHA YCMELLIHO.
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_INVALID,
CKR_PIN_LEN_RANGE,
CKR_SESSION_CLOSED,
CKR_SESSION_READ_ONLY,
CKR_SESSION_HANDLE_INVALID,
CKR_USER_NOT_LOGGED _IN,

CKR_ARGUMENTS_BAD.

Mpumep



static CK CHAR SOPIN[] = {'8', '7', '6', '5', "4, '3, '2',
CK_SESSI ON_HANDLE

hSessi on;

CK_SLOT_ID slots

[100];

/1

CK_ULONG ul Sl ot Count =

100;

CK_RV

rv;

/1

rv = pfGet FunctionLi st -> C_OpenSessi on( /1
slots[ 0],
CKF_SERI AL_SESSI ON | CKF_RW SESSI QN), /1 /
0,
0,
&hSessi on) ;

if (rv = CKR.K)
printf("Qpening session -> failed \n");

el se
printf("Qpening session -> K \n");
rv = pfGet FunctionLi st -> C_Logi n( /1
hSessi on,
CKU_SO,
SO PIN,

si zeof (SO PIN));
if (rv 1= CKR_OK)

printf("Logining -> failed \n");
el se

printf("Logining -> K \n");

rv = pf Get Functi onLi st Ex -> C_EX_Unbl ockUser PI N( hSessi on) ;
if (rv != CKR.K)
printf("Unbl ocking UserPIN -> failed \n");

el se

printf("Unbl ocking UserPIN -> OK \n");
pf Get Functi onLi st -> C_Logout (hSessi on); 11
pf Get Functi onLi st -> C_Cl oseSessi on(hSessi on); 11

K copepxaHuio 1

C_EX SetTokenName()

HasHauyeHue

®yHKUMSA NO3BONSET 3a4aTb METKY TOKEHa (CMMBOJIbHOE MMSt) MPOU3BOBbHOM ANWHDI.

CuHTakcuc

OK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Set TokenNare) (

CK_SESSI ON_HANDLE hSessi on,
CK_BYTE_PTR pLabel ,
CK_ULONG ul Label Len

Mapametpbl

"1y Il PIN

11

11

/1
/1

11

11
I,
/1 PIN
Il PIN
11
Il PIN
11



hSession [in] = peckpuntop ceccun
pLabel [in] = ykasaTenb Ha Bydep, coaepxallimin HOBYIO METKY TOKEHa

ulLabelLen | [in] pa3mep 6ydepa c HOBOW METKON TOKeHa, B BaiiTax

Mpumevaxue

PyHKUMSA NO3BONSET YCTAHOBUTL METKY TOKEHA NMPOU3BONBbHON ANWHBI, B OTNNYMKM OT cTaHgapTHon dpyHkumm C_InitToken, koTopas nossonset
yCTaHaBnMBaTb MeTKy TOkeHa (OMKCMPOBAHHOIO pa3mepa. PYHKLMSI MOXeT GbITb Bbl3BaHa TOMLKO U3 CECCUU, UMEIOLLIEN CTaTyC
CKS_RW_USER_FUNCTIONS.

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢pyHKUMS BbINOMHEHA yCNeLHO.
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_EXPIRED,
CKR_SESSION_CLOSED,
CKR_SESSION_HANDLE_INVALID,
CKR_SESSION_READ_ONLY,

CKR_USER_NOT_LOGGED_IN.

Mpumep



CK_SESSI ON_HANDLE hSessi on; 11

CK_CHAR ckcNewLabel [ 100] ; /1 100

CK_RV rv; /1
pf Get FunctionLi st -> C _OpenSession(slots[0], CKF_SERIAL_SESSION | CKF_RWSESSION), 0, 0, &hSession); /1
pf Get Functi onLi st -> C_Logi n(hSession, CKU USER, USER PIN, sizeof

(USER PIN)); /1

strcpy ((char *)ckcNewLabel, "Label is set by C _EX Set TokenName from rtPKCSllecp.
dil"); 1

rv = pfGet FunctionList -> C_EX_Set TokenNanme(hSessi on,

ckcNewLabel , 32); /1
if (rvI1=

CKR_OK)

/1

printf("Changing of |abel -> failed \n");
el se

printf("Changing of label -> OK\n");

pf Get Functi onLi st -> C_Logout
(hSession);

/1

pf Get FunctionLi st -> C_C oseSessi on
(hSession);

/1

K copepxaHuio 1

C_EX_ GetTokenName()

HasHauyeHue

®YHKLMSA NO3BOMSET NOMYYUTb METKY TOKEHA NPOU3BOSILHON ASMHBI. PYHKLUMA MOXET ObiTb Bbl3BaHa 13 No6on ceccum.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Get TokenNane) (
CK_SESSI ON_HANDLE hSessi on,
CK_BYTE_PTR pLabel ,
CK_ULONG_PTR ul Label Len

Mapametpbl

hSession [in] [ecKkpunTop ceccun
pLabel [out] ykasaTenb Ha 6ydep, cogepxaluuii MeTKy TOKeHa

ulLabelLen | [in, out] = pa3mep 6ydepa c meTkol ToKeHa, B HanTax

MpumeyaHue

DYHKUMS NO3BOSSET NOMYYNTL METKY TOKEHA MPOU3BONLHON ANMWHbI, B OTNWYMK OT cTaHaapTHoit dyHkuuu C_GetTokenlnfo, koTopas no3sonseT nonyunts
METKy TOKeHa hMKCUPOBaHHOro pasmepa.

[Ina onpepenexHus HEOGXOAMMOro KONMYECTBa NamsTU ANS XpaHeHUs METKM TokeHa, Heobxoaumo Bbi3BaTh yHkumio C_EX_GetTokenName ¢
napameTpom pLabel pasHbiM NULL_PTR, Torga B napameTpe pullLabelLen 6yneT Bo3BpalleH ykasaTenb Ha NEPEMEHHYHO C TpebyembiM pasmepom

bydepa.



BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢pyHKUMS BbINOMHEHA yCNELUHO.
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_SESSION_CLOSED,
CKR_SESSION_HANDLE_INVALID,

CKR_BUFFER_TOO_SMALL.

Mpumep

CK_BYTE ckLabel [ 1000];
CK_ULONG ckul Label Len = 0;

rv = pf Get FunctionLi st Ex -> C_EX_Get TokenNanme( hSessi on, ckLabel, &ckul Label Len);
/1
if (rvI1=
CKR_OK)
/1
printf("Getting name of token -> failed \n");
el se
printf("Getting name of token -> OK \n");

K cogepxaHuio 1

C_EX SetLicense()

HasHaueHue

¢’yHKLlI/Iﬂ npegHa3HaveHa ang 3anncu gaHHbiX BeHAopa B TOKEH M NMO3BONAET 3anmcaTtb JIMLIEH3UKO Ha TOKEeH.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Set Li cense) (

CK_SESSI ON_HANDLE hSessi on,
CK_ULONG ul Li censeNum
CK_BYTE_PTR pLi cense,
CK_ULONG ul Li censelLen
)
MapameTpbl

hSession [in] | meckpunTop ceccun



ulLicenseNum | [in] = naeHTUdMKaTOp NULEH3MN. MNapameTp MOXeT NPUHUMAaTL OOHO U3 ABYX 3HaYeHun: 1 unu 2
pLicense [in] | ykasatenb Ha Bydpep, cogepxaluuit IMLEH3NI0

ulLicenseLen | [in] pa3mep 6ydepa ¢ nuueHsmnen, B 6antax. MapameTp MOXET NPUHUMATL TONMbKO OAHO 3HaYeHue: 72

BosBpalyaemMble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOSIHEHA YCMELLIHO.
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_FUNCTION_NOT_SUPPORTED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_EXPIRED,
CKR_SESSION_CLOSED,
CKR_SESSION_HANDLE_INVALID,
CKR_SESSION_READ_ONLY,

CKR_USER_NOT_LOGGED_IN.

MpumeyaHue

dopmaTt AaHHbIX (NIMLEH3UM) onpedenseT BEHA0P, pa3mep orpaHndmBaeTcst 72 6aritamu. Bcero MmoxeT 6bITb 40 ABYX NULEH3NA. DYHKLMA MOXET ObITb
BbI3BaHa TOMbKO 13 ceccum, umetowen ctatyc CKS_RW_USER_FUNCTIONS unu CKS_RW_SO_FUNCTIONS.

Mpun Hvumanusaumum namaTm TokeHa ¢ nomotbto cyHkumii C_InitToken unu C_EX_InitToken paHee 3anucanHas nuueHsus yaaneHa He 6yaer.

Mpumep



Mpumep ucnonb3oBaHust dyHkumn C_EX_SetLicense

CK_ULONG ckul Li censeNurmber = 1;
CK_BYTE ckbLi cense[ 100] ;
/1

CK_ULONG ckul Li censeLen = 0;

pf Get Functi onLi st -> C OpenSession(slots[0], (CKF_SERIAL_SESSION), 0, O, &Session);

pf Get FunctionLi st -> C_Logi n(hSession, CKU SO SO PIN, sizeof (SO PIN));
11

pf Get Functi onLi st Ex ->
C_EX_Get Li cense(hSessi on, ckul Li censeNunber, ckbLi cense, &ckul Li censelLen);

for (CK_ULONG ckul I ndex=0; ckul | ndex < ckul Li censeLen; ckul | ndex++) /1
ckbLi cense[ ckul I ndex] = (72 - ckul I ndex);

/1

11

rv = pflLstEx->C _EX_SetLicense(hSession, ckul Li censeNunber, ckbLicense, ckul LicenseLen); //

if (rv 1= CKR_OK)

printf("C_EX SetLicense() -> failed\n");
el se

printf("C_EX SetLicense() -> OK\n");

pf Get Functi onLi st -> C_Logout ( hSessi on);
pf Get Functi onLi st -> C_Cl oseSessi on( hSession);

K cogepxaHuio 1

C_EX GetLicense()

HasHaueHue

CDyHKLlI/Iﬂ NO3BONIAET NPOYUTaTb NMMUEH3NI, 3anMCaHHY0 Ha TOKEH.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_GCet Li cense) (

11

CK_SESSI ON_HANDLE hSessi on,
CK_UKONG ul Li censeNum
CK_BYTE_PTR pLi cense,
CK_ULONG_PTR pul Li censelLen
)
MapameTpbl
hSession [in] [eckpunTop ceccun
ulLicenseNum | [in] noeHTudmkaTop nuueHsmu. MNapameTp MOXeT NPUHMMATL OAHO U3 ABYX 3HaYeHun: 1 nnm 2
pLicense [out] ykasaTenb Ha Bydep Ans nonyvyeHust nMueH3nm

ulLicenseLen | [in, out] = pa3mep Bydepa c nuueHanen, B 6antax. NapameTp MOXET NPUHMMATL TONbKO OAHO 3HaYeHue: 72

BosBpalyaemMble 3Ha4YeHUsi
CKR_OK — tbyHKUUS BbINOSIHEHA YCMELLUHO.

CKR_ARGUMENTS_BAD,

/1

11



CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROCR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_SESSION_CLOSED,
CKR_SESSION_HANDLE_INVALID,

CKR_FUNCTION_NOT_SUPPORTED.

Mpumevaxue

DYHKUMSA NO3BONSET NPOUUTATL NIMLIEH3MIO C TOKeHa. PYHKLMS MOXeT ObiTb Bbi3BaHa U3 ceccum Noboro cocTosiHUA. [inMHa NuLeH3Mm MoXeT UMeTb
e[IMHCTBEHHOe 3HayeHune 72 6arita, nnbo npu nepepade pLicense pasHoro NULL_PTR B napametpe pullicenselen Bo3BpaliaeTcs ykasatenb Ha ANUHY
bydepa ans Tpebyemoit nuLeH3nn.

Mpumep

Mpumep ucnonb3oBaHus dyHkumn C_EX_SetLicense

CK_ULONG ckul Li censeNunber = 1; 11
CK_BYTE ckbLi cense[ 100] ;

/1

CK_ULONG ckul Li censeLen = 0; I
pf Get FunctionLi st -> C _OpenSession(slots[0], (CKF_SERIAL_SESSION), 0, O, &sSession); 11

rv = pf Get Functi onLi st Ex -> C _EX_Get Li cense(hSessi on, ckul Li censeNunber, ckbLi cense, &ckul Li censelLen);
/1
if (rv = CKR.XK)
printf("C_EX GetLicense() -> failed\n");
el se
printf("C_EX GetLicense() -> OK\n");

pf Get Functi onLi st -> C_Cl oseSessi on( hSessi on); 11

K cogepxaHuio 1

C_EX SetlLocalPIN()

HasHaueHue

DyHKUMS ycTaHaBnuBaeT nokarnbHbIi PIN-koa, ecnv oH He Bbin yCTaHOBNEH Unu MeHsieT nokanbHbin PIN-kog, ecrnv oH 6bin ycTaHOBNEH 3apaHee.

CuHTakcuc



CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_Set Local PI N) (

CK_SLOT_ID sl ot D,
CK_UTF8CHAR_PTR pUser Pi n, /1 pA dLocal Pin
CK_ULONG ul User Pi nLen, // pQ dLocal PinLen
CK_UTF8CHAR_PTR pNewLocal Pi n,
CK_ULONG ul NewLocal Pi nLen,
CK_ULONG ul Local ID
)

Mapametpbl

slotID [in]  wnpeHTUdUMKaTOp cnoTa, K KOTOPOMY MOAKMIOYEH TOKEH

pUserPin nnv pOldLocalPin [in] = ykasaTenb Ha Tekywmn PIN-kog Monb3oBaTtens unu Ha Tekywuin nokanbHbin PIN-koa

ulUserPinLen nrm pOldLocalPinLen | [in] | anuHa Tekywero PIN-koga Monb3oBaTtens unu AnvHa TekyLero nokansHoro PIN-koga

pNewLocalPin [in] = ykasaTenb Ha HOBbIN JlokanbHbIN PIN-kog
ulNewLocalPinLen [in] AnuHa HoBoro NokanbHoro PIN-koga
ulLocallD [in] wnaenTndukatop JlokaneHoro PIN-koga B npegenax ot 0x03 go OX1E

BosBpalyjaemble 3Ha4YeHusi

CKR_OK — ¢hyHKUMS BbINOMHEHA yCNELIHO.

Mpumep

CK_BYTE Pin[] = {1, "2', '3, "4, '5",'6", '7, '8}, /Il PIN Pl N-
CK_SLOT_I D sl ots[100] ;
/1

rv = pf Get Functi onLi st Ex -> C_EX_Set Local Pl N(

slots
[ol,
Pi n,
Il PIN PI N-
arraysi ze
(Pin),
PI N-
" 000000000000000000000000000000" , Il
30,
/1 Pl N
Ox1F
11 Pl N-
);
if (rv!=
CKR_K)
printf("C_EX SetLocal PIN() -> failed \n");
el se

printf("C EX SetLocal PIN() -> OK \n");

K copepxaHuio 1

C_EX_ TokenManage()

11

11 Pl N-

Pl N-

/1



HasHauyeHue
MpenocTtaBnseT MexaHn3m npuHyauTensHon cmeHbl PIN-koga nonb3osatens.

CuHTakcuc

OK_DEFI NE_FUNCTI ON( CK_RV, C_EX_TokenManage) (

CK_SESSI ON_HANDLE hSessi on,
CK_ULONG ul Mode,
CK_Vvd D_PTR pVal ue
)
Mapametpbl
hSe | [i @ peckpunTop ceccumn
ssion n]
ulM | [i | pexum paboTbl pyHKLUMK:
ode | n]

MODE_RESET_CUSTOM PI N_TO_STANDARD — c6pocuTb KacToMu3npoBaHHbI PIN-kof no-ymonyaHuio Ha CTaHaapTHBIN.
MODE_RESET_PI N_TO _DEFAULT - cbpoc PIN-koga Ha PIN-kog no-ymon4yaHuto

MODE_CHANGE_DEFAULT_PI N — ycTaHOBUTb KacTOMU3npoBaHHbIn PIN-koa4 no-ymonyaxuio.
MODE_FORCE_USER_TO_CHANGE_PI N — ycTaHoBUTb chnar npuHyautensHon cmeHsl PIN-koaa.

Val | i
53 ,[-1 ® npu pexxume MODE_RESET_CUSTOM PI N_TO_STANDARD B ka4ecTBe napameTtpa pVal ue nepegaetcs ykasaTenb Ha TMn
] nonb3oBaTtens (CKU_USER nnu CKU_SO), ans kotoporo copacbiBaetcst PIN-koa no-ymonyaHuto
® npu pexxume MODE_RESET_PI N_TO DEFAULT B kayecTBe napameTpa pVal ue nepefaeTcs ykasateslb Ha TWM Nnonb3oBaTtens
(CKU_USER unu CKU_SO vnu nokanbHble nonb3oBatenu), Ans kotoporo copacbiBaetcsa PIN-kog
® npu pexume MODE_CHANGE_DEFAULT_PI N B kayecTBe napameTtpa pVal ue nepegaetcs ykasaTenb Ha cTpykTypy CK_VENDOR PI N_P
ARAMS:
typedef struct CK_VENDOR_PI N_PARAMS {
CK_USER TYPE user Type;
CK_UTF8CHAR_PTR pPi nVal ue;
CK_ULONG ul Pi nLengt h;
} CK_VENDOR_PI N_PARAMS;
user Type — Tun nonb3oBaTens, Ans KOTOporo ycTaHaesnusaem kactommavpoBaHHbin PIN-kog (CKU_USER vnu CKU_SO)
pPi nVal ue — maccuB 6aiT cogepxaLlmin KacToMu3npoBaHHbIn PIN-koa no-ymonyaHumio
® npu pexume MODE_FORCE_USER _TO CHANGE_PI N B kayecTBe napameTpa pVal ue nepegaeTtcsi ykasaTtesb Ha TUM Nonb3oBaTens
(CKU_USER wnnn CKU_SO), koToporo Mmbl XoTMM 3acTaBuTb cMeHuTb PIN-koa:

BoaapamaeMble 3HavYeHus
CKR_OK — dbyHKLUS BbINOSIHEHA YCMELLUHO.
CKR_ARGUMENTS_BAD — HenpaBurnbHO nepegaHbl napameTpbl (yHKLUK

CKR_USER_NOT_LOGGED_I N — nonb3oBatens SKU_SO He aBTOpM30BaH Ha TOKEHE (PEXMMbl)

MynbTudyHKUMOHaNbHas yHKLUS
3peck onucaHbl He BCe BO3MOXHbIe napameTpbl ddyHKUMU. OnucaHue Apyrvx napameTpoB (YHKLMM MOXHO HalTu 3aech

K cogepxaHuto 1

C_EX_SlotManage

HasHaueHue
Mo3BonseT:

1. mony4uTb paclunpeHHyto nHgpopmaumio o Bcex nokanbHbix PIN-kogax TokeHa.



2. nonyunTtb MHdOpMaLmMio 06 yCTaHOBNEHHOM dpnare NnpuHyamTensHon cMeHe PIN-koga

CuHTakeue

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_SI ot Manage) (
CK_SLOT_I D slotlD,
CK_ULONG ul Mode,
CK_VA D_PTR pVal ue

)

MapameTpbl

hSes ' [in] ApeckpunTop ceccun
sion

ulMo ' [in] pexum paboTbl yHKLMK:

de
MODE_GET_LOCAL_PI N_I NFO—- nonyyeHnune nHcdopmaumm o nokanbHbix PIN-kogax

MODE_CET_PI N_SET_TO BE_CHANGED - nony4eHve nidopmaumm o6 npuHyautensHoii cmeHe PIN-koga

Val | [o
Ze Lt] ® [pu pexxume MODE_GET_LOCAL_PI N_I NFO — yka3aTtens, Ha cTpykTypy CK_LOCAL_PIN_INFO:

typedef struct CK_LOCAL_PI N_I NFO {
CK_ULONG ul Pi nl Dy
CK_ULONG ul M nSi ze;
CK_ULONG ul MaxSi ze;
CK_ULONG ul MaxRet ryCount ;
CK_ULONG ul Current RetryCount;
CK_FLAGS fl ags;

} CK_LOCAL_PI N_I NFO

ul Pi nl D — npeHTudukaTop nokansHoro PIN-koga (BxogHou napameTp).

® [pu pexxume MODE_CGET_PI N_SET_TO BE_CHANGED - ykasatenb Tvn nons3osatens (CKU_USER unu CKU_SO), ans kotoporo
XOTWUM y3HaTb YCTaHOBMEH N conar NpuHyauTensHon cMexbl PIN-koga.

[nsa pexuvma paboTbl dpyHkummn MODE_GET_LOCAL_PI N_I NFO B pValue Bo3BpaluaeTcsi ykaszatenb maccuB cTpykTyp Tuna CK_LOCAL_PI N_I NFO.

ulPinID [in] naenTudmkatop PIN-koga

ulMinSize [out] | 3apaHHast MuHUManbHas gnvHa PIN-koga

ulMaxSize [out] = 3apaHHas makcumanbHas anvHa PIN-koaa

ulMaxRetryCount [out] = 3apaHHOe MakcumanbHOE 3Ha4YeHWe cHeTYMKa HEBEpPHbIX MOMbITOK BBOAA Napons

ulCurrentRetryCount ' [out] | TekyLlee 3HaYyeHMe CHETYMKA OCTaBLUMXCH NOMNbITOK BBOAA NApOns:
0 — PIN-koa 3abnokvpoBaH
flags [out] | nHdopmaumoHHble bnaru:
LOCAL_PI N_FLAGS_NOT_DEFAULT — nokanbHbli PIN-kog He siBnsietcst PIN-kogom no ymonyaHuio
LOCAL_PI N_FLAGS_FROM_SCREEN — PIN-koa MOXeT BBEEH TONbKO C 3KpaHa
BosBpalyaemMble 3Ha9YeHust
CKR_OK — (hyHKLMS BbINOSIHEHA YCNELLHO.
CKR_PI N_EXPI RED - ecnu PIN-kog Hy>HO cMeHuUTb cMeHe (MODE_GET_PI N_SET_TO BE_CHANGED).
CKR_ARGUMENTS_BAD — HeBepHO yKka3aHbl apryMeHTbl pyHKUMN.

K copepxaHuio 1



dyHKUMKM ans paboTbl ¢ cepTudrkaTamm

C_EX GetCertificatelnfoText()

HasHaueHue

(DyHKLWIﬂ No3BOJSIAET NONy4nThb MH(bopmau,wo o CepTI/I(bI/IKaTe 13 TOKeHa B TEKCTOBOM BUAE.

CuHTakcuc

CK_DEFI NE_FUNCTI ON(CK_RV, C_EX GetCertificatelnfoText)(

CK_SESSI ON_HANDLE hSessi on,
CK_OBJECT_HANDLE hCert,
CK_CHAR_PTR* pl nfo,
CK_ULONG_PTR pul I nf oLen
)
MapameTpbl

hSession | [in] | geckpunTop ceccun
hCert [in] | peckpunTop ob6bekTa (cepTudukarta)
pinfo [out] = ykasaTtenb Ha Bydep, coaepxalumin TEKCTOBYIO MHOPMaLMIo 0 cepTudukate

pullnfoLen ' [out] = pa3smep Gydepa, B 6anTtax

MpumeyaHue

®YHKUMS MOXET ObiTb Bbi3BaHa M3 M0GOro cocTosiHUA. Tak Kak NamsaTb AN MaccuBa BblAeNsaeTcs BHYTPU (yHKLMM, MO OKOHYaHUM paboTbl doyHKuMK pinfo
Hy>Ho BblcBo6oanTb dyHkumnen C_EX_FreeBuffer.

K copepxaHuio 1

C_EX_CreateCSR()

HasHauyeHue

Co3sgaeT 3anpoc Ha Bbinyck ceptTudmkarta B LEeHTp cepTudukaumm 1 ynakosbisaeTt ero B popmat PKCS#10.

CuHTakcuc

OK_DEFI NE_FUNCTI ON( CK_RV, C EX_Creat eCSR) (

CK_SESSI ON_HANDLE hSessi on,
CK_OBJECT_HANDLE hPubl i cKey,

CK_CHAR_PTR *dn,

CK_ULONG dnLengt h,
CK_BYTE_PTR *pCsr,

CK_ULONG_PTR pul Csr Lengt h,
CK_OBJECT_HANDLE hPri vKey,

CK_CHAR _PTR *pAttributes,

CK_ULONG ul Attri but esLength,
CK_CHAR PTR *pExt ensi ons,

CK_ULONG ul Ext ensi onsLengt h

MapameTpbl



hSession

n]
hPublicKey ' |i
n]
dn [i
n]
dnLength  [i
n]
pCsr [i
n]
pulCsrLen  [i
gth nj
hPrivKey i
n]
pAttributes | [i
n]
ulAttribute | i
sLength n]
pExtensio i
ns n]
ulExtensio | [i
nsLength  n]
MpumevaHue

[

[1eCKpUNTOp ceccum

[AECKpUNTOp OTKPbITOrO KItoYa Ans co3aaHus cepTudukata

YHMKanbHOe MM — MaccuB CTPOK, [Ae B NEPBOIi CTPOKE pacnonaraeTcs TUM Nonsi B TEKCTOBOM chopMate unu naeHTudgukaTop obbekta
(CN vnnun «2.5.4.3»). Bo BTOpOI CTpOKe JOMKHO HaxoaMTbCs 3HaveHne nons B koauposke UTF8.

MocnepytoLwye nons nepeaarTcst aHanorMyYHo, KONIMYECTBO CTPOK AOMKHO BbiTb KpaTHO ABYM

KOSIMYECTBO CTPOK B Maccuse, Ha KOTOpbIil CebinaeTcs napameTp dn

ykasaTernb Ha ykasaTenb Ha maccuB 6anT, B KOTOpbI ByaeT 3anvcaH co3aaHHbIi 3anpoc Ha cepTudukat

yKasaTtesib Ha NnepemMeHHyto, B KOTODOVI COXpaHAeTCa pasmep Mmaccuea.

3aKPbITbIN KItOY, COOTBETCTBYIOLLMIA OTKPLITOMY KIHOMY, Ha KOTOPbIN ccbinaeTtcsa napameTp hPublicKey. Ecnv 3HaveHne ycTaHOBMEHO B

«0», TO MOMCK 3aKpbITOro Krtoya ByaeT ocyLecTBnATLCS Mo ID OTKPLITOro Kritoya.

JononHuTenbHble aTpubyThl ANs BKMOYEHUs B 3anpoc. Popmat aHanornyeH dopmaty napameTpa dn (Hanpumep,
«1.2.840.113549.1.9.7» unun «challengePassword»).

Konu4ecTBo aTpnubyTOB B MaccuBe, Ha KOTOPLIN ykasbiBaeT napameTp attributes.

pacLuMpeHus Ans BKMoYeHusl B 3anpoc. dopmat aHanoruyeH napameTpy dn

KONMYECTBO paclUMpeHuii B napameTpax extensions

PyHKUMSA MOXeT ObITb Bbl3BaHa ToNbko M3 coctosHuii "R/W User Functions" n "R User Functions". MamaTb ans maccusa pCsr BblAENSETCA BHYTPU
YHKLMM, NOITOMY NOCIIe OKOHYaHUsi paboTbl NamsaTe Heo6xoanMo ocBo6oanTb, Bbi3BaB dyHkumio C_EX_FreeBuffer().

PyHKUMS NoaaepXMBaeT reHepaLmio 3anpoca Ha cepTudumkat Ans cnegyowmx Tunos knoven: FOCT 34.10-2012 ¢ ANUHON 3aKpbITOro kitoya 256
6ut, FTOCT 34.10-2001 1 RSA (tunbi knovenn CKK_GOSTR3410 n CKK_RSA).

BosBpalyaemMble 3Ha4YeHUsi

CKR_OK — byHKLUS BbINOSIHEHA YCMELLHO.

Mpumep

K coepxaHuio 1

dyHkunmn ansa pabotel ¢ CMS/PKCS#7 coobweHnamm

C_EX_PKCST7Sign()

HasHauyeHue

MopnucbiBaeT nepeaaHHble Ha BXod AaHHble B popmaTte PKCSH7.

CuHTakcuc



CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_PKCS7Si gn) (

CK_SESSI ON_HANDLE hSessi on,
CK_BYTE_PTR pDat a,
CK_ULONG ul Dat aLen,
CK_OBJECT_HANDLE hCert,
CK_BYTE_PTR *ppEnvel ope,
CK_ULONG_PTR pEnvel opelLen,
CK_OBJECT_HANDLE hPri vKey,
CK_OBJECT_HANDLE_PTR phCertificates,
CK_ULONG ul CertificatesLen,
CK_ULONG flags

)

MapameTpbl

hSession [in] AeckpunTop ceccuu

pData [in] | ykasaTenb Ha GaiT-maccus CK_BYTE, cogepalumii AaHHble Ans noanucu

ulDataLen [in] = AnuHa gaHHbIX Ana nognucu

hCert [in] = AeckpunTop cepTudmkaTa

ppEnvelope [ou ' ykasatenb Ha 6anT-maccuB, B KOTOPLI NepeaatoTcst AaHHble (coobLyeHne)

{]

pEnvelopeLen [ou | ykasaTtenb Ha AnNuHY co3gaHHoro Bydepa ¢ coobLueHnem

{]

hPrivKey [in] = @eckpunTOp 3aKpbITOro KNkoYa, COOTBETCTBYIOLLErO ykazaHHOMY cepTudumkaty. Ecnv paBeH 0, TO 3aKkpbITbIi KMoY ByaeT nckatbes
no ID ceptucukata

phCertificates ' [in] = ykasaTenb Ha MaccuB cepTumnKaToB, LENOYKY cepTudmrkaToB

ulCertificates | [in] konu4ecTBO cepTudmKkaToB B napameTpe phCertificates

Len

flags [in] | nepemenHas Tuna CK_ULONG, MOXeT npuHMMaTh crneayowime 3HaueHus:
0 — xeLumpoBaHue NporpaMMHoe, UCXOAHbIE AaHHbIe, Ha KOTOpble cCblnaeTcs ykasatenb pData, coxpaHsaoTca BMecTe ¢
noanucaHHbLIM CoobLLEHNEM;
PKCS7_DETACHED_SIGNATURE — ucxogHble laHHble, Ha KOTOPbIE CChinaeTcs ykaszatenb pData, He coxpaHsoTcs BMECTE C
noanucaHHbIM CooBLLEHNEM.
USE_HARDWARE_HASH - ncnonb3oBaTtb annapaTHOe XelumpoBaHue.

lMpumeyaHue

PDyHKUMSA MoxXeT BbITb Bbi3BaHa Tonbko u3 coctosiHuii "R/W User Functions" n "R User Functions". Bydep ppEnvelope co3naeTcsi BHYTPpU yHKLUM.
Mocne okoH4aHusi paboTbl ¢ HUM HeobxoauMo ocBoboauThb ero, Bbi3BaB dyHkumio C_EX_FreeBuffer().

DyHKUMS noaaepuUBaET noanuck no cnegyowmm anroputmam: FOCT 34.10-2012 ¢ anuHo 3akpbiToro krtova 256 6ut n FTOCT 34.10-2001 (MexaHn3m
CKM_GOSTR3410).

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢pyHKUMS BbINOMHEHA YCNELUHO.

K cogepxxaHuio 1

C_EX_PKCS7Verifylnit()

HasHaueHue

MHuumManmampyeT npoLecc NpoBepku NoAnvcy nepeaaHHbIX Ha BXOA AaHHbIX B dpopmaTe PKCS#7.



CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_PKCS7Verifylnit)(

CK_SESSI ON_HANDLE hSessi on,
CK_BYTE_PTR pCrs,

CK_ULONG ul CrsSi ze,
CK_VENDOR_X509_STORE_PTR pStore,
CK_VENDOR_CRL_MODE ckMode,

CK_FLAGS flags

)

typedef struct CK_VENDOR _X509_STORE {

CK_VENDOR_BUFFER_PTR pTrustedCertificates; 11

CK_ULONG ul Trust edCertificat eCount; /1
CK_VENDOR_BUFFER_PTR pCertificates; /1 s

CK_ULONG ul CertificateCount; /1
CK_VENDOR_BUFFER_PTR pCrls; 11
CK_ULONG ul Crl Count ; /1

} CK_VENDOR _X509_STORE;

typedef struct CK_VENDOR BUFFER {

CK_BYTE_PTR pDat a; 11
CK_ULONG ul Si ze; I

}

Mapametpbl

hSe | [i = BpeckpunTop ceccum

ssion | n]

pCms [i | ykasaTenb Ha maccuB 6anToB, cogepxalimini coobuieHve B popmate PKCS#7 ans npoBepku

n]

ulC [i = onuHa cooblieHus

msS | n]

ize

pSto  [i | ykasatenb Ha cTpykTypy Tvna CK_VENDOR_X509_STORE, koTopasi coaepXuT ykazaTenu Ha Heobxoaumble 4ns NPOBEPKM Nognmcu

re n] | AoBepeHHble cepTudUKaThl, cepTUdUKaTbl NOAMUCHIBAIOLLEN CTOPOHBI U CMIMCKW OTO3BaHHbIX CepTUdUKaTOB

ckM | [i | nonuTuKa NPOBEPKW CMUCKOB 0TO3BaHHLIX cepTudukaTos (CRLS), MoXeT npuHMMaTh cneayloLlune 3Ha4eHus:

ode | n]
OPTIONAL_CRL_CHECK — oTcyTCcTBME CnMcKa OTO3BaHHbIX CEPTU(UKATOB He Bbi3biBAeT OLUMGKY Npu NpoBepke noanucy;
LEAF_CRL_CHECK - tpebyeTcsi Hanumume cnmncka oTo3BaHHbIX CepTuduKaToB AnNs NPOBepkM cepTudmkata nognucaHTa;
ALL_CRL_CHECK — TpebyeTcst Hanuume crnncka oTo3BaHHbIX CEpTUMMKATOB AN NPOBEPKN KaXO0ro cepTudmkara us Lernoyku

flags ' [i = onuun npoBepkn NoANWMCH, MOTYT MPMHUMATL CrieayloLye 3HaYEHNS:

n]
CKF_VENDOR_DO_NOT_USE_INTERNAL_CMS_CERTS — He ncnonb3oBaTb coaepxalumecss B CMS cooblieHun ceptudmkaThbl Ans
novcka ceptTMdukaToB NOANUCaAHTOB (CepTudurkaThl AoMmkHbI ObITb 3aaaHbl B cTpykType CK_VENDOR_X509_STORE);
CKF_VENDOR_ALLOW_PARTIAL_CHAINS — gns npoBepku noanucy JOCTaTo4Ho, YToObl XOTS 6bl 0AMH cepTuduKaT ya0CTOBEPSIOLLErO
LieHTpa U3 LlenoYkn cepTndmKaToB NOANMUCHIBAOLLEN CTOPOHbI HAXOAMICS B CMNUCKE JOBEPEHHbIX.
MpumeyaHue

DyHKUMSA MOXKET ObITb Bbi3BaHa Tonbko u3 coctoaHmin "R/W User Functions" n "R User Functions”.

BosBpaliaemble 3Ha9YeHust

CKR_OK — ¢hyHKUMS BbINOSHEHA YCNELLHO,
CKR_ARGUMENTS_BAD,

CKR_OPERATION_ACTIVE,



CKR_FUNCTION_FAILED,
CKR_FUNCTION_NOT_SUPPORTED.

K copepxaHuio 1

C_EX_PKCS7Verify()

HasHauyeHue

BbinonHseT npoBepky npucoeamHeHHon (attached) nognuey B dpopmate PKCS#7 1 Bo3BpaLlaeT AaHHble, KOTOpble Obiny noanucaHbl, 1 cepTudmkaTbl

noannCcaHToB.

CuHTakcuc

CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_PKCS7Verify) (

OK_SESSI ON_HANDLE
CK_BYTE_PTR _PTR
OK_ULONG PTR

OK_VENDOR BUFFER PTR PTR

CK_ULONG_PTR
)

typedef struct CK_VENDOR BUFFER {

hSessi on,
ppDat a,
pul Dat aSi ze,
ppSi gnerCertificates,
pul Si gner Certi fi cat esCount

CK_BYTE_PTR pDat a; 11
CK_ULONG ul Si ze; /1
}
MapameTpsbl
hSession [in] = peckpunTop ceccumn
ppData [out] = ykasaTenb Ha MaccuB 6ainToB, cogepxalumin faHHble, koTopble 6biny nognucaxbl (EncapsulatedContentinfo)
pulDataSize [out] = pasmep AaHHbIX
ppSignerCertificates [out] = ykasaTenb Ha maccus, cogepxalunii ceptTudnkaTbl NOANNCAHTOB

pulSignerCertificatesCount = [out] = konuuecTBO cepTudMKaToB B Maccuee

MpumeyaHue

PyHKUMS MOXeT BbiTb Bbi3BaHa Tonbko 13 coctosiHmii "R/W User Functions" n "R User Functions", nocne BbioBa cyHkumn C_EX_PKCS7Verifyinit.

BoaapamaeMble 3HavYeHud

CKR_OK — cbyHKUUsI BbINOSHEHA YCMELLUHO.

CKR_CERT_CHAIN_NOT_VERIFIED — cyHKUMs BbINOMHEHA YCNELHO, HO Lienoyka cepTudukaumm He npoBepsinach,

CKR_ARGUMENTS_BAD,
CKR_CERT_CHAIN_NOT_VERIFIED,
CKR_FUNCTION_NOT_SUPPORTED,
CKR_HOST_MEMORY,
CKR_OPERATION_NOT_INITIALIZED,
CKR_SIGNATURE_INVALID.

K cogepxaHuto 1



C_EX_PKCS7VerifyUpdate()

HasHaueHue

HaunHaeT npouecc npoBepku otcoeamHeHHon (detached) nognucu B hopmate PKCS#7.

CuHTakeue

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_PKCS7Ver i f yUpdat e) (

CK_SESSI ON_HANDLE hSessi on,
CK_BYTE_PTR pDat a,
CK_ULONG ul Dat aSi ze
)
MapameTpbl
hSession | [in] ApeckpunTop ceccun
pData [in] = ykasaTenb Ha maccuB BanToB, coaepxalumin 610K AaHHbIX, koTopble 6binu nognucarsbl (EncapsulatedContentinfo)

ulDataSize | [in] | pasmep AaHHbIX

Mpumevaxue

DyHKUMSA MOXeET BbiTb BbI3BaHa Tonbko 13 coctosiHmiA "R/W User Functions” n "R User Functions", nocne BbizoBa dyHkumm C_EX_PKCS7Verifylnit. [ns
3aBepLUeHsi npoLecca NpoBepKu Noanmcu Heobxoamm BbidoB dyHkumn C_EX_PKCS7Verifyfinal.

BoaapamaeMble 3HaYeHud
CKR_OK — cbyHKLUSI BbINOIHEHA YCMELLUHO.
CKR_ARGUMENTS_BAD,
CKR_FUNCTION_NOT_SUPPORTED,
CKR_HOST_MEMORY,
CKR_OPERATION_NOT_INITIALIZED.

K cofiepxaHuto 1

C_EX_PKCS7VerifyFinal()

HasHa4yeHue
3aBepLuaeT npolecc nposepkun otcoeanHeHHon (detached) nognucm B dpopmate PKCS#7 n Bo3BpalyaeT cepTudnkaTtbl NOANNCAHTOB.

CuHTakcnc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_PKCS7Ver i f yFi nal ) (

CK_SESSI ON_HANDLE hSessi on,
CK_VENDOR_BUFFER_PTR_PTR ppSi gnerCertificates,
CK_ULONG_PTR pul Si gner Certi fi cat esCount
)
MapameTpbl
hSession [in] ' meckpunTop ceccumn

ppSignerCertificates [out] = ykasaTenb Ha maccus, cogepxaluunii cepTudunkaTbl NOANNCAHTOB



pulSignerCertificatesCount = [out] = konuMyecTBO cepTUMKaTOB B Maccuee

Mpumevaxue

PyHKUMSA MOXET ObITb Bbl3BaHa TONbKO M3 coctosHuii "R/W User Functions" n "R User Functions", nocne sbidosa dyHkunn C_EX _PKCS7VerifyUpdate.

BosspamaeMble 3HaYeHud
CKR_OK — cbyHKLUsI BBINOSHEHA YCMELLUHO.
CKR_SIGNATURE_INVALID,
CKR_ARGUMENTS_BAD,
CKR_CERT_CHAIN_NOT_VERIFIED,
CKR_FUNCTION_NOT_SUPPORTED,
CKR_HOST_MEMORY,
CKR_OPERATION_NOT_INITIALIZED.

K copepxaHuio 1

®dyHKUMKM Ans paboThl ¢ reLw-naMsTbio

C_EX_GetDriveSize()

HasHaueHue

BosBpalyaet pa3mep crieww-namaTy TokeHa.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Get Dri veSi ze) (

CK_SLOT_I D sl ot D,
CK_ULONG_PTR pul DriveSi ze
)
MapameTpbl
slotID [in] ' waeHTMdmKaTOp cnota ¢ NOAKMOYEHHBIM TOKEHOM

pulDriveSize | [out] Bo3BpaLLaemMblvi pasmep dnew-namstn B M6

BosBpallaeMble 3Ha4YeHUA

CKR_OK — dbyHKLUsI BbINONHEHA YCMELLUHO.

Mpumep



CK_ULONG ul DriveSize = 0; /1 -

printf("Get Flash nenmory size");
rv = pFunctionLi st Ex->C EX GetDriveSi ze(aSl ot s[ 0], /1
&ul DriveSi ze); [/ -
if (rv 1= CKR_OX)
printf(" -> Failed\n");

el se
{

printf(" -> O\n");

printf("Menory size: % M\n", (int)ulDriveSize);
}

K copepxaHuio 1

C_EX_FormatDrive()

Pas6uBaet C*)J'IeLLI-I'IaMﬂTb TOKeHa Ha He3aBuCUMbIe pasfersibl C pa3HbIMU NpaBamMun goctyna.
CDyEELIVIﬂ npuBOAOUT K NepenoakrnioyYeHnto TokeHa

Mocne okoHYaHWs paboTbl 3TOM OYHKLMM NPOUCXOANT NEPENOAKMIOYEHNE TOKEHA. HET H1KakMX rapaHTui, 4To paboTy € 3TUM TOKEHOM MOXHO
npoussoaunTb no ctapomy SLOT_ID: oH MOXeT Ha4yaTb yKasblBaTb Ha OPYro TOKEeH Unu He GbITb BanuaHbIM BoBce. HoBbii SLOT_ID TokeHa MOXHO
HaWTW, HanpMmep, NO CEPUAHOMY HOMEPY.

CuHTakeue

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_FormatDrive) (

CK_SLOT_ID sl ot | D,

CK_USER TYPE user Type,
CK_UTF8CHAR_PTR pPi n,

CK_ULONG ul Pi nLen,
CK_VOLUME_FORNAT_I NFO_EXTENDED_PTR  pl ni t Par ans,
CK_ULONG ul I ni t Par ansCount

)

typedef struct CK_VOLUME_FORMAT_| NFO_EXTENDED

{
CK_ULONG ul Vol unesi ze;
CK_ACCESS_MODE_EXTENDED accessMbde;
CK_OWNER_EXTENDED vol uneOmner ;
CK_FLAGS fl ags;

} CK_VOLUME_FORMAT | NFO EXTENDED;

MapameTpbl

slotID [i | waeHTUdMKaTOp croTa c NOAKMIOYEHHbIM TOKEHOM
n]

userType [i = Tvn nonb3oBaTens, 4ONyCTUMOE 3Ha4YeHne TONbKO
n]

CKU_SO - rnobanbHbin agMuHMcTpaTop.

pPin [i ' PIN-kog nonb3oBaTens
n]

ulPinLen [i ' onuHa PIN-koga nonb3oBaTens

n]



pinitParams | [i = yka3aTenb Ha maccus cTpykTyp Tuna CK_VOLUME_FORMAT_INFO_EXTENDED, cogepxalumx aeTtanbHyto nHGopmaLmio o
n] pasgenax

ulVolume | pa3wvep pasgena B M6
Size

accessM | dpnarv goctyna K pasgeny:

ode
ACCESS_MODE_RW — gocTyn Ha YTeHue 1 3anuce;

ACCESS_MODE_RO — goctyn TonbKo Ha YTeHUE;

ACCESS_MODE_HIDDEN - ckpbITbIi pa3gen, 3alyLieHHbI OT 0TOOpaxeHUs: B ONepaLMoHHON CUCTEME, YTEHUS,
3anvcu 1 nboro Apyroro Tuna AocTyna;

ACCESS_MODE_CD - pasgen, amynupytowmit CD-ROM.

volumeO | Bnapenew pasgena, UMeeT npaBa Ha U3MeHeHve cnara 4ocTyna K pasaeny:

wner
CKU_USER - rno6anbHblii nonb3oBaTtensb;
CKU_SO - rnobanbHbii agMUHUCTpaTOp;
CKU_LOCAL_X, rae X —uucno ot 1 o 8 — nokarnbHbIi nonb3osaTtenb X
flags ocTanbHble cnarm
ullnitParams | [i = KOnNu4ecTBO 3anuncen B maccuee

Count n]

BosBpalyaemMble 3Ha4YeHus1

CKR_OK — tbyHKUUS BbINOSIHEHA YCMELLUHO.

Mpumep



CK_ULONG Vol uneRW&i ze = 0; /1

CK_ULONG Vol umeRCSi ze = 0; 11

CK_ULONG Vol uneCDSi ze = 0O; /1 CD- ROM
CK_ULONG Vol uneHl Si ze = 0; /1

CK_ULONG CKU_LOCAL_1 = 0x03; /1l
CK_ULONG CKU_LOCAL_2 = Ox1E; 11

/* *)
CK_VOLUNME_FORMAT_| NFO_EXTENDED | ni t Parans[] =

{
{ Vol umeRWSi ze, ACCESS MODE_RW CKU USER, 0 },
{ Vol umeRCSi ze, ACCESS MODE_RO, CKU SO, 0 },
{ Vol uneHl Si ze, ACCESS_MODE_HI DDEN, CKU LOCAL_1, 0 },
{ Vol umeCDSi ze, ACCESS MODE_CD, CKU LOCAL_2, 0 }
}
I ni t Par ans ul Vol uneSi ze = ul DriveSi ze

[0].
I nit Parans[ 1] . ul Vol uneSi ze = ul DriveSi ze
I nit Parans[ 2] . ul Vol uneSi ze = ul DriveSi ze
I ni t Parans[ 3] . ul Vol unmeSi ze = ul DriveSi ze -

-~ -

2;
4;
8;
(ulDriveSize / 2) - (ulDriveSize / 4) - (ulDriveSize / 8);

printf("\nFormatting flash nmenmory");

rv = pFunctionLi st Ex->C_EX Fornmat Drive( aSlots[0], /1
CKU_SO, 11
SO _PI N, /Il PIN

si zeof
(SO_PIN), /Il PIN
I ni t Par ans, /1

arraysi ze(lnitParans)); //
if (rv 1= CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\ n");

K copgepxaHuio 1

C_EX_GetVolumesinfo()

HasHauyeHue

BosBpaluaeT nHopmaumio o cyLLecTByoWmMX Ha dnew-naMmaTn pasgenax.

CuHTaKkcuc



CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Get Vol unesl nf o) (

CK_SLOT_I D slot1D,
CK_VOLUME_| NFO_EXTENDED PTR  plnfo,

CK_ULONG_PTR pul I nf oCount
)

typedef struct CK VOLUME_|I NFO_EXTENDED

{
CK_VOLUME_| D_EXTENDED i dVol ure;
CK_ULONG ul Vol unesi ze;
CK_ACCESS_MODE_EXTENDED accessMde;
CK_OWNER_EXTENDED vol uneOnner ;
CK_FLAGS fl ags;

} CK_VOLUVE_| NFO_EXTENDED;

MapameTpbl
slotID [in] wmaeHTUdMKaTOp croTa ¢ NOAKMHOYEHHBbIM TOKEHOM
plnfo [o ' ykasaTenb Ha maccuBa cTpykTyp Tmna CK_VOLUME_| NFO_EXTENDED ¢ uHdopmaumer o pasgenax:
ut]

idVolume | naeHTudukaTop pasgena, MOXeT NpUHUMaTb 3HaveHns oT 1 4o 9

ulVolume | pa3mep pasgena B M6 (He 6orbLue o6Lero o6bema HocuTenst)
Size

accessMo = cnaru gocTyna k pasgeny:

de
ACCESS_MODE_RW - gocTyn Ha YTeHue 1 3anuch;

ACCESS_MODE_RO — gocTtyn Tonbko Ha YTeHue;

ACCESS_MODE_HIDDEN — ckpbITbii1 pa3gen, 3alimLeHHbIA OT 0TOOpaxeHusi B OnepaLyoHHON CUCTEME, YTEHNS,
3anucu 1 nboro Apyroro Tuna 4ocTyna;

ACCESS_MODE_CD - pasgen, amynupytowmin CD-ROM.

volumeO Bnajenew pasgena, MMeeT npasa Ha u3meHeHue dnara 4ocTyna k pasgeny:

wner
CKU_USER - rno6anbHblii nonb3oBaTterb;
CKU_SO - rnobanbHbli agMUHUCTpaTop;
CKU_LOCAL_X, rae X —uucno ot 1 Ao 8 — nokanbHbI nonb3osaTtens X
flags ocTanbHble dnaru

pullnfoC | [o = pa3mep maccusa
ount ut]

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢pyHKUMS BbINOMHEHA yCNeLHO.

MpumevaHusn

Mpu BbI3OBE (DYHKLMM C NYCTbIM yKa3aTeneMm plnfo yHKUMSA Bo3BpaLlaeT pa3mep maccuea B pullnfoCount.

Mpumep



CK_VOLUME_| NFO_EXTENDED PTR  pVol unesinfo = NULL_PTR, //
CK_ULONG ul Vol unesl nf oount = 0; 11

printf("\nGetting volunes info");
rv = pFunctionLi st Ex- >C_EX_Get Vol unesl nfo( aSl ots[0], 11

NULL_PTR, /1
&ul Vol unesl nfoount); //

pVol umesli nfo = (CK_VOLUVE_| NFO_EXTENDED*) nal | oc(ul Vol unesl nf oount * sizeof (CK_VOLUME_I NFO_EXTENDED) ) ;
nenset (pVol unesl nf o,

0,

(ul Vol urresl nf oount * si zeof (CK_VOLUVE_| NFO_EXTENDED) ) ) ;

rv = pFuncti onLi st Ex- >C_EX_Get Vol unesl nf o(aSl ot s[ 0] , /1
pVol unesl nf o, /1

&ul Vol umesl| nf oount); //
if (rv = CKR.OK)

{
printf(" -> Failed\n");
}
el se
{
printf(" -> O\ n");
for (i =0; i < (int)ulVoluneslnfoount; i++)
{
printf("\nPrinting volunme %.2d info:\n", (int)i+1);
printf(" Volume id: 9%.2d \n", pVolunesinfol[i].idVolune); /1
printf(" Volunme size: % Mo \n", pVoluneslinfo[i].ul Vol uneSize); 11
printf(" Access node: 9%.2d \n", pVolunesinfol[i].accessMWbde); 11
printf(" Vol ume owner: o%2.2d \n", pVoluneslinfol[i].volunmeOmer); /1
printf(" Flags: 0x98.8X \n", pVoluneslnfo[i].flags); /1
}
}

K cogepxaHuio 1

C_EX_ChangeVolumeAttributes()

HasHaueHue
DYHKUMSA U3MeHeHsieT donar 4ocTyna K pasaeny.
CD%_MH NPUBOAMT K NEPENOAKMIOHEHNIO TOKEHa

Mocne n3meHeHns gocTyna K pasaeny Ha NOCTOSIHHOM OCHOBE NMPOWMCXOAMUT NepenoakitoveHne TokeHa. HeT HUKakux rapaHTui, 4to paboTy ¢ aTum
TOKEHOM MOXXHO npou3BoaunTb No ctapoMy SLOT_ID: oH MOXeT HayaTb yKasblBaTb Ha APYro TOKEH Unu He GbiTb BanuaHbIM BoBce. HoBbii SLOT_ID
TOKEeHa MOXHO HalTK, HanpuMep, No CEpUNHOMY HOMEpY.

CuHTakeue

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_ChangeVol uneAttri but es) (

CK_SLOT_ID sl ot I D,
CK_USER TYPE user Type,
CK_UTF8CHAR_PTR pPi n,
CK_ULONG ul Pi nLen,
CK_VOLUME_I D_EXTENDED i dVol urre,
CK_ACCESS_MODE_EXTENDED newAccessMbde,
CK_BBOOL bPer manent

Mapametpbl



slotID [i ' vwoeHTUdMKaTOp crnoTa c NOAKMHYEHHBIM TOKEHOM

n]
userType [i = Bnageneu pasgena, 4ONYCTUMblE 3HAYEHUSA:
n]
CKU_USER - rno6anbHbiii nonb3oBaTernsb;
CKU_SO - rno6anbHbli agMMHUCTPaTop;
ymcno X ot 3 Ao 8 — nokanbHbIN Nnonb3oBaTenb X
pPin [i = PIN-koa nonb3oBaTens
n]
ulPinLen [i ' onuHa PIN-koga nonb3oBaTens
n]
idVolume [i ' voeHTUdMKaTOp pasgena
n]
newAccess | [i | HoBble conaru gocTtyna K pasgeny
Mode n]
bPermanent | [i = dnar pexuma nameHus atpubyra:
n]

CK_TRUE - noctosiHHOe nusmeHeHve atpubyta goctyna, AeicTByeT BNMOTb A0 CrieaytoLero n3aMeHeHust atpubyTos;
CK_FALSE - BpemeHHOe n3MeHeHve npae AocTyna, AeNCcTByeT A0 NEPBOro oTKNoYeHust yctponctea n3 USB-nopTa, nocne yero
npaBa AocTyna copacbiBalOTCA Ha NpeXHMe.

BosBpaliaemble 3Ha9YeHust

CKR_OK — ¢hyHKUMS BbINOSIHEHA YCMELLIHO.

Mpumep

printf("\nChangi ng volune attributes");

rv = pFunctionLi st Ex- >C_EX_ChangeVol uneAttri but es(aSl ots[ 0], /1
CKU_SO, 11
SO PIN, /1 PIN
sizeof (SOPIN, // PIN
Vol uneRO, /1
ACCESS_MODE_RW //
CK_TRUE) ; /1 CK_TRUE - , CK_FALSE -

if (rv 1= CKR_OK)

printf(" -> Failed\n");
el se

printf(" -> O\n");

K cofepxaHuio T

OyHKUMK ans paboTbl € XKXypHanom

C_EX_GetJournal()

HasHauyeHue

dyHKUWS BO3BpAaLLaeT XypHarn onepauui.

CuHTakcuc



CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_Get Journal ) (

CK_SLOT_I D sl ot 1D,
CK_BYTE_PTR pJour nal ,
CK_ULONG_PTR pul Jour nal Si ze
)
MapameTpbl
slotiID [in] nageHTudmkaTop cnoTta
pJournal [out] = ykasaTenb Ha 3anucb XypHana

puldournalSiz | [out] pa3mep 3anucu xxypHana
e

BosBpalyaemMble 3Ha4YeHUs1

CKR_OK — hyHKLUS BbINOSIHEHA YCMELLHO.

MpumeyaHus

XypHan no3sonsieT XxpaHnTb TOMLKO OAHY 3anuch C MHOPMaLIelt 0 NocneaHel BbINOMHEHHOM onepauun nognucy. HeyaayHble nonbITk nognvcu B
XypHarne He cukcupytotcs. Onucanve opmaTa 3anucy xXypHarna [OCTYMHO MO CChIIKe.

[na nonyyeHns 3anuncu xypHana Heobxoanmo BbizBaTh dyHkumo C_EX_Cet Jour nal () ¢ nepeaaHHbIMU B Hee 3Ha4YeHUeM CrnoTa, K KOTopomy
nogkntodeH Pytoken LI, n gaHHbIMKn Bydepa, B KOTOpbI OyaeT Bo3BpalleHa 3anuck xypHana. BeizoB dpyHkummn C_EX_Get Jour nal () c ykasaTenem
Ha NULL BmecTo Bydhepa BepHET ANMHY 3anucy XypHana.

Mepen 3anpocom nHpopmaLuum o xXypHarne Heo6xoanMo BbINOSHUTL ayTeHTudMkaumio MNonb3oBatenem.
Mony4yeHne 3Ha4YeHus KypHana


https://dev.rutoken.ru/pages/viewpage.action?pageId=91979969

CK_BYTE_PTR pJournal = NULL_PTR /1

CK_ULONG ul Jour nal Si ze = 0; /1
whi | e( TRUE)
{
/* */
printf("Getting journal size");
rv = pFuncti onLi st Ex->C_EX_Get Jour nal (aSl ot s[ 0], /1
NULL_PTR, 11

&ul Jour nal Si ze); //
if (rv I= CKR OK)
{
printf(" -> Failed\n");
br eak;

}
printf(" -> OA\n");

pJournal = (CK_BYTE*) mal | oc(ul Sl ot Count * sizeof (CK_BYTE));

if (pJournal == NULL)

{
printf("Menory allocation for pJournal failed! \n");
br eak;

}

menset (pJournal, O, (ulJournal Size * sizeof (CK_BYTE)));

/* */

printf("Getting journal");

rv = pFuncti onLi st Ex->C _EX Get Jour nal (aSl ot s[ 0], /1

pJournal , /1
&ul Jour nal Si ze); //
if (rv I= CKR_OK)
{
printf(" -> Failed 9%\ n", (int)rv);
br eak;

}
printf(" -> OA\n");

break;

K cogepxaHuio 1

®dyHKUMKM onsa paboTbl ¢ 6ecnpoBOAHbLIM KaHANOM CBS3U

Secure Messaging

C_EX_LoadActivationKey()

HasHaueHue

AKTUBMPYET 3aLUMLLEHHbIN KaHan CBA3WU C TOKEHOM C UCMOSb30BaHUEM Napons (MOAAEPKMBAETCS TOMbKO B 20-1 BEPCUM MPOLLMBKM)

CuHTaKkcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_ LoadActi vati onKey) (
CK_SESSI ON_HANDLE hSessi on,
CK_BYTE_PTR key,
CK_ULONG keySi ze

)



MapameTpbl

hSession | [in] = peckpunTop ceccun
key [in] = ykasaTtenb Ha naponb

keySize  [in] AnuHa napons

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢hyHKUMS BbINOMHEHA yCNELIHO.

K cofiepxaHuto 1

C_EX_SetActivationPassword()

HasHaueHue

AKTMBMPYET 3aLLMLLIEHHbIN KaHan CBA3W C TOKEHOM C UCMOMb30BaHWeM napons (noaaepxunsaeTtcs ¢ 21-1 BEpCUm NPOLLNBKK).

CuHTakeuc

CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_Set Acti vat i onPasswor d) (
CK_SLOT_I D sl ot D,
CK_UTF8CHAR_PTR  password

)

MapameTpbl
hSession | [in] = AeckpunTop ceccun

password | [in] naponb akTuBaumu

BoaapamaeMble 3HaYeHusd
CKR_OK — dbyHKLMS BbINOSIHEHA YCMELLHO.

K copepxaHuio 1

C_EX_ GenerateActivationPassword()

HasHauyeHue

FeHepmpyeT naponb Ansg aktueaumm 3aumileHHOro KaHana cBqa3n ¢ TOKeEHOM.

CuHTakcuc

CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_Gener at eActi vati onPasswor d) (

CK_SESSI ON_HANDLE hSessi on,

CK_ULONG ul Passwor dNunber ,
CK_UTF8CHAR_PTR pPasswor d,
CK_ULONG_PTR pul Passwor dSi ze,
CK_ULONG ul Passwor dChar act er Set

MapameTpbl



hSession [in] [ecKkpunTop ceccum
ulPasswordNumber NnopsaKOBbI HOMEP reHepupyemMoro napons. [lonycTumble 3HaveHus ot 1 4o 6 1

GENERATE_NEXT_PASSWORD — reHepupoBaTb CrieayoLwumin naponb (Tonbko Ans 21-i Bepcum MUKponporpammbl)

pPassword [out] = ykasaTenb Ha Bydep, coaepxaLumii CreHepUpOoBaHHbI Naposb
pulPasswordSize [out] = pa3mep Bydepa
ulPasswordCharacterSet = [in] Habop [OMYyCTUMbIX CUMBOIOB:

CAPS_AND_DI G TS — 3arnaBHble 6ykBbl natnHckoro andgasuta 6e3 O n undpbl 6e3 0
CAPS_ONLY — 3arnaBHble 6ykBbl naTuHcKoro andgaevta

BosBpalyaemMble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOSHEHA YCMELLHO.

K coiepxkaHmio 1

C_EX_ TokenManage()

HasHaueHue

YnpaBnsaeT pexmMmom paboTbl TOKEHa U TanmayToM 6ecnpoBOAHOro coeanHeHnsa PyTokeH
Bluetooth.

CuHTakcuc
CK_DEFI NE_FUNCTI ON( CK_RV, C_EX_TokenManage) (
CK_SESSI ON_HANDLE hSessi on,
CK_ULONG ul Mobde,
CK_Vva D_PTR pVal ue
)
MapameTpbl

hSession ' [in] | peckpunTop ceccun
ulMode [in] = pexvum paboTbl yHKUMU:

MODE_SET_BLUETOOTH_POWEROFF_TI MEQUT — ycTaHOBMTb TaMayT Anst 6ecnpoBogHOro kaHana ceasu
MODE_SET_CHANNEL_ TYPE — ycTaHOBUTb TUMN UCMOMNb3yEMOro KaHana cBa3u

pValue [in]
® 3HaueHve TarimayTa ans pexuma MODE_SET_BLUETOOTH_POWEROFF_TI MEQUT:

1 .. 0x46 — Nnpon3BONbHOE 3HaYeHne B MUHyTax, OT 1 MUHYTbI 40 70 MUHYT
BLUETOOTH_POWEROFF_TI MEQUT_DEFAULT — no ymon4aHuio
BLUETOOTH_POWERCFF_TI MEQUT_VAX — MakcumanbHoe 3HadeHne (70 MUHYT)

® kaHan cesA3u ans pexxuma MODE_SET_CHANNEL_TYPE:

CHANNEL_TYPE_USB - no wuHe USB
CHANNEL _TYPE_BLUETOOTH — no Bluetooth

BosBpalyaemMble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOSIHEHA YCMELLIHO.
MynbTudyHKUMOHaNbHas yHKLUs

30ech onucaHbl He BCe BO3MOXHbIE napameTpbl yHKuun. OnucaHue Apyrux napameTpoB yHKUUM MOXKHO HaMTW 34ech



K cofiepxaHuto 1

BcnomoraTenbHblie dyHKLUK

C_EX_FreeBuffer()

HasHaueHue

DyHKUMS OCBOBOXAAET NAMATb, BbIAENEHHYO APYrMMU pacluMpeHHbIMU yHKumamu, Hanpumep C_EX_GetCertificatelnfoText.

CuHTakcuc

CK_DEFI NE_FUNCTI ON(CK_RV, C_EX_FreeBuffer)(
CK_BYTE_PTR pBuf f er
)

MapameTpbl

pBuffer  [in] ykasaTenb Ha 6ydep

BosBpalyjaemble 3Ha4YeHus

CKR_OK — ¢hyHKUMS BbINOMHEHA YCNELIHO.

Mpumep

CK_BYTE_PTR plnfo

rv = pf Get Functi onLi st Ex -> C_EX_FreeBuffer(plnfo);

C EX_GetCertificatelnfoText()
if (rv!=
CKR_OK)
printf("C_EX FreeBuffer() -> failed \n");
el se
printf("C_EX FreeBuffer() -> OK\n");

K copgepxaHuio 1

11
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