Hayano paboTbl co cuuTbiBaTenemM Ansi cMapT-kapT PyTokeH
SCR 3001

O6wwas nHpopmaums
MoakntoYeHe cYMTbIBATENS K KOMMbIOTEPY
MoakntoyeHne cMapT-kapThbl K CUUTBIBATENHO
3HayeHUs HOMKATOPOB CUYUTLIBATENS
Pab6oTa co cuntbiBaTtenem B OC Windows
O TpoBepka paboTbl cuUTLIBATENS
O Onpepenexve Bepcuy NPOLLIMBKX CYMATLIBATENS
® Pab6orta co cuutbiBaTenem B OC Linux
O TlpoBepka paboTbl cuUTLIBATENS
O OnpepenexHne Bepcuy NPOLLIMBKM CYMTLIBATENS
® Paborta co cuuTbiBaTenem B macOS
O TlpoBepka paboTbl cuUTLIBATENS
O OnpepnenexHve Bepcuy NPOLLIMBKM CYMATLIBATENS

O6wasa nHdpopmauums
CuutbiBaTenb ans cmapT-kapT PyTokeH SCR 3001 saBnsieTcs yCTPOMNCTBOM AN YTEHWSA U 3annucy cMapT-kapT.
CuuTtbiBaTENb COBMECTMM C OnepaumoHHbiMu cuctemamm: Windows, macOS v Linux.

BHewHWiA BUA cunTbiBaTENs NPEACTaBIEH HA UIMIOCTPAaLMK:

lMNoakntoveHne cunTbiBaTens K KOMMbIOTEPY

MopxntounTe cumTbiBaTENb K USB-NopTy KOMMbloTEpa.

MogkntoveHne CMapT-KapTbl K CHUTbIBaATESHO

BcTaBbTe cmMapT-kapTy B cunTbIBaTENb. KOPPEKTHBIN CNOCOD NpeAcTaBneH Ha MNMIOCTpaumu:

O6paTunTe BHUMaHWE Ha MNOSIoKEeHNe Ynna cMapT-kapThbl.



3HayeHus MHOUNKaTOPOB CHUTbIBATEIA

MHD,MKaTOpr pa60TbI CHUTBbIBATENA N CMapPT-KapTbl PacnofoXeHbl Ha nepe,qul?l 4YacTun Kopnyca cymnTbiBaTena:

JleBbIli MHAMKATOP NOKa3bIBAET TEKYLLEE COCTOSIHUE CUUTLIBATENS, NMPaBblii — CMapT-KapTbl.

CoCTOSIHUSt UHAUKATOPOB M UX 3HAYEHWS NpeacTaBneHbl B Tabnuue:



JleBbIii HOMKaTOP

® He ropuT (CUMTbIBaATENb HE MOAKIOYEH K KOMMbIOTEPY)
® muraet (npobrnema co cunTbiBaTENEM)
® ropuT (cunTbIBaTENb NOOKIOYEH K KOMMBIOTEPY)

PaboTa co cuntbiBaTenem B OC Windows

I'Ipoeepl(a paGOTbI cynTbiBaTeEnNA
YT06bI NpOBEPUTL PaboTy CUMTLIBATENS:

1. Otkporite [iucnetyep yCTpOWCTB.

MpaBbii UHOUKaTop

He ropuT (CmMapT-kapTa He NoakntoYeHa K KoMMbloTepy)

MuraeT (MpoucxoauT 06MeH AaHHLIMU CO CMapT-KapTon)

MUraeT ¢ ANVHHBIMKU UHTepBanamm (npobnema co cmapT-kapTow)
ropuT (CMapT-kapTa NnoaknoyeHa K KOMMbITepPy)

2. PApom c nyHKTOM YCTPOMCTBA YTEHUA CMapT-KapT LenkHUTe no ranoyke. OTKPOeTCs CNUCOK NOAKIOYEHHbIX YCTPONCTB.
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H CmapT-kapTel
i Yerpoiictea HID (Human Interface Devices)
_T: Yetpoiictea obpaboTin usobpaxeHnii

o YcTpoiicTea UTEHUS cmapT-KkapT

cyuTbiBaTend.

. [1Ba pa3a LwenkH1Te No BepxHen cTpoke YCTporcTBO YTeHust cmapT-kapT Microsoft Usbecid (WUDF). OTkpoeTcst okHO co cBoMCTBaAMU

v YeTpoAcTea YTEHWA CMapT-KapT
o Aktiv Co. IFD Handler
Aktiv Co. IFD Handler

Altiv Co. IFD Handler

YeTpodcTeo uTeHna cvapt-kapt Microsoft Usheoid (WUDF)
¥cTpodcTeo YTennA cvapTt-kapt Microsoft Usboad (WUDF)

4. Nepengute Ha Bknaaky CBeaeHus!.



5. B packpbiBatoliemcsi cnivcke CeoicTBa BoibeprTe nyHkT U 060pygoBaHus.

CeolcTea: ¥erpoicTeo utenua cmapT-kapT Microsoft Usbecid (W...

OBwwne [Opaisep CBensHnA  Cokims

YetpoicTeo yteHkA crapT+apT Microsoft Usbocid (WLUDF)
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USBWID_DAZS4PID_D06S&REV_0511
UsSBWID_DAZ94PI0D_D0ES

Omveria

B none 3Ha4eHue otobpasntcs ctpoka " USB\VID_0A89&PID_0069&REV_0511".

OnpepgenexHve BepCcuu NPOLLMBKU CHUTLIBaTenNst
Y106bI onpeaennTb TeKyLLYyo BEpPCUo NPOLLNBKU CHUTbIBATENA!

1. OtkponTte JucneTyep yCTPOMCTB.
2. PAaom c nyHKTOM YCTPOMCTBA YTEHUS| CMapT-KapT LenkHuTe no ranoyke. OTKpOeTCs CNNCOK NOAKIOYEHHbIX YCTPOWCTB.
3. [iBa pasa LuenkH1TE Mo BepXHeln CTpoke YCTPOMCTBO YTeHus cmapT-kapT Microsoft Usbecid (WUDF). OTkpoeTcs OKHO CO CBOWCTBaMM
cynTbIBaTEnNS.
. Mepengute Ha BkNaaky CeeaeHus.
5. B packpbiBatoemMcsi cnucke CBOMCTBO BbiGepuTe nyHKT U 060pynoBaHus.
B none 3HayeHuWe ykaszaHa Bepcusl NPOLLMBKM CYUTBIBaTENS (Ha MNMNOCTpauum Bepcus npowmeku 5.11).
ZHaueHKre

USBWID_DAB94PID_D06S&REV_0511
USBWID_DAZS4PID_DOES

N

PaboTa co cuntbiBaTenem B OC Linux

MpoBepka paboTbl cuUTLIBaTENS
Y1o06bI rnpoBepunTtb pa60Ty cyYuTbIBaTersida, NOAKNKYNTE ero K KOMnbloTepy 1 BBeauTe KomaHay:
pcsc_scan

Ecnu B pesynbTaTe BbINOMHEHUSI KOMaHAB! 0TOGpasnTca Ha3BaHue mogenu cuntbiBaTenst Aktiv Rutoken SCR 3001 Reader, To 3HaunT oH paboTtaet
KOPPEKTHO.



Compiled with PC/SC lite version: 1.8.18
Using reader plug'n play mechanism
Scanning present readers...

0: Aktiv Rutoken SCR 3801 Reader 00 00

Mon Jan 18 01:42:14 2021
Reader @: Aktiv Rutoken SCR 3001 Reader 00 00
Card state: Card inserted,
ATR: 3B 9C 97 80 11 40 52 75 74 6F 6B 65 6E 45 43 50 73 63 CO

IATR: 3B 9C 97 80 11 4@ 52 75 74 6F 6B 65 6E 45 43 50 73 63 CO
+ TS = 3B --= Direct Convention
+ T0 = 9C, Y(1): 1801, K: 12 (historical bytes)
TA(1) = 97 --> Fi=512, Di=64, 8 cycles/ETU
500000 bits/s at 4 MHz, fMax for Fi = 5 MHz == 625000 bits/s
TD(1) = 80 --> Y(i+l) = 1000, Protocol T = @

TD(2) = 11 --> Y(i+1) = @801, Protocol T = 1
TA(3) = 40 --> IFSC: 64

+ Historical bytes: 52 75 74 6F 6B 65 6E 45 43 50 73 63
Category indicator byte: 52 (proprietary format)

+ TCK = C0 (correct checksum)

Possibly identified card (using Jfusr/share/pcsc/smartcard_list.txt):
NONE

find: " /home/dmitrieva/.cache/smartcard_list.txt': No such file or directory
lYour card is not present in the database.

Please submit your unknown card at:
http://smartcard-atr.appspot.com/parse?ATR=3B9C978011405275746F6B656E4543507363C
[6]

Ecnu B pe3ynbTaTe BbINOMHEHUS) KOMaHAb! oToGpasunuck cTpoku "Scanning present readers...Waiting for the first reader...", To Heo6xoamMmo BHecTH B
KOHUrypaumoHHbIn cainn info.plist 3anuck o cunTbiBaTene.
:~% pcsc_scan
PC/SC device scanner
V 1.4.22 (c) 2001-2011, Ludovic Rousseau <ludovic.rousseau@free.fr>
Compiled with PC/SC lite version: 1.8.10
Using reader plug'n play mechanism
Scanning present readers...
Waiting for the first reader...l

Nng.nameHenuns caiina info.plist Heobxoaumel npasa agMuHUCTPaTopa.

Ytobbl BHECTU U3MEHEHNE B KOHGUTypaUmoHHbIV ¢harin info.plist.

1. Hangute atoT cpann Ha komnbtoTepe. MNMyTb Ao danna:
Jusr/lib/pcsc/drivers/ifd-ccid.bundle/Contents

Contents

[® usr lib pesc drivers ifd-ccid.bundle Contents

Places
I , I
© Recent d ! ! !
A Home Linux Info.plist Info.plist.save Info.plist.save.1
[ Desktop

[ bocuments
< Downloads
dd Music

A Pictures

H videos

{I Trash

Devices
[® computer

Network

22 Browse Network

2. Otkpowite daun info.plist B ntobom TekcToBOM peakTtope.
3. Hawgute maccus <key>ifdVendoriD</key> n no6asbTe B Hero cTpoky <string>0x0A89</string>.
4. Hangute maccus <key>ifdProductiD</key> n nobasbTe B Hero cTpoky <string>0x0069</string>.



. Haigute maccus <key>ifdFriendlyName</key> n no6asbTe B Hero cTpoky <string>Aktiv Rutoken SCR 3001 Reader</string>.
. CoxpaHuTe nameHeHus B cparine info.plist.

OTKNIOYMTE CUMTBIBATENb OT KOoMnbloTepa.

. MNepesarpyaute cuctemy.

. nOﬂKJ'IIOHVITe cynTbiBaTesnb K KOMNbOTEPY N CHOBA NpoBepbTe pa60Ty cynTbiBaTens.

© 0N ;M

OnpepaenexHve Bepcuu NPOLLMBKU CHUTLIBaTenNst

Yrtobbl onpeaennTb BEPCUIO NPOLUMBKN CYATBIBATENS, MOAKIIOMNTE €ro K KOMMbIOTEPY U BBEAUTE KOMaHAy:

I susb -v

B pesynbTaTte B cTpoke bedDevice oTobpasutcs Bepcusi NPOLUMBKU CYMTLIBATENS (Ha UNMIOCTPaLMN Bepcus NpoLumekmn 5.11).

| :~$ 1lsusb -v
Bus 001 Device 003: ID 0aB89:0069
Couldn't open device, some information will be missing
Device Descriptor:
bLength 18
bDescriptorType 1
bcdusB 2.00
bDeviceClass 0 (Defined at Interface level)
bDeviceSubClass ]
bDeviceProtocol ]
bMaxPacketSize® 64
idvendor 0x0a89
idProduct 0x0069
bcdDevice 5.11
iManufacturer 1
iProduct 2
iSerial 0
bNumConfigurations 1
Configuration Descriptor:
bLength 9
bDescriptorType 2
wTotalLength 93
bNumInterfaces 1
bConfigurationvalue 1
iConfiguration o]
bmAttributes 0x80
(Bus Powered)
MaxPower 100mA

PaboTa co cuuTtbiBaTenem B macOS

MpoBepka paboTbl cuMTLIBaATENS
YT06bI NpoBEPUTL PaboTy CUMTLIBATENS:

1. MopgknounTe cuuTbIBaTENb ANA CMAPT-KapT K KOMMBLIOTEPY.
2. Otkpovite nporpammy Launchpad.




3. B ctpoke noucka Beegute cnoso "nHdopmaumus” (“information”).
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4. OtkponTte nporpammy NHdopmMauus o cucteme (System Information).

5. Ha 6okoBol naHenu okHa nporpammbl Beibepute nyHkT USB.

6. [Insi cunTbIBaTENS B OKHE NPOrpamMmMbl 0TOBpa3nTCs HasBaHWe MOAENV CUMTLIBATENS U MHCOPMALIMS O HEM.
370 03HAYaeT, YTo CYUTLIBATENb AN CMapT-KapT NOAKMOYEH U paboTaeT KOPPEKTHO.

(] [ ] MacBook Pro
SAS Crpyktypa USB
SATA
SPI v LUuna USB 3.0
Thunderbolt/USB4 BCTpoeHHOe yCTPOMCTBO YTEHUS KapT
USB BcTpoeHHas knasuaTtypa Apple [ Tpeknap
Tpaduka/MoHUTOPbI v BRCM20702 Hub
Aunarxoctuka KoHTponnep Bluetooth USB
SENTED AUEER Rutoken SCR 3001 Reader
3ByK
Kamepa
KapTbl Ethernet
KoxTponnep KoHTponnep Bluetooth USB:
MamsaTb
MapannenbHbiii SCSI ID npopykTa: 0x8289
MpuHTepbI ID npoussoauTens: 0x05ac (Apple Inc.)
YCTPOMCTBO YTeHNs KapT rB]ePCMﬂ! 1\-50| I
X pousBoanTeb: pple Inc.
D ID pasMeLyeHus: 0x14330000
OneKTponuTaHue
pACEE Rutoken SCR 3001 Reader:
WWAN
Wi-Fi ID npoaykTa: 0x0069
BpaHgmayap ID npousBoguTens: 0x0a89
PasmelleHus Bepcus: 511
Toma CKopoCTb: Oo 480 M6éut/c
« o MpounssoguTens: Aktiv
K ID pasmelyeHus: 0x14100000/ 6
TS [onycTumbilii Tok (MA): 500
XKypHanb MoTpebnsiemblit Tok (MA): 100
O6bekTbl 3anycka WN36bIToYHbIN paboumnit Tok (MA): O
OtknioueHHoe MO
MO npuHTepoB
MaHenu HacTpoek
Moppepxka RAW H MacBook Pro — user > AnnapaTtHoe o6ecrneyerve > USB > LUuHa USB 3.0

7. Ecnu HasBaHve mogenu cuuTbiBaTens He 0Tobpasnnoch, TO HEO6X0AMMO 3arpy3nTb U yCTaHOBUTL 6nbnmoteky PKCS#11.
[ns Toro 4tobbl 3arpy3untb 6ubnuoteky PKCS#11 nepengnte no ykazaHHOW CCbifike U BbibeprTe HEO6X0AMMYLO BEPCUIO:

https://www.rutoken.ru/support/download/pkcs/

MonezoBarenam macOS ~

YetaHoBWMK BHbaroTerkH rtPKCS11ecp ana macOS

Bepcua:

Moddepxusaemeuie OC:

[nsa yctaHoBku 6ubnmotekn PKCS#11 3anyctute nporpammy yCcTaHOBKM BUBNMOTEKM U CrneagynTe MHCTPYKUUSIM, oToBpaxatowmnmMest Ha akpaHe. B
OOMONHUTENbHbBIX MapaMeTpax yCTaHoBLUMKa BbiGepuTe YCTAHOBUTHL CUATLIBATENb.

Onpe,qeneHwe BepCuM NpoLLUMBKU CHUTbIBaTEsA
YToGbI ONpefennTb BEPCHIO MPOLLMBKY CYUTLIBATENS:
1. MogkniounTe cuUTLIBaTENb AMNSt CMapT-KapT K KOMMbIOTEPY.

2. Otkporite nporpammy Launchpad.
3. B cTpoke novicka BBeauTe cnoso "uHdopmaumsa” (“information”).


https://www.rutoken.ru/support/download/pkcs/

4. OtkponTte nporpammy MHdopmauus o cucteme (System Information).

5. Ha 6okoBoi naHenu okHa nporpaMmbl BbibepuTe nyHkT USB.

6. [nsa cuntbiBaTENsi B OKHE NporpamMmbl 0TOBpa3nTCs Ha3BaHWe MOAENN CYUTLIBATENS U MHOPMALIMS O HEM.
B none Bepcus ykasaHa Bepcus NPOLLUMBKY CYATBIBATENS (Ha UNNcTpauuy Bepceus npowmekun 5.11).

(] [ ] MacBook Pro
SAS Crpyktypa USB
SATA
S v lnHa USB 3.0
Thunderbolt/USB4 BCTpoeHHOe yCTPOMCTBO YTEHUS KapT
USB BcTtpoenHas knasnaTypa Apple / Tpeknag
Tpaduka/MoHUTOPbI v BRCM20702 Hub
Aunarxoctuka KoHTponnep Bluetooth USB
SENTED AUEER Rutoken SCR 3001 Reader
3ByK
Kamepa
KapTbl Ethernet
KonTponnep KoHuTponnep Bluetooth USB:
MamsaTb
MapannenbHbiii SCSI ID npopykTa: 0x8289
MpuHTepbI ID npoussoauTens: 0x05ac (Apple Inc.)
YCTPOMCTBO YTeHNs KapT rB]ePCMﬂi XSOI I
X pousBoanTeb: pple Inc.
D ID pasMeLyeHus: 0x14330000
OneKTponuTaHue
pACEE Rutoken SCR 3001 Reader:
WWAN
Wi-Fi ID npoaykTa: 0x0069
BpaHgmayap ID npousBoguTens: 0x0a89
PasmelleHus Bepcwus: 5.1
Toma CKopoCTb: [o 480 M6ut/c
« o MpounssoguTens: Aktiv
K ID pa3meLLeHus: 0x14100000/ 6
TS [onycTumbilii Tok (MA): 500
XKypHanei MoTpebnseMbiit TOK (MA): 100
0O6bekTbl 3anycka WN36bIToYHbIN pabounii Tok (MA): O
OtknioueHHoe MO
MO npuHTepoB
MaHenu HacTpoek
Moppepxka RAW H MacBook Pro — user > AnnapaTtHoe o6ecrneyerve > USB > LUuHa USB 3.0




	Начало работы со считывателем для смарт-карт Рутокен SCR 3001

