PytokeH OLI B onepaumoHHbix cuctemax GNU/Linux

O6was nHpopmaums
Onpepenexvie Ha3BaHusa modenu USB-TokeHa
MpoBepka KOPPEKTHOCTN NOAKMHOYEHNS CHUTBLIBATENS ANs CMapT-KapT K KOMMbOTEPY
YcTaHoBKa AOMNOMHUTENBHOrO NPOrpaMMHOro obecneveHmst
O Ecnu Bbl ucnonbayete Ubuntu 22.04 LTS n HoBee, TO HEOGXOAMMO BKMHOUUTL aBTOMATUYECKMIA CTapT cryx0Obl cMapT-kapT
Mpoeepka paboTbl PyTtokeH 3L B cucteme
MpoBepka Hanuuusi cepTUUKaTOB 1 KNtoYeBbLIX Nap Ha PyTokeH SLITM
M3ameHeHune PIN-koga PytokeH SLM
Onpepenexue npobnemsl ¢ PytokeH 3L B cucteme
O TMpobnema "Hanuune naketa OpenCT"
®  Cnocob onpeaenenus
" PelweHne
® 1 cnocob. Yaanenue naketa OpenCT
® 2 cnocob. YaaneHue 3anvcen 06 ycTpocTBe B KOHUIypaLMoHHOM dhaiine openct.conf
O TMpobnema "OTcyTcTBME 3anucen 06 yCTpoUCTBE B KOHUIypaLmoHHoM cpaiine Info.plist”
B Cnocob onpeaeneHus
" PelweHne

O6wasa nHgpopmauus

YcTponcTBa cemeiictBa PyTtokeH SLIM ncnonb3ytotes anst 6e3onacHoOro xpaHeHust 1 npeabsBrieHns NepcoHanbHOM MHopMaLmK: Kitoyer WindpoBaHus,
CcepTUMUKaTOB, NULIEH3NIA, YAOCTOBEPEHUI N APYTUX OaHHbIX.

[nsa pabotbl ¢ USB-TokeHoM noakntoumTe ero k USB-nopTty komnbtoTepa.
[ns pa6boTbl CO CMapT-kapToW BCTaBbTE €€ B CYATbIBATENb AN CMapT-KapT M NoAkmounTe cumtbiBatens k USB-nopTy komnbloTepa.

Y706kl NPOBEPUTL KOPPEKTHOCTL paboThl PyTokeH BLIM B onepaumoHHbix cuctemax GNU/Linux Heo6xoaMMO BbINONHUTL AEWCTBUS, YKa3aHHble B JAaHHOM
MNHCTPYKLUK.

Ecnu Bbl ucnonbayete Ans yctponctBa ctaHaapTHbli PIN-kog (12345678), To pekoMeHayeTcs ero M3MeHWUTb Ha 6onee CroXHbIN.

Onpepnenexne Ha3BaHna mogenun USB-TokeHa

Ecny Bbl paboTaeTe co cmapT-kapToi, To onpeaensTs HassaHne USB-TokeHa He Hafo.
MepBbIM genom nogkntoumTe USB-TOKEH K KOMMNbIOTEPY.

[ns onpenenexusi HasBaHusa mogeny USB-TokeHa oTkporiTe TepMyuHan n BBeaute komaHay:

| susb

B pesynbTate B okHe TepmuHana otobpasutcsa HassaHue mogenu USB-TokeHa:

[dmitrieva@localhost ~]% lsusb

Bus 001 Device 001: ID ldé6b:0082 Linux Foundation 2.0 root hub
Bus 002 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Bus 002 Device 003: ID PeOf:0002 VMware, Inc. Virtual USE Hub
Bus 002 Device 002: ID 0eOf:0003 VYMware, Inc. Virtual Mouse
Bus 002 Device 001: ID 1d6b:0081 Linux Foundation 1.1 root hub

MpumeyaHve: B 6onee paHHNX BEPCUSIX ONEPaLMOHHBIX CUCTEM Ha 3KpaHe MOXeT oTobpasutbes cTpoka — |ID 0a89:0030. 310 ToXe 03HavaeT, 4To
HasBaHWe moaenu noakntoyeHHoro USB-TokeHa — PyTtokeH QLM

MNpoBepka KOPPEKTHOCTUN NOAKMYEHUS CYUTLIBATENS AN CMapPT-KapT K KOMMbOTEPY

ECM Bbl pa60TaeTe ¢ USB-TokeHoMm, TO NpoBePATb KOPPEKTHOCTb NOAKIMIOYEHUA CHUTBIBATENA K KOMNbIOTEPY HE Haao.
nepBbIM AenoM NOoAKNKYUTE CYUTbIBaATENb ANA CMapT-KapT K KOMNbOTEPY N BCTaBbTE B HEFO CMapT-KapTy.

[Insi NnpoBepKuN KOPPEKTHOCTU MOAKMIOYEHUS CHMTBIBATENSA ANS CMapT-KapT K KOMMNbOTEpY BBEAUTE KOMaHAy:

| susb



B pesynbTaTe B okHe TepmuHana otobpasnTcs Ha3BaHMe MOAENU CYNTLIBATENS ANt CMapT-KapT:
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[dmitrieva@localhost ~]% lsusb

1d6b: 0002
872f:90ccC

Linux Foundation 2.8 root hub
Advanced Card Systems, Ltd ACR38 SmartCard Reader

ID
ID
ID
ID

OedT:0004
Bedf:0002
0e0f:0003
1dé6b: 0001

VMware, Inc. Virtual CCID
VMware, Inc. Virtual USB Hub
VMware, Inc. Virtual Mouse
Linux Foundation 1.1 root hub

370 03HaYaeT, YTo cYUTLIBATENb ANsi CMapT-KapT NOAKIOYEH KOPPEKTHO.

OI'Ipe,qu'IVITb Ha3BaHWe CMapT-KapTbl N BbINOJTHUTb JanbHenwne AencTBUs JaHHON WHCTPYKLUUN HEBO3MOXHO 6e3 ﬂpe,D,BaleTeJ'leOVl YCTaHOBKM
AONOSTHUTENbHOIo NpPorpamMmMHoOro obecneyeHus.

YcTaHoBKa AONOMHUTENBHOrO NPOorpaMMHOro obecneyeHus

B deb-based n rpm-based cuctemax ucnonb3ytoTcst pasHble KOMaHabl. CMCOK cMCTEM yKka3aH B Tabnuvue 1.

Tabnuua 1. Cnucok onepauumoHHbIX cucteM GNU/Linux

deb-based

Debian, Ubuntu, Linux Mint,

Astra Linux

rpm-based

RedHat, CentOS, Fedora, ALT Linux,

ROSA Linux, MCBC, lNoclluHykc

[nsi BbINONHEHWS AeNCTBUI AaHHON MHCTPYKUMN HEeOBX0aMMO YCTaHOBUTL creaytollee nporpaMmmHoe obecneyeHune:

B deb-based cucremax aTo 06bI4HO:

® Bubnuoteka libccid He Hxe 1.4.2;

® nakeThbl libpcsclite1 n pcscd;

® pcsc-tools.

B rpm-based cuctemax 310 06bI4YHO:

® ccid He Huxe 1.4.2;

® pcsc-lite;
® pcsc-tools.

B ALT Linux 310 06bI4HO:

® pcsc-lite-ccid;
libpesclite;
® pcsc-tools.

Takke ons Bcex TUMOB OnepaLnoHHbIX CUCTEM HEOBXOAMMO YCTaHOBUTL GubnuoTteky OpenSC.

Mepepn ycTaHoBKOWM GMBMMOTEK M NakeTOB NPOBEPbTE UX HaNM4Me B cUcTeMe. [1ns 9Toro BBeAUTE KOMaHay:

B deb-based cucremax:

dpkg -s libccid libpcsclitel pcscd pcsc-tool s opensc

Ecnun 6ubnuoTeka nnu nakeT yxe ycTaHOBMEHbI B cucTeme, To B pasaene Status otobpasutcsa coobuieHne "install ok installed".

B pasgene Version otobpasnTcs Bepcus ykasaHHon 6ubnuotekn unu naketa (Bepcus 6ubnuoteku libccid gomkHa 6biTh Bbiwe Yem 1.4.2).




dmitrieva@ubuntu:~$ dpkg -s libccid libpcsclitel pcscd pcsc-tools opensc
Package: libccid

Status: install ok installed

Priority: extra

Section: libs

Installed-Size: 313

Maintainer: Ubuntu Developers <ubuntu-devel-discuss@lists.ubuntu.com=
Architecture: amdé64

Source: ccid

Version: 1.4.15-1

Provides: pcsc-ifd-handler

Depends: libc6é (== 2.15), libusb-1.0-8 (== 2:1.08.8)

B rpm-based cucremax:

sudo rpm-qg pcsc-lite-ccid pcsc-lite pcsc-tools opensc

Ecnun 6nbnuoTeka nnm nakeT yxe yCTaHOBNEHbI B CUCTEME, TO Ha 3KpaHe 0TObpPas3AaTCca Ux Ha3BaHWUs 1 HoMepa Bepcwii (Bepcus GubnuoTteku ccid gomkHa
6bITb BhiWe Yem 1.4.2).

[dmitrieva@localhost ~]% sudo rpm -g pcsc-lite-ccid pcsc-lite pcsc-tools opensc
[sudo] napons gna dmitrieva:

pcsc-lite-ccid-1.4.26-1.fc25.x86 64

pcsc-l1ite-1.8.20-1.7Tc25.x8b6 b4

pcsc-tools-1.4.25-1.7c25.x86 64

opensc-0.16.0-2.20161016g1t0362439.1c25.x86 64

B ALT Linux:

sudo rpm-q pcsc-lite-ccid libpcsclite pcsc-tools opensc

Ecnu y Bac HeT goctyna k komaHae sudo, To Ucnonb3ynTe KoMaHay su.

[root@host-141 ~]# rpm -q pcsc-lite-ccid Libpcsclite pesc-tools opensc
pcsc-lite-ccid-1.4.5-alt3

libpcsclite-1.8.18-altl.M78P.2

pcsc-tools-1.4.27-alte.M70P.1

opensc-9.12.2-alt2.1

Ecnun 61bnnoTek 1 NakeToB eLle HET Ha KOMMbIOTEPE, TO HEOBXOAMMO WX YCTaHOBUTD.
[lns ycTaHOBKM nakeToB 1 Gubnuotek:

B deb-based cuctemax BBeamTe komaHay:

sudo apt-get install libccid pcscd |ibpcsclitel pcsc-tools opensc

Ecnu npouecc ycTaHOBKM 3aBEpLLEH YCMELLHO, TO Ha akpaHe oTobpa3snTcst coobLueHue:

dmitrieva@ubuntu:~$ sudo apt-get install libccid libpcsclitel pcscd pcsc-tools o
pensc
Reading package lists... Done
Building dependency tree
Reading state information... Done
libpcsclitel is already the newest version.
Suggested packages:
systemd
The following MNEW packages will be installed:
libccid opensc pcsc-tools pcscd
® upgraded, 4 newly installed, ® to remove and 752 not upgraded.




E@M Bbl Ucrnonb3yete Ubuntu 22.04 LTS 1 HoBee, TO HEO6XOAMMO BKITIOYUTL aBTOMaTUYECKUIA CTapT CIyXObI
cMapT-KapT

[Ina aToro BBeAUTE creayroLme KomaHabl:

$ sudo systenct| enabl e pcscd
$ sudo systenct| enabl e pcscd. socket

B rpm-based cuctemax (kpome ALT Linux) BBeauTe kKomaHay:

sudo yuminstall pcsc-lite-ccid pcsc-lite pcsc-tools opensc

Ecnu npouecc ycTaHOBKM 3aBEpLLEH YCMELLHO, TO Ha 3kpaHe oTobpa3snTcst coobLueHue:



[dmitrieva@localhost ~]% sudo yum install pcsc-lite-ccid pcsc-lite pcsc-tools opensd
Redirecting to '/usr/bin/dnf install pcsc-lite-ccid pcsc-lite pcsc-tools opensc' (se€
e 'man yum2dnft')

lMocnenHAA MNpPOBepKa OKOHYaHWA CpoKa OEeWCTBWMA MeTafaHHblX: 0:30:07 Hazapg, Wed Mar 14 13
:18:18 2018.
3aBUCMMOCTHM pa3pellieHsl.

Package ApxMTekTypa
Bepcus Penosutopun
PazmMep
YcTaHoBKa:
opensc x86 64 0.16.0-2.201610169it0362439.fc25 updates 1.1 M
pcsc-lite Xx86 64 1.8.20-1.7Tc25 updates 105 k
pcsc-lite-ccid x86 64 1.4.26-1.7Tc25 updates 300 k
pcsc-tools x86 64 1.4.25-1.fc25 fedora 176 k
PeayneTat onepauuu
YctaHoeka 4 [lakeTsl
0bveM zarpyskm: 1.6 M
0bbeM W3MeHeHWW: 5.6 M
Npoponk¥ute? [O/H]: N
3arpy3ka nakeToB:
(1/4): pecsc-lite-1.8.20-1.fc25.x86 64.rpm 597 kB/s | 105 kB 00:00
(2/4): pcsc-lite-ccid-1.4.26-1.fc25.x86 64.rpm 1.5 MB/s | 300 kB 00:00
(3/4): pcsc-tools-1.4.25-1.Tc25.x86 64.rpm 761 kB/s | 176 kB 00:00
|

(4/4): opensc-0.16.0-2.201610160it0362439.fc25. 6.5 MB/s
00wmKA pazmMep 567 kB/s | 1.6 MB 00:02
MpoBepka TpaH3aKuuW

MpoBepka TpaH3akUWM YCMEeWHo 3aBeplieHa.

MpeT npoBepka TpaH3aKUWMW

TecT TpaH3akuWM NpoBefeH YCNelWHo

BuinonHeHne TpaH3akuuu

YcTaHoBeKa : pecsc-lite-1.8.20-1.7c25.x86 64 1/4

YcTaHoeKa : pcsc-lite-ccid-1.4.26-1.fc25.x86 64 2/4

YcTaHoBKa : pcsc-tools-1.4.25-1.Tc25.x86 64 3/4

YcTaHOBKa : opensc-0.16.0-2.20161016g1t0362439.fc25.x86 64 4/4
Running as unit: run-rd7f3el39bfb24231aladab5cab3th87d.service

NpoBepka : pcsc-tools-1.4.25-1.7c25.x86 64 1/4

MNpoeepka : pesc-lite-ccid-1.4.26-1.7c25.x86 64 2/4

Npoeepka : pecsc-lite-1.8.20-1.7c25.x86 64 3/4

Npoeepka : opensc-0.16.0-2.20161016g1t0362439.fc25.x86 64 4/4
Y CTAHOBMEHD :

opensc.xB86 64 0.16.0-2.201610169it0362439.fc25

pcsc-lite.x86 64 1.8.20-1.Tc25

pcsc-lite-ccid.x86 64 1.4.26-1.fc25

pcsc-tools.x86 64 1.4.25-1.fc25

BuinonHeHo !

B ALT Linux BBeanTe KoMaHAay:



sudo apt-get install pcsc-lite-ccid libpcsclite pcsc-tools opensc
Ecnu y Bac HeT gocTyna k koMmaHae sudo, To UCNonb3yiiTe KOMaHay su.

Ecnu npouecc ycTaHOBKM 3aBEpLLEH YCMELLHO, TO Ha 3KkpaHe oTobpasnTcst coobLueHwe:

[root@host-141 ~]# apt-get install pecsc-lite-ccid libpcsclite pcsc-tools opensc
YTEeHWE CMUCKOB MAKETOB... 3aBEepUeHo
MocTpoeHue OepesBa 3aBMCHMMOCTENR... 3aBepuexo
Crnegywuue [ONONHUMTENbHEIE NakeTsl OYOYT YCTaHOBNEHL:

libopensc pecsc-lite
Cnepywwue HOBBIE nakeTw OyOgyT YyCTaHOBREHbI:

libopensc libpcsclite opensc pesc-lite pesc-lite-ccid pecsc-tools
8 6ymeT obHoBneHo, © HOBHIX YCTaHOBNeHo, O nakeToe GygeT ypaneHo W B73 He Oypet obHoBReHD.
HeobxopguMo nony4uTe 663kB/962kB apxmeos.
Mocne pacnakoBku moTpebyeTcA gononHWUTensHo 3508kE gMCKOBOro MpocTpaHCTEa.
Npoponsute? [Y/nl
Monyweno: 1 http://ftp.altlinux.org 1586/classic libopensc 0.12.2-alt2.1 [508kB]
Monyweno: 2 http://ftp.altlinux.org 1586/classic opensc 0.12.2-alt2.1 [155kB]
NonyweHo 663kB 2a 1s (443kB/s).
COBEpWAEM M3MEHEHMS . . .

Preparing. .. BN RaREEEE [100%]
1: libpcsclite BN aaREaEE [ 16%]
2: pcsc-lite FH R RN aaEEaEE [ 33%]
3: libopensc B A A R R R R e | 50%]
4: opensc B A A R R R R e | 66%]
5: pcsc-lite-ccid B A R R R R R e | 83%]
6: pcsc-tools B A R R R R R [100%]
Running fusr/lib/rpm/posttrans-filetriggers

JaBeplieHo.

MpoBepka paboTbl PyTokeH BLI B cucteme

[na nposepku paboTtbl PyTokeH OLIM:

1. MopknounTe YCTPOMCTBO K KOMMbIOTEPY.
2. BBepgute komaHay:

pcsc_scan

3. Ecnu otobpasunock cneaytollee coobLyeHne:
[Ons USB-TokeHa:
dmitrieva@ubuntu:~% pcsc_scan
PC/SC device scanner
V 1.4.22 (c) 2001-2011, Ludovic Rousseau <ludovic.rousseau@free.fr>
Compiled with PC/SC lite version: 1.8.180
Using reader plug'n play mechanism
Scanning present readers...
0: Aktiv Rutoken ECP 00 00

Mon Mar 19 ©04:34:04 2018
Reader @: Aktiv Rutoken ECP 00 00
Card state: Card inserted,
ATR: 3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1

ATR: 3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1

+ TS = 3B --=> Direct Convention

+ T8 = 8B, Y(1): 1000, K: 11 (historical bytes)
TD(1) = 81 --> Y(i+1) = 8800, Protocol T = 1

+ Historical bytes: 52 75 74 6F 6B 65 6E 20 44 53 20
Category indicator byte: 52 (proprietary format)

+ TCK = C1 (correct checksum)

Possibly identified card (using fusr/share/pcsc/smartcard_list.txt):
3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1
Rutoken ECP (DS)

3Haunt USB-TokeH paboTaeT KOpPeKTHO.




[lns cmapT-kapThl:

dmitrieva@ubuntu:~$ pcsc_scan

PC/SC device scanner

V 1.4.27 (c) 2001-2011, Ludovic Rousseau <ludovic.rousseau@free.fr>
Compiled with PC/SC lite version: 1.8.14

Using reader plug'n play mechanism

Scanning present readers...

®: VMware Virtual USB CCID 00 00

1: ACS ACR 38U-CCID 01 oo

Tue Jan 23 ©5:25:55 2018
Reader ©: VMware Virtual USB CCID @0 00
Card state: Card removed,
Reader 1: ACS ACR 38U-CCID 61 @@
Ccard state: Card inserted,
ATR: 3B 9C 96 00 52 75 74 6F 6B 65 6E 45 43 50 73 63

ATR: 3B 9C 96 00 52 75 74 6F 6B 65 6E 45 43 50 73 63

+ TS = 3B --> Direct Convention

+ T8 = 9C, Y(1): 1801, K: 12 (historical bytes)
TA(1) = 96 --> Fi=512, Di=32, 16 cycles/ETU

250000 bits/s at 4 MHz, fMax for Fi = 5 MHz => 312500 bits/s

TD(1) = @0 --> Y(i+1) = @eee, Protocol T = @

+ Historical bytes: 52 75 74 6F 6B 65 6E 45 43 50 73 63
Category indicator byte: 52 (proprietary format)

Possibly identified card (using Jusr/share/pcsc/smartcard list.txt):
3B 9C 96 00 52 75 74 6F 6B 65 6E 45 43 50 73 63
RuToken ECP  SC
3HaunT cMapT-kapTa paboTaeT KOPPEKTHO.
MocnegHen cTpokol B 3TUX coobLyeHusix oTobpaxkaeTcs Ha3BaHue ycTpoiictea (ans USB-tokeHa — Rutoken ECP (DS), ans cmapT-kapTbl —
Rutoken ECP SC).
4. Ecnu otobpa3sunock coobLieHue:

dmitrieva@ubuntu:~5 pcsc_scan

PC/SC device scanner

V 1.4.27 (c) 2001-2011, Ludovic Rousseau <ludovic.rousseau@free.fr=>
Compiled with PC/SC lite version: 1.8.14

Using reader plug'n play mechanism

Scanning present readers...

Waiting for the first reader...]}

3HaunT PyTokeH SLIM He paboTaeT. Ans pelueHns aaHHoW npobnemsl nepeiaunTte B pasgen Onpenenexve npobnemsl B pabote PytokeH LM B
cucteme.
5. Haxmute kombuHaumo knaesuw Ctri+C.

[MpoBepka Hann4una cepTUdUKaToB U KItoueBbIX Nap Ha PyTokeH QLI

Mepea 3anyckom npolecca NPOBEPKM Hanuuusi cepTMdnkaToB U kntoyeBblx nap Ha PytokeH LM 3arpysute n yctaHoBuTe 6ubnuoteky PKCS#11, a
TaKke onpepenuTe Nyt fo 6ubnuoteky librtpkcs11ecp.so.

[nsa Toro 4yTo6bl 3arpy3nTb 6Gubnuoteky PKCS#11:

1. Onpegenure paspsagHOCTb UCMOSb3YEMO CUCTEMBI:

uname -p

Ecnu B pesynbTaTe BbINOMHEHUS KOMaHAbl 0TOBpasnTca cTpoka nogobHas "i686", To cuctema saBnsietTca 32-pa3psaHon.

aktiv@ubuntu:~$ uname -p
1686
aktiv@ubuntu:~$ ||

Ecnu B pesyrnbTaTe BbINOMHEHNUA KOMaHabl 0TobpasnTcs cTpoka nogobHas "x86_64", To cuctema siensetcs 64-paspsigHon.

user@ubuntu:~$ uname -p
x86_64
user@ubuntu:~$




2. MepeipgunTe NoO yka3aHHOWN CCbINke U BbIGEPUTE HEOBXOAUMYIO BEPCUIO:
https://www.rutoken.ru/support/download/pkcs/

Bubnuoteka rtPKCS11ecp ana GNU/Linux RPM 32-bit (x86)

Bepcusa: 2.3.0.0 o7 06.11.2021
Mopnepwueaemsie 0C: 32-pazpanHbie Fedora/RedHat/Centos/AltLinux/Rosa/PE OC

ana
TPM-CHCTEM

Bubnuoteka rtPKCS11ecp ana GNU/Linux RPM 64-bit (x64)

Bepcua: 2.3.0.0 o7 06.11.2021
Mopnepwueaemsie OC: 64-paspagHbie Fedora/RedHat/Centos/AltLinux/Rosa/PE[L OC

Bubnuoreka rtPKCS11ecp ana GNU/Linux DEB 32-bit (x86)

Bepcua: 2.3.0.0 o7 06.11.2021

Moppepwueaemsie 0C: 32-paspagHsie Debian/Ubuntu/Mint/Astra ana
deb-cucrem

Bubnuoreka rtPKCS11ecp ana GNU/Linux DEB 64-bit (x64)

Bepcua: 2.3.0.0 o7 06.11.2021
Monnepwueaemsie OC:  64-paapanHsie Debian/Ubuntu/Mint/Astra

[ns Toro 4To6bl ONpeaenuTb NyTb A0 6ubnuoTeku librtpkcs11ecp.so BBeanTe KomaHay:

find /usr/*(lib|lib64) -name |ibrtpkcsllecp.so

user@ubuntu:~$ find fusr/*(1lib|1ib64) -name librtpkcsiilecp.so
usr/Llib/librtpkcsilecp.
user@uhuntuﬁﬁ

YT06bI NPOBEPUTL Hanuyne cepTUdUKaToB 1 kNoveBblx nap Ha PyTokeH SLIM BBeanTe komaHay:

pkcsll-tool --nodule {A} -O

A — nyTb go 6ubnuotexm librtpkcs11ecp.so.

B pesynbTaTte B okHe TepmuHana otobpa3suntcs nHopmaumsa 060 Bcex cepTudukatax v KnoyeBbix napax, XpaHawmxes Ha PyToken OLM.


https://www.rutoken.ru/support/download/pkcs/

user@ubuntu: ~$ pkcsii-tool --module fusr/lib/librtpkcsilecp.so -0
Using slot @ with a present token (0x8)
Public Key Object; RSA 2048 bits
label:
ID: ab73627f131361e77b9c695ff09878b321b64dbec
Usage: encrypt, verify
Public Key Object; RSA 2048 bits
label:
ID: TO6CT567696e3230313731323236313230323130
Usage: encrypt, verify
Public Key Object; RSA 2048 bits
label:
ID: TO6CTS56T7696e3230313731323236313230343236
Usage: encrypt, verify
Certificate Object, type = X.509 cert
label: label
ID: ab73627f131361e77b9c695Ff09878b321b64dbéc
Certificate Object, type = X.509 cert
label: Rutoken Plugin
ID: TO6CT567696e3230313731323236313230323130
Public Key Object; RSA 1824 bits
label: te-AktivSmartcardUser-ada3b115-d@77-477c-9285-be@79dcabcba E
ID: 74652d416b746976536d61727463617264557365722d61646133623131352d64360
37372d343737632d393238352d6265303739646361626362615745

YT06b!I OTKPLITE CEPTUMUKAT UNK KNtoYeByto napy ckonupyinte ID Heobxoammoro obbekTa 1 BBeAUTE KOMaHAay:

pkcsll-tool --nmodule {A} -r -y cert --id {B} | openssl x509 -informder -text
A — nyTb go 6ubnuotekm librtpkcs11ecp.so.
B — ID cepTtudmkara.

B pesynbTate B okHe TepmuHana otobpasutcsa nonHas uHdopmaums 06 ykazaHHOM obbekTe.



user@ubuntu: /# pkcsll-tool --module fusr/libflibrtpkecsllecp.so -r -y cert --id T4B52d34666265313265302d3B6630342d343364372d61303B652d3BE4613133353561636230375F45 |
lopenssl x589 -inform der -text
Using slot @ with a present token (8x8)
[Certificate:
Data:
Version: 3 (@Bx2)
Serial Number:
12:80:24:cf:eB:cb:Bb:45:12:cd:21:14:44:00:00:00:24:cf:eB
Signature Algorithm: GOST R 34.11-94 with GOST R 34.18-20861
Issuer: emailAddress=support@cryptopro.ru, C=RU, L=Moscow, O=CRYPTO-PRO LLC, CHN=CRYPTO-PRO Test Center 2
Validity
Not Before: Jan 16 @B:32:83 201B GMT
Not After : Apr 16 ©B:42:83 201B OMT
Subject: CN=\xD8%x0B%\x08xB2\x08\xBO"x08YxB0\xDE\xBE\xDO\ xB2 '\ xDO\x0B\xD8\xB2\xD0"\xBO\ xDE\xBD -3
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1824 bit)
Modulus:

3b:fb:cf: 2:2
Exponent: 65537 (8x16881)
X589v3 extensions:

X580v3 Key Usage: critical
Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment

¥589v3 Extended Key Usage:
TLS Web Client Authentication

X589v3 Subject Key Identifier:
45:01:64:BF:C5:81:B2:50:A0:BO:30:DE:6B:6F:2C:2A:D1:4A:D4:FC

X589v3 Authority Key Identifier:
keyid:15:31:7C:B0:BD:1A:DE:66:D7:15:0C:40:52:07:17:24:B0:01:TA: 83

¥580v3 CRL Distribution Points:

Full Name:
URI:http: [/ ftestca.cryptopro.rufCertEnroll/CRYPTO-PROXZBTestR208Center®202.crl

Authority Information Access:
CA Iszsuers - URI:http:/ftestca.cryptopro.rufCertEnroll/ftest-ca-2014_CRYPTO-PRO%X28TestX20Center¥202.crt
OCSP - URL:http:/ftestca.cryptopro.rufocspfocsp.srf

Signature Algorithm: GOST R 34.11-04 with GOST R 34.18-Z0861
9d:81:5b:bb:ad:d6:a4:61:Ta:cc:94:20:40:b3:7B:FB:ba:6f:
EF:Bc:Bb:71:52:d3:Te:bc:d6:BB:eb:cO:1e:bl:00:2c:6B:6b:
23:47:64:1a:ca:97:Td:ce:d9:87:0a:12:9a:4e:b5:27:9c:11:
Flicl:2f:63:c5:a4:71:02:4d:e6

----- BEGIN CERTIFICATE-----
MIIDUTCCAWCOAWIBAGITEQAkz+jCi0USzSEURAARACTPEDATIBGY ghQMCAgMwTZE]
MCEGCSQUSIb3DQEJARYUCIVWCGOydER jonlwd (OwcnBucnUxCzAJBgNVEAYTALIV
MOBWDQYDVOQHEWENb3Njb3cxFzAVEQNVEADTDKNSWVEUTY 1QUkBgTExXDMSEwHWYD
QQDExhDULLQVEBtUF IPIFR1c30g02VudGVy IDIwHhcNMT gwMTE 2MDgzMjAzWheN
MTowNDEZMDgEM jAzWIATMS EwHWYDVQQDDE jOmNCyB LDQwd C+BLIgBTj0stCweLEg
LTMwgZBwDQY IKoZ IhvcHAQEBEQADGYBAMIGIACCBAL rult/ /YzpwSedz fdo+ MbT
BXNEFZksIyzONOCjOIvgY /6 jnXbkmSKEAVAMPnsdVIWFNBENJIOLZISnMLZ4dF+F
Qrh1TGRSUwxMOiXLCrbBx3RYFQalIlFtziB7wSPy815Fwrnnc) jRWZo2XMYMFdV
IBavc(QsD0/vPvCItpf fPAQMBAAG jogFwMIIBbDADEgNVHQEBATEBEBAMCEPAWEWYD
REOLEAwwCgYIKwYBBQUHAWIWHQYDVROOBEYEFEUBZL [Fg¥ JQoLAw3mtvLCrRSLTE
MEECAIUDIWQYMEaAFBUAFLCNGESm1xNC SVEXFyS5AXgDMF kGALUdHWRSMFAWT gBM
|oEqGSChBdHAELYDBZXNEY2EuY3I5cHRvcHIvLnJ1LONLcnRFbn JvbGwvQ1JZUFRP
LVBSTyUyMFRLC3QLMBDZWSEZXILMjAY LNy bDCEQQY IKWYBBQUHAQEEQZwwg Zkn
Q¥ IKwYBBQUHMAKGVWhEdHAELy DB ZXNEYZEuY3J5cHRvCHIvLn]1LBNLcnRFbnJv
bGwvd GV zdC1jYSEyMDEAXBNSWVEUTy 1QUKELM jBUZXNEIT IwQZVudGWy ITIWMiS]
JcnQwNAY TKwYBBQUHMAGGKGhBdHAELYRBZXNBY 2EuY 3J5cHRVCHIvLNI1L 29 3AY
bZNzcCSzomYwlAYCGKoUDAQ IDABEANQFbuE3WpGFEz JQpOLN4+LpvZwyLcVLT Frzh
i0bJHrEJLGEr I8dkGsgX Fc7ZBwo5SmkE1I5wRBCEVYBWKBI INSg==
----- END CERTIFICATE-----

Yrtobbl ckonupoBaTb cepTudmKkaT B hain BBeaUTe KOMaHay:
pkcsll-tool --nodule {A} -r -y cert --id{B} > ./{C
A — nyTb Ao 6ubnuoteku librtpkcs11ecp.so.

B — ID ceptudmkara.

C — vms caina.

N3meHeHune PIN-koga PyTtokeH OLIMM

Mepep 3anyckom npouecca nposepku cmeHbl PIN-koga PytokeH SLIM yctaHoBuTe 6ubnmoteky PKCS#11 1 onpegenute nyTe Ao 6ubnuoTtekn
librtpkcs11ecp.so.

[insa Toro 4yTo6bl 3arpy3nTb 6Gubnuoteky PKCS#11:

1. Onpegenure paspsagHOCTb UCTONb3YEMON CUCTEMBI:

unane -p



Ecnu B pesynbTaTe BbIMOAHEHWs KOMaHAs! 0ToBpasnnack CTpoka nopobHas "i686", To cucTema SBASETCS 32-paspsaHoNt
aktiv@ubuntu:~$ uname -p
1686

aktiv@ubuntu:~$ [

Ecnu B pesynbTaTe BbINONHEHWs1 kKOMaHAbl oTobpasunack cTpoka nofobHas "x86_64", To cuctema senseTcs 64-paspsaHon.
USEF@UhUﬁtU:ms uname -p
X86_64

user@uEuntu:~$

2. TMepenagnTe No yKa3aHHOW ccbinke 1 Boibepute Heobxoanmyto BepCuio:
https://www.rutoken.ru/support/download/pkcs/

Bubnuoteka rtPKCS11ecp ana GNU/Linux RPM 32-bit (x86)

Bepcusa: 2.3.0.0 o7 06.11.2021
Mopnepwueaemsie OC: 32-paspapHsie Fedora/RedHat/Centos/AltLinux/Rosa/PE[ OC

ana
TPM-CHCTEM

Bubnuoteka rtPKCS11ecp ana GNU/Linux RPM 64-bit (x64)

Bepcua 2.3.0.0 o7 06.11.2021
Mopnepwueaemsie OC: 64-paspagHbie Fedora/RedHat/Centos/AltLinux/Rosa/PE[L OC

Bubnuoreka rtPKCS11ecp ana GNU/Linux DEB 32-bit (x86)

Bepcua: 2.3.0.0 o7 06.11.2021

Mopnepwueaemsie 0C: 32-pazpaaHbie Debian/Ubuntu/Mint/Astra Ana
deb-cucrem

Bubnuoreka rtPKCS11ecp ana GNU/Linux DEB 64-bit (x64)

Bepcua 2.3.0.0 o7 06.11.2021
Mopnepkueaemble OC:  64-paspagHbie Debian/Ubuntu/Mint/Astra

[nsi Toro 4To6bl onpeagenuTb NyTb A0 GubnunoTekw librtpkcs11ecp.so BBeanTe KOMaHay:

find /usr/*(lib|lib64) -name |ibrtpkcsllecp.so

user@ubuntu:~$ find fusr/*(1lib|1ib64) -name librtpkcsiilecp.so
usr/lib/librtpkcsilecp.so
user@ubuntu:~g I

Insa nameHenus PIN-koaa BBeanTe KomaHay:

pkcsll-tool --nodule {A} --login --pin {B} --change-pin --newpin {C
A — nyTb fo 6ubnuoteku librtpkcs11ecp.so.
B — tekywuii PIN-koa ycTponcTBa.

C — HoBbIn PIN-kog ycTpoiicTBa.

user@ubuntu:~$ pkcsii-tool --module Jfusr/lib/librtpkcsilecp.so --login --pin 123
45678 --change-pin --new-pin 8061085

Using slot ® with a present token (0x@)

PIN successfully changed



https://www.rutoken.ru/support/download/pkcs/

B pesynbtate PIN-kog ycTpoiictBa 6yaeT U3MEHEH.

Onpegenexve npobnemsl ¢ PytokeH 3L B cucteme

B naHHoM pasgene pa3bepem aBe OCHOBHble NPOGneMbI, KOTOpble MOryT BO3HMKHYTb ¢ PyTokeH QLM B cuctemax GNU/Linux:

® Hanuuue naketa OpenCT;
® otcyTcTBME 3anucen 06 yCTporcTBe B KOHGUrypaumoHHoMm darine Info.plist.

Mpo6nema "Hannune naketa OpenCT"

Cnocob onpeaeneHus

Ha akpaHe nocrne BBoAa KOMaHAbl PCSC_scan 0T06pa3|/|ﬂ0Cb coobLyeHue:

dmitrieva@ubuntu:~S pcsc_scan

PC/SC device scanner

V 1.4.27 (c) 2001-20811, Ludovic Rousseau <ludovic.rousseau@free.fr=
Compiled with PC/SC lite version: 1.8.14

Using reader plug'n play mechanism

Scanning present readers...

Waiting for the first reader...]}

370 03HayaeT, Yto PyTokeH SLIM He paboTaeT B cucteme v cnegyeT onpeaenvTb npobnemy.
[nsi onpegenexusi npobnemsi:

1. OctaHoBWTe paboTy yTUNUTLI:

sudo service pcscd stop

2. 3anyctute pcscd BpPYYHYy B OTNaA04HOM pexume:

sudo /usr/sbin/pcscd -afd

Ecnun y Bac HeT gocTyna K KomaHae sudo, TO MCMOoMb3ynTe KoMaHay su.
3. Ecnu Ha akpaHe oTobpasnnoch crieaytollee coobLueHue:
006000002 readerfactory.c:1130:RFUnInitializeReader() Attempting shutdown of
Generic CCID Reader 00 00.
006006001 readerfactory.c:991:RFUnloadReader() Unloading reader driver.
00000042 hotplug libudev.c:530:HPAddDevice() Failed adding USB device: Gene|
ric CCID Reader
00000019 utils.c:125:CheckForOpenCT() File /var/run/openct/status found. R
move OpenCT and try again
00000077 hotplug libudev.c:294:get driver() Looking for a driver for VID: 0
xQEOF, PID: 0x0002, path: /dev/bus/usb/001/003
00000081 hotplug libudev.c:294:get driver() Looking for a driver for VID: 0
XOEOF, PID: 0x0002, path: /dev/bus/ush/001/006
00000072 hotplug libudev.c:294:get driver() Looking for a driver for VID: 0
xQEOF, PID: 0x0002, path: /dev/bus/usb/001/003
00000108 hotplug libudev.c:294:get driver() Looking for a driver for VID: 0
x1D6B, PID: 0x0002, path: /dev/bus/usbh/002/001
~C84205020 pcscdaemon.c:192:signal thread() Received signal: 2
00000017 pcscdaemon.c:225:signal_thread() Preparing for suicide
00002134 hotplug libudev.c:710:HPStopHotPluggables() Hotplug stopped
01600661 readerfactory.c:1363:RFCleanupReaders() entering cleaning function
00000084 winscard svc.c:152:ContextsDeinitialize() remaining threads: 0
00000011 pcscdaemon.c:781l:at _exit() cleaning /var/run/pcscd

3Haunt npobnema c PytokeH QLI Bo3HMKNa n3-3a Hannumsa naketa OpenCT.
PewweHune
CyuiecTByeT ABa crnocoba pelleHus JaHHOM Npobnemsl.
1 cnoco6. Yganenue naketa OpenCT

Ecnun naket OpenCT Heobxoaum Ans paboTbl 1 HET BO3MOXHOCTW €ro yaanuTb, TO nepenanTe cpasy Ko BTOPOMY Cnocoby.



Ins ynaneHne OpenCT Heobxoammo:

1. MpoBepuTb HanM4Me naketa B cucTeMe.
2. Yoanutb naker.

LWar 1. NMpoBepka Hannuusa naketa OpenCT B cucteme
[nsa npoepku Hanuumna OpenCT B cucTeme BBeAMTE KOMaHAY:

B deb-based cucremax:
dpkg -s openct

Ecnu nakeT yxe ycTaHoBneH, To B pasaene Status oto6pasutcs coobuyeHme "install ok installed".

user@ubuntu:-$ dpkg -s openct
Package: openct
Status: install ok installed

B rpm-based cucremax:

rpm-q openct

War 2. Ynanexnue naketa OpenCT

YT06bl ynanute OpenCT BBEAUTE KOMaHAY:

B deb-based cucremax:

sudo dpkg -r openct

user@ubuntu:~5 sudo dpkg -r openct

[sudo] password for user:

(Reading database ... 164088 files and directories currently installed.)
Removing openct (0.6.20-1.2ubuntul) ...

Stopping smart card terminal framework: OpenCT @ processes killed.
Processing triggers for doc-base (0.10.5) ...

Processing triggers for man-db (2.6.7.1-1) ...

Processing triggers for libc-bin (2.19-8ubuntus) ...

B rpm-based cucrtemax:

sudo rpm -e openct
Ecnu y Bac HeT goctyna k komaHae sudo, To Ucnonb3ynTe KoMaHay su.

B pesynbtate OpenCT Oyaet yaaneH. MNocne aToro cnepyeTt CHoBa NpoBepuThL paboTy ycTporcTBa B cucteme. [ins aToro nosTopute npoueaypy Nposepk
a pabotbl PyTtokeH OLIM B cucteme.

2 cnoco6. YaaneHue 3anucen o6 yCTponcTee B KOHUrypaumoHHoM charine openct.conf
[ns ynaneHus 3anucei 06 ycTporcTee B KOHUrypaLUMOHHOM haine Heobxoanmo:

1. OTKpbITb KOHUIypaLMOHHbIV chann openct.conf.
2. YpanuTtb B KOHUrypaLMoHHOM dhaiine Heo6XxoaMmyto CTPOKY.
3. Mepesarpy3utb cepuc OpenCT.

LLar 1. OTkpbiTUE KOHUTrypaLuoHHoro caiina

YT06b!I OTKPbITE KOHUIYPALMOHHBIN ¢haiin BBEAUTE KOMaHAY:

sudo nano /etc/openct. conf
Ecnu y Bac HeT gocTyna k komaHge sudo, To Mcnosnb3yiiTe KOMaHay su.

B pesynbTate oTkpoeTcst KOHpUrypaLmoHHbIi chaiin openct.conf.



GNU nano 2.2.6 : etc/openct.conf

M Sset debug level
debug = 0;

#

# Enable hot plugging
hotplug = yes;

#
# Path to ifdhandler
ifdhandler {
program = fusr/sbin/ifdhandler;
#
# Safe to disable force_poll:
# =>=linux-2.6.27.14
# =>=1linux-2.6.28.3

b
force_poll = 1;
b user = openctd;
# groups = {
# usb,
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Lar 2. Yaanexue B koHpUrypaLMoHHOM caiine HeobXoanmoli CTPoKU
[ns ynaneHus B kKOHUrypaumMoHHoM daine HeobXoanMOM CTPOKH:

1. Hangute B KOH(pUrypaumoHHom cavine maccus driver ccid;
2. YpanuTe B HeM cpoky "usb:0a89/0030, # Aktiv Rutoken ECP".

LLar 3. Nepe3sanyck cepsuca OpenCT

Y106l nepesanyctuts cepauc OpenCT BBeauTe KOMaHAy:

sudo service openct restart

Mocne aToro crnedyeT cCHoBa NpoBepuTb paboTy yCTponcTBa B cucteme. [ina atoro nostopuTe npoueaypy Nposepka paboTel PytokeH SLIIM B cucteme.

Mpo6nema "OTcyTcTBUE 3anucen 06 ycTporcTee B KOHUrypaumoHHom daiine Info.plist”

Cnocob onpepeneHus

Ha akpaHe nocne BBoAa KOMaHAbl PCSC_scan 0Tob6pa3nnock coobLueHue:

dmitrieva@ubuntu:~% pcsc_scan
PC/SC device scanner

V 1.4.27 (c) 2001-2011, Ludovic Rousseau <ludovic.rousseau@free.fr=>
Compiled with PC/SC lite version: 1.8.14

Using reader plug'n play mechanism

Scanning present readers...

Waiting for the first reader...[}

3710 o3HavaeT, Yto PyTokeH DL He paboTaeT B cucTeme v crnegyeT onpeaenuTts npobnemy.
[ina onpepenexuns npobnemsi:

1. OctaHoBuTE paboTy yTUNUTLI:

sudo service pcscd stop



Ecnun y Bac HeT gocTyna k komaHae sudo, TO MCMonb3yiTe KoMaHay su.
2. 3anyctute pcscd BpyYHYH B OTNaA04HOM PEXUME M OCYLLECTBUTE NoMCK CTpoku "Rutoken™:

sudo /usr/sbin/pcscd -afd | grep Rutoken

3. Ecnu B pe3synbTate BbINOMHEHUsi KOMaHAblI B OkHe TepMmunHana xoTb oauH pa3 otobpasuTcsi ctpoka "Rutoken”, To npobnema He cBsidaHa ¢

OTCYTCTBMEM CTPOK B KOH(purypaumoHHom davine Info.plist. 3To o3HavaeT T0, 4TO AanbHenwe AeNCTBUS JaHHOrO pasfena He cnegyet
BbINOMHATb.

user@ubuntu:~% sudo fusr/sbin/pcscd -afddddd | grep Rutoken

00000008 hotplug_libudev.c:435:HPAddDevice() Adding USB device: Aktiv Rutoken ECP

00000152 readerfactory.c:1012:RFInitializeReader() Attempting startup of Aktiv Rutoken ECP 80 00 using
Jusr/1lib/pesc/drivers/ifd-ccid.bundle/Contents/Linux/libeccid.so

00119890 ccid_usb.c:609:0penUSBByName() Found Vendor /Product: 0A89/0030 (Aktiv Rutoken ECP)

00000033 readerfactory.c:1353:RFWaitForReaderInit() Waiting init for reader: Aktiv Rutoken ECP @0 0@

4. Ecnu B pesynbTaTte BbINOMHEHUS KOMaHAbl 0ToGpasunack nycras cTpoka, To npobnema cBszaHa Cc OTCYTCTBUMEM CTPOK B KOHDUIypaLMOHHOM
daine Info.plist. 310 03HavaeT, 4TO cneayeT BbINOMHUTL AanbHENLLNE AeCTBUS AaHHOTO pasaena.

Otkpovite B GBubnunoTteke libccid koHdurypaumoHHbii dpann Info.plist n npoBepbTe Hanuune B HeM 3anucer 06 yCTponcTBe.

[ns oTKpbITUSA KOHUrypaumoHHoro canna Info.plist BBeauTe komanay:

sudo nano /usr/lib/pcsc/drivers/ifd-ccid.bundl e/ Contents/Info.plist
Ecnu y Bac HeT goctyna k komaHae sudo, To Ucnonb3ynTe KoMaHay su.

B pesynbTaTe oTkpoeTcsi KoHUrypaumoHHbein dain Info.plist.

GNU nano 2.2.6 File: ...drivers/ifd-ccid.bundle/Contents

E?xml version="1.0" encoding="UTF-8"7=>
<|DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDsS
<plist version="1.0"=
<dict>
<key>CFBundleDevelopmentRegion</key>
<string=English</string=
<key>CFBundleExecutable</key=>
<string=libccid.so</string>
<key>CFBundleIdentifier</key=>
<string>org.debian.alioth.pcsclite.smartcardccid</string=>
<key>CFBundleInfoDictionaryVersion</key>
<string=6.0</string=
<key>CFBundleName</key>
<string>CCIDCLASSDRIVER</string>
<key>CFBundlePackageType</key>
=string=BNDL</string=
<key>CFBundleShortversionstring</key=
<string=1.4.15</string>
<key>CFBundleSignature</key>
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MpoBepbTe Hanuune CTpok:

® B maccue <key>ifdVendorlD</key> cTpoku <string>0x0A89</string>;
® B maccuse <key>ifdProductiD</key> cTpoku <string>0x0030</string>;
® B maccuBe <key>ifdFriendlyName</key> ctpoku <string>Aktiv Rutoken ECP</string>.

Pewexue
BygdbTe o4eHb BHUMAaTENbHbI Npu paboTa ¢ KOHMUrypaumoHHbIM aiinom Info.plist.

[obaBbTe HegocTatoLMe CTPOKU B KOHUIypaLMOHHbIN dhaiin:



® B maccue <key>ifdVendorlD</key> cTpoky <string>0x0A89</string>;
® B maccuse <key>ifdProductiD</key> cTpoky <string>0x0030</string>;
® B maccuBe <key>ifdFriendlyName</key> ctpoky <string>Aktiv Rutoken ECP</string>.

[Mocne aToro crnedyeT cCHoBa NpoBepuTb paboTy yCTponcTea B cucteme. [Ins atoro nepevigmte B pasgen Nposepka pabotel PyTokeH SLIM B cucteme.
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