Hayano pabotbl co cmapT-kapToi PytokeH 9L 3.0 NFC

® O6wasn nHopmaums
® PaboTa co cMapT-kapToi Ha KOMMbloTEPe
© B OC Windows
M3ameHeHne PIN-koaa
MpocmoTp cBeaeHun 06 ycTponicTee
MpocmoTp BEPCUM YCTAHOBIIEHHOTO KOMMNeEKTa ApanBepoB PyTokeH
BbiGop kpunTonpoBaraepa, UCnonb3yemoro no yMmonyaHuto, Ans yctpoctea PyTokeH
Bbibop meTopa reHepauum knoyesbix nap RSA
Bbi6op HacTpoek anst PIN-koga
Yka3aHue umeHu yctporictea PyTokeH
Pas6nokuposka AgmunHuctpatopom PIN-kopa MNMonb3oBaTens
dopmaTuposaHme PyTokeHa
© B OC cemeincta GNU\Linux
MpoBepka KOPPEKTHOCTN NOAKMIOYEHNS CHUTBLIBATENS ANS CMapT-KapT K KOMMbOTEPY
YcTaHoBKa [OMOMHUTENBHOTO NporpamMmmHoro obecneyeHus
MpoBepka paboTtbl PyTokeH LM 3.0 NFC B cucteme
MameHeHne PIN-koga Monb3oBatens
© B macOS
® [MpoBepka KOPPEKTHOCTU NOAKITIOHEHUSI CYUTBIBATENS ANt CMapT-KapT K KOMMbOTEPY
®  OnpepeneHne Ha3BaHUs MOAENN CMapT-KapThl
® [lpoBepka paboTbl cMapT-kapTbl B cUCTEME
B }13meHeHune PIN-koga cmapT-kapThl
® PaboTa co cMapT-kapToi Ha MOBWUBHOM yCTpOCTBE
© B OC Android
B YcTtaHoBka npunoxexus MNaHenb ynpasneHns PyTokeH Ha Android
® [logkntoyeHue PyTokeHa
®  Pa6orta ¢ npunoxeHvem MNaHenb ynpaenexHusi PyTokeH
® 3meHeHune PIN-kopa
® lI3meHeHWe MeTKM ycTpoiicTBa PyTokeH
® PasbnokupoBka PIN-koaa

© BIiOS
®  TexHuyeckne xapakTepucTuku cmapT-kapTbl PyTokeH OLIM 3.0 NFC
O6wasa nHgpopmauus

CwmapT-kapTa PytokeH 3LIM 3.0 NFC — aT0 ycTponcTBo, Ans hopmmnpoBaHus 1 6e3onacHoro xpaHeHust aneKTPOHHON Noanucu, a Takke AByXdakTopHon
ayTeHTUdMKaLMn.

OHa BbIrnaguT cregytowmm obpasom:

Co cmapT-kapToi MOXHO paboTaTb, kak Ha KOMMbIOTEPE, Tak U HA MOGUIBLHOM YCTPOUCTBE.

[nsi paboTbl CO cMapT-KapToN:



® Ha komnbloTepe. Heo6Xx0aAMM KOHTaKTHbIN UM GECKOHTaKTHBINA CYMTLIBATENb ANt CMapT-KapT;
® Ha MobGunbHOM ycTpoiicTee. Heobxoaumo, 4Tobbl MOGKbHOE YCTPOMCTBO Gblno o6opyaoBaHo cneuuansHbiM NFC-Moaynem (3To MOXHO
NpoBepuUTb B OMCAHUN €ro napameTpos).

[ns cmapT-kapTel 3aaaHbl Aea PIN-kopa: PIN-koa Monb3osatens n PIN-kog AoMuHMcTpaTopa.

Mo ymonyanuto 3Havenve PIN-koaa Monb3osatens — 12345678, a PIN-koga AgmuHuctpatopa — 87654321.

Mpy.nepsom ncnonb3osaHnm cMapT-kapTel PIN-koabl HEOBX0AUMO UBMEHNTD.

B vHCTpyKUMm onncaHbl npoueaypbl paboTtbl co cmapT-kapTon PytokeH QLM 3.0 NFC B pa3nuyHbix MOBUmbHbIX U HacTomnbHbIXx OC, a UMEHHO:

B OC Windows;

B OC cemeictBa GNU\Linux;
B macQOS;

B OC Android;

B iOS.

PaboTa co cmapT-kapTon Ha KOMNbIOTEPE

[ns nogkntoveHns cMapT-KapTbl K KOMNbIOTEPY:

1. Ecnu cuutbiBaTeNb KOHTaKTHBIN, TO BCTaBbTE B HEFO CMapT-KapTy.

2. Ecnu cuutbiBaTenb 6€CKOHTaKTHbIN, TO MPUNOXUTE K HEMY CMapT-KapTy.

3. MogkntounTe cuutbiBaTenb kK USB-nopTy koMnbloTepa. Ecnn cmapT-kapTa nofkniodYeHa KOpPeKTHO, TO Ha CYMTbIBaTENe HaYHeT CBETUTLCS
nHaukaTop. Ecnv cmapT-kapTa nogknioyeHa HEKOPPEKTHO, TO MHAMKATOP Ha CYMTbIBATENE MOXET MUraTh UMN HE CBETUTLCSA (3aBUCUT OT Modenu
cunTbIBaTens).

B OC Windows

NameHeHue PIN-kopa

Mepen Havanom paGoTbl CO cCMapT-kapTon Heo6xoanmo naMeHnTb ee PIN-koabl. YToGbl X U3MEHUTb, 3arpy3uTe 1 yctaHoBuTe KomMnnekT apariBepos
PyToKeH.

[Mocne ycTaHoOBKM KOMMNEKTa ApaniBepOB Ha KOMMbIOTEPE MOSBATCA CrieuuanbHas nporpamMmmMa Ans obcnyxvBaHus ycTpoicTs PyTokeH — lMaHenb
ynpasneHusi PyTokeH.

[ns Toro, 4tobbl n3menutb PIN-koa Monb3oBaTens unu AgMuHucTpaTopa:

1. Otkporite Manenb ynpaBneHWA PyTOKEH.



https://www.rutoken.ru/support/download/windows/
https://www.rutoken.ru/support/download/windows/

2. B packpbiBatoemcs cnmcke lMNogknioyeHHbie PyTokeH Bbibepute PytokeH SLIM 3.0 NFC CmapT-kapTa.

il Manens ynpaenenus PyToken >

AZMUHWCTPUPOBAHWE  CepTwdmkatel  Hacrpofikn O nporpamme

MoakniodeHHbe PyTokeH

| Pytoken UMM 3.0 NFC Cmapt-kapta 0 e Esectu PIMN-kog,...

Hrpopmayma
E MokazaTe CEEAEHWA O TOKEHE MHGOpMALMA. .

¥npaeneHue PIN-kogammn

..’“.;ﬂ: Pazbnoknposate PIN-koge noas3oeaTens. Heobxogumel

PazonoknpoEaTe
npaea 4ocryna AaMUHUCTRaTopa PYTOKEH 2 E

WMzmeHuTe PIN-K04E NOAEI0EATENA WA AZMWHWCTPATORA, T
5 HeoBx0AWMEl COOTESTCTEYIOWME NPABa 40CTyNa
Mma TokeHa
W 3343Tk MMA TOKeHa, HeoBXogWMbl COOTEETCTEYIILME VSMEeHIHTD,
 npasa goctyna -

PopMaTHPOBAHWE TOKEHE

i MHWUMaNWIMpoBaTe GainoEY0 CUCTEMY M ONPEennTE DopMaTHpOEATE
o MOAWTHKKM BE30NAcHOCTH TOKeHa. HeoBXoANMEl NpaBa

Aocryna AgmuHncTpaTopa PyTokeH

JAKPEITE

3. Haxwmurte Bectu PIN-kopa.
4. YcTtaHoBWTe nepekroyaTesb B nonoxeHwe AgMuHuctparop, seeaute PIN-kog AgmuHuctpatopa u Haxmute OK.

il Manens ynpaenenna PyToke >

Beegute PIN-k0g

CuynTeIEaTENE
n Pytoken 2UM 3.0 NFC CmapT-kag

O Mone30EaTeNE

(®) AAMMHWCTPETOP
PIN-kog

| --------l | RL

Oruera

5. B pasgene YnpasneHue PIN-kogamu Haxmute U3MeHUTb.
¥npaeneHwe PIN-kogamm

’“‘.:-t—.. PazenokWpoBeaTe PIN-KOAR NoAe30EaTENA. HeobX0 1AMl

PazenokWpoBEaTe
@ npaga 4ocTyna AaMUHKWCTpaTopa PyTokeH P

MzmeHWTE PIN-KO0gB NONEZ0EaTENA MAW AQMWHWCTRATOP. i
| HeoBxoAWMEl COOTEETCTEVIOWME NPagEa 4oCTyna




6. YcraHoBwWTe nepeknioyaTens B HE06X0AMMOE NoNoXeHWe, BBeauTe ABa pasa HoBbl PIN-koa n Haxmute OK. B pesynbtaTte BoibpaHHbIi PIN-kog
OyaeT n3MeHeH.

il Mawens ynpaeneHna PyTokex 4

CmeHa PIN-k0aa

BulGepWUTE ponab W BEEAWTE HOBLIM
PIN-koa gna Pytoked UM 3.0 NFC

C} MonezoEaTenes
@ AAMHUHWUCTPATOP
BeeguTe HOERIA PIN-Kog,

| sevsenee | sl

MoaTeepanTe HOBLIA PIN-Kog

--------l | RL

Ommens

MpocmoTp cBeaeHuit 06 ycTpoiicTee
B MaHenwu ynpaeneHusi PyTokeH MOXHO y3HaTb crnefytoLuyto nHopmaumio o6 ycTponcTae:

HavMeHOBaHVe Mogenu;
YHUKanbHbIN LM poBo naeHTudmkaTop;

BEPCUIO MPOLLMBKM 1 cbnarv COCTOSHUS;

obLwmin 06 bem namaTu;

obbem cBobGOAHON NaMATY;

nonuTuky Ana cmensl PIN-koga MNonb3oBaTens;

BO3MOXHOCTb ucrnonb3oBaHus UTF-8 B PIN-kogax;

BO3MOXHOCTb paboTbl ¢ Kpuntolpo PyTokeH CSP no 3awuiieHHomMy kaHany ©KH;
NoaKYeHo nn oHo no RDP.

[ns npocmoTpa cBeaeHuin 06 ycTpoicTBe PyTokeH:

1. Otkpoiite MNaHenb ynpaBneHus PyTokeH.

2. B packpbiBatowemcs cnucke MoaknioveHHble PyTokeH Boibepute PyTokeH OLIM 3.0 NFC CmapT-kapTa.

3. B pasgene UHdopmauus HaxmnTe Ha ogHOMMEHHY0 kHoMKy. OTkpoeTcs okHo MHopMaums o PyTOKeH, B 3TOM OKHe yka3aHa BCA Heobxoammas
nHopmaLust 06 ycTpoiicTee.



MHdopmagma

MokazaTe (EejeHWA O TOKEHE

HHgpopmauma...

il Mndopmauma o PyToken )4

Wma: <no label=

Mogenk: PyToken 3UMN 3.0 NFC (3100

CHCTEMHOE MMA: Aktiv Rutoken SCR 3001 Reader 0

ID: 1083863965

Bepcua: 60.01.30.02 (03)

O6BWwan namaTe: 3awmwenHas: 131072 Gant

Ce0604HAA NaMATE [BaiT): 120224

PIM-k0a MNoNe30EATENA MOXET BEITE W3MEeHEH: [10AEI0EATENEM W AZMHHWCTRATOROM

Wenonezosanwe UTF-8 B PIN-kogax: BozmosHO
Mopaepxka Kpuntolpo ©KH: Na

Microsoft Base Smart Card Crypto Provider: MognepwueaeToa
¥CTpoRCTED NogKadeHo no RDP Het

MoneiTen ssoaa PIN-koga MNonssosatens: 10/10 [ocTanock/Beero)
MoneiTen 66oaa PIN-koga AgMuHKWcTpaTopa: 10/10 [ocTanock/sBLero)

MpocMoTp Bepcun yCTaHOBIIEHHOIO KOMIIEKTa ApansepoB PyTokeH
[Ins npocmoTpa Bepcun yCTaHOBNEHHOIO KOMMNMeKTa ApanBepoB:

1. Otkponite MaHenb ynpasrneHUs PyTOKEH.
2. lMepewgnTe Ha Bknagky O nporpaMme. B none Bepcus gpaiisepoB PyTokeH ykazaH HOMep Bepcumn KOMNeKTa ApaiBepoB, KOTOPbIA yCTaHOBMEH
Ha KoMnbloTepe.

il Manens ynpasnenus PyToken >

AgMMHUCTpUpoEaHKME  JononHuTeneHo CepTudwukatel  Hacrpoiikm O nporpamme

KomnaHwsa: aMETNE

CdrUManEHEIR CanT:

I Bepcwa gpaieepos PyTokeH:

Cay#6a TEXHWYECKDH NOAAEPHKKN: hotline@rutoken.ru
https: /A, rutoken.ru/support/feedback)
+7 [495) 925 77 90

BbiGop KpunTonpoBaiaepa, UCMorb3yeMoro Nno YMonyaHuio, Ansi ycTpoicTBa PyTokeH

KpunTonposanaep — 370 AMHamu4eckun nogkniodaemas bubnuoreka, peanuaytowas kpuntorpaduyeckme gyHKLMN co
CTaHAapTU30BaHHbLIM MHTEepencom.

Y kaxpgoro kpuntonpoBanzepa MoryT 6biTb COGCTBEHHbIE HaGOPbI anNropMTMOB M COGCTBEHHbIE TpeboBaHUs k hopmaTy Kroyen u cepTudnkaTos.
Yrtobbl BbIGpaTh KpunTOnpoBangepa, KoTopbii ByaeT ncnonb3oBaTecs Ans PyTokeHa No yMonyaHuio:

1. Otkpoii MNMaHenb ynpaeneHus PyTokeH.
2. MepenpuTte Ha BKNagky HacTporiku.



3. B pasgene Hactpoitku kpuntonpoBaigepa Haxmute Hactpoiika.
HacTpokkW KpuNTonpoEaigepa

@ MpoCMOTP M M3MEHEHWE HACTPOEK KPUINTONPOEaRgEpa ana HacTpoiika

PaZANYHBE MOgENER PYTOKEH,

4. B packpbiBatoLiemcs cnvucke Cemenictso PyTokeH DL BeiGeprTe Ha3BaHWe KpunTonpoBangepa.

HacTpolikn kpunTonpoeaigepa >
Mogens PyToxeH
PytokeH 5 u PyTokeH Lite Aktiv ruToken CSPv1.0

ICemeﬁcho PyTokeH 3LMM Microsoft Base Smart Card Crypto Provider o I

HacTpoikn kpunTonposaigepa Aktiv Co, Rutoken CSPVI0D — ————

Cnocof reHepauni KNindYeeny nap RSA-2048 (v RSA-4096, ecnn nogaep»UEASTCA)
4NA CEMECTES VTP oCTE PyTokeH 3L

(®) AnnapaTHaA reHepauus

() MporpaMMHan reHepagus

OTmena MprMeHnTE

5. YT06bI NPUMEHUTb U3MEHEHUS U MPOAOIKUTL paboTy ¢ HacTpokaMun HaxmuTe MNpPUMEeHNTb.
6. YT06bl NnoaTBEPAMTL BbIOGOP KpunTOonpoBaaepa HaxmmTe OK.
7. B OkHe C 3anpocom Ha pa3peLleH/e BHECEHUSI UBMEHEHUIA Ha KoMMbloTepe HaxxmuTe [a.

Bbi6op meToaa reHepauum Kro4eBbiX nap RSA
YT1o6bl BbIGPaTHL KpUNTONpOBanaepa Ans reHepauun krnodesbix nap RSA:

1. Otkpointe MaHenb ynpaBneHusi PyTokeH.

2. MepenguTe Ha Bknagky Hactpoiku.

3. B paspene Hacrtpoliku kpuntonposaigepa Haxmute Hacrpoika.
HacTpolkW KpUNToNpoEaigepa

HacTpoika...

MPOCMOTP U M3MEHEHME HACTPOEK KPUNTONPOBaNAEpa 4nA
PAZAMYHEX MOAENER PYyTOKEH,

4. B pasnene Hactpoitku kpuntonpoaiinepa Aktive Co. Rutoken CSP v1.0 BeiGepuTe cnocob reHepauum kntodeBbix nap RSA 2048 6ut ans
PyTtokeH SUI, ansa atoro ycraHoBuTe nepekntoyatens B HEOOX0AUMOE NONOXEHME.

Hacrpoliku kpunTonpoeaigepa >
Mogenes PyTokeH KpunTonpoBaigep No yMoAYaHWH
PyTokeH 5 1 PyTokeH Lite Aktiv ruToken CSPv1.0
CeMelcTBo PyTokeH 3LIN Microsoft Base Smart Card Crypto Provider ~

HacTtpolkn kprnTonposangepa Aktiv Co, Rutoken CSPv1.0 —

Cnocof reHepayun kniodessx nap R5A-2043 (kn R5A-4096, ecnn NoggepxNEaeTCR)
ANA CEMENCTEa VTP OACTE PyTokeH 31N

(®) AnnapaTHan reHepauus

() NporpaMmHan reHepauma

OTmeHa MpruMeHHTE

5. YT06bI NPUMEHNTb M3MEHEHUS 1 NPOAOIXUTE paboTy ¢ HacTponkamu, HaxmuTe NPUMEHNTb.
6. Y7066l NnoaTBEPAMTL BhIGOP KpUnTOnpoBaaepa, Haxmute OK.




7. B okHe C 3anpocom Ha paspelleHne BHECEHUS UBMEHEHWI Ha KOoMMbloTepe HaxxmuTe [la.

Bbi6op HacTpoek anst PIN-koaa

B MaHenu ynpaeneHns PyTokeH MOXHO 3aaatb HacTporku anst PIN-kogoB. MNMepeyveHb HacTpoek ykasaH B Tabnuue 1.

Tabnuua 1

Hactpoiika

3anomMHuTb PIN-kog 13
NPUNOXEHMS...

Mpeanaratb cMeHunTs PIN-
KOO KaxKabIv pas...

Koguposanue PIN-koga B
UTF-8...

Peaynbrat BoiGopa HacTpoiku
PIN-kop MNonb3oBaTens BBOAUTCSA OAWH pa3 Npy NepBOM UCNOMb30BaHWUKU ycTpoicTBa PyTOKeH B MPUNOXeHnn.

Ota HaCTpOVlKa NO3BOSIAET YMEHbLUNTL KONNM4YeCTBO BBOOOB PIN-kopa B APUKNagHbIX NPUNoOXeHnaxX 3a cyeT
KPaTKOBPEMEHHOIo XpaHeHua nx KpI/II'ITOI'IpOBaVI,D,epoM B 3aLLIVI(*)pOBaHHOI7I namaTun.

He‘ggenyeT MCcnonb3oBaThb AaHHYHO HaCTpOVIW, €CIn HET YBEPEHHOCTU B B6e3onacHocTn KOMNbrOTEPA.

Kaxaplii pa3 nocne Beoaa PIN-kona Ha akpaHe oTobpaxaeTcs coobLueHue ¢ npeanoxeHmem namenntb PIN-kog (ecnu
nonb3oBartenb He nameHun PIN-koa, yCTaHOBNEHHbI N0 YMOMNYaHuio).

PIN-KoA4 MOXET COCTOSITb U3 KUPUNNIMYECKNX CUMBOJIOB.

OTa HacTpoika no3sonseT 6esonacHo ncrnonb3oBate PIN-koabl, cogepxalune Kupunnuyeckue CMMBONbI.

YT06bI BbIGpaTh HacTporku ans PIN-kopa:

1. Otkpointe MaHenb ynpaBneHusi PyTokeH.
2. Mepengute Ha Bknagky HacTpoiku.
3. B pasgene Hacrpoliku PIN-kopga HaxxmuTe HacTpolika.

||

Hacrpolikwn PIN-koga

ALMUHWCTRPATOPE MOMYT HACTpaWEaTE NapamMeTpr PIN-kogoE:
5 K3WWPOEAHWE, HAMNOMWHAHKWE O cveHe PIMN-koga no ymondaHumg,
KogWpoBaHue & UTF-2,

4. YcraHoBUWTE ranoyky psigoM ¢ Ha3BaHUAMU HEOOXOAMMbIX HACTPOEK.

Hactpoiikn PIN-koga X

SanUMHMTb FIM-k04 U3 NPUADKEHMA PAGOTAWMWY YEPES
KpunTonpoeangepsl Aktiv ruToken C5P v1.0 maw Microsoft Base Smart
Card Crypto Provider, noka NpUAOXEHWE He BYLET ZaKphITo.
YoeopAeT paboTy ¢ PYTOKEH, He3HAYWTeNBHD CHHUXEA Be30NacHoTE

|:| MpeanaraTe tMEHWTE PIN-KOJ KaxABIA pas,
KOrga Mononbsyetcd PIN-Ko4, 3a4aHHEBIA MO YMOAYaHHU

|:| Kognpoeate PIN-kog 6 UTF-8
MoanepxHEASTCA HE ECEMM MOZENAMKM PyToKeH
CM. CERAE2HMA D TOKEHE

OtmeHa MpHMeHKWTE

5. YT06bl NPUMEHNTL M3MEHEHUS U NPOAOIKUTL paboTy ¢ HAcTpokaMun HaxmmTe MNPUMEHUTb.
6. YT06bl NnogTBEPANTL BEIGOP HacTpoek HaxmuTe OK.
7. B okHe ¢ 3anpocom Ha paspeLleHne BHECEHUS UBMEHEHWUI Ha KoMrbloTepe HaxmunTe [a.

YkasaHue umeHu yctporictea PyTokeH

[nsi Toro 4To6bl pa3nuyaTh ycTponcTBa PyTokeH Mexay coboin cneayeT 3agaTb UMs kaxkaomy ycTponctBy. OHo He Bcerga 6yaet otobpaxaTtbes B

CTOPOHHUX NPUNOXEHNAX.

PeKOMeH,D.yeTCﬂ yKkasaTtb uma un (*)aMVII'II/IIO Bnagenbua yCTpOVICTBa WUnn KpaTtkoe HanmeHoBaHue obnactu NnpUMeHeHunsa yCTpOVICTBa.



[nsi ykasaHusi UMeHu ycTponcTBa PyTokeH:

. Otkpowite MNaHenb ynpaeneHus PyTokeH.

. B packpbiBatoLemcs cnucke MoaknioyeHHble PyTokeH BbiGepute PyTtokeH DL 3.0 NFC CmapT-kapTa.
. Haxxmute Bectu PIN-kop.

. YcTaHoBuWTe nepeksovaTtens B nonoxeHve Monb3aoBartensb.

. Beegute PIN-koa Nonb3oBaTens.

. Haxwute OK.

OO WN =

il Manens ynpaenenna PyTokex >

Beegute PIN-k0g

CynTeIEaTENE
g Pytoken 2UM 3.0 NFC CmapT-kag

@ Mone3oEaTeNE

() AAMMHWCTRETOP
PIN-kog

| --------l | EM

Orueva

7. B pasgene UMst TokeHa HaxxmunTe N3MeHUTDb.
HMma TokeHa

@‘ 3a4aTe MMA TOKEHA. HeoBXOAWUMEl COOTEETCTEYHILME S e

npaga AoCTyna

8. B none Ums ykaxute nms yctpoictea PyTokeH.

Mmn PyToked X

Mma

| iuannu{

orven

9. Haxmute OK.

Pas6nokuposka AgmuHuctpatopom PIN-kopa MNonb3osartens

PIN-koa Monb3oBatens 6rokMpyeTcs B TOM Crly4ae, eCrnv Nonb3oBaTeNlb HECKOMbKO pa3 Noapsif, BBEM €ro ¢ OLWNGKON.

PIN:-koa Monb3osaTens MOXHO pa3bnokMpoBaTk TOMbKO, ecni 3Haelwb PIN-koa AamuHucTpaTtopa.

Mocne Toro kak PIN-koa Monb3oBaTtens 6yaeT pa3bnokMpoBaH, CHETUYMK HeyAauHbIX NOMNbITOK ayTeHTUdMKaLMM NPUMET UCXOAHOE 3HaYeHMe.
Mocne pasbnokmpoBku PIN-koa MNonb3oBaTens He U3MEHUTCS.

[nsa Toro 4yto6bl paszbnokvposaTts PIN-koa Monb3oBaTens:

. OtkponTe MaHenb ynpasneHus PyTokeH.

. B packpbiBatoremcs cnivicke MNoaknioueHHble PyTokeH BeibepuTte PyTokeH LM 3.0 NFC CmapT-kapTa.
. Haxxmute Beectu PIN-kog.

. YcTaHoBuWTe nepekniovaTtens B nonoxeHne AgMuHUcTparop v seeaute PIN-koa AaMuHuctpaTopa.

A WON =



5. Haxmute OK.

il Manenes ynpaenedns PyToken >

Beegute PIMN-k0g
CYKnTEIEaTENE

g Pytoken 2UM 3.0 MFC CmapT-Eag

O MonezoEaTenk

@ AAMUHWCTPATOR
PIN-k0g

| --------l | RL

omuera

6. B cekuun YnpasneHnue PIN-kogamu Haxxmute Pa3bnokumpoBatb. B okHe ¢ coobLieHnem 06 ycnewHoM BbiNnonHeHUn onepauum Haxmute OK.
¥npaeneHwe PIN-kogamm

’“E-t—.u PazenoknpoeaTe PIN-K04m NoAE30EaTENA. HEOBX0 MM

PazénokWwpoBaTe
Npaga 4ocTyna A4MUHKWCTpaTopa PyToKeH
MzmeHnTE PIN-K04Bl NOAEZ0EATENA MAW AQMHUHWCTRATOPA. e
7 HeoBxogWMEl COOTERTCTEVHOWME NPaEa 40CTyNa

MaHene ynpasnedna PyToken *

o PIM-kog yonewne pasénoknposad

OK

B pesynbtate PIN-kog MNonb3oBatens 6yaeTt pa3bnokmposaH.

dopmaTtuposaHme PyTokeHa

B xone dhopmaTtnpoBaHus yCcTponcTBa BCe, CO34aHHbIE HAa HeM 06beKTbI yaansaTcs. Takke npu ghopmaTMpoBaHum 3afgatoTcst HoBble 3HayveHns PIN-kogos
1N BbIBMPAIOTCS 3HAYEHWS!, UCMOMb3yeMble MO YMOSYaHUIO.

Ecnun nonb3oBaTensk ncyepnan Bce nonbiTku BBoAa PIN-koaa AoMuHncTpaTopa, TO CyLecTBYET BO3MOXHOCTb BEPHYTb YCTPOWCTBO B 3aBOACKOE
cocTosiHue. [ins Takoro chopmatuposaHus Beog PIN-koga AgMmuHucTpaTtopa He TpebyeTcs.

Mpy.dopmatnposaHnm ycTpoicTBa PyTOKEH BCe AaHHbIE Ha HEM, B TOM YMCIIE KoM 1 cepTudmkaTel, ByayT yaaneHs 6e3sosspaTHo.
B npouecce hopmaTpoBaHus He criefyeT OTKMoYaTh YCTPONCTBO PYyTOKEH OT KOMMbIOTEpa, Tak Kak 3TO MOXET MPUBECTY K ero NOorioMKe.

[ns 3anycka npouecca dopmaTMpoBaHns ycTpoicTea PyTokeH:

. Otkporite MaHenb ynpaBneHus PyTokeH.

. B packpbiBatowemcsi cnucke MopknioyeHHble PyTokeH Boibepute PytokeH SLIM 3.0 NFC CmapT-kapra.
. Haxmute Beectu PIN-kopg.

. YcTaHoBWTe nepeknioyaTens B nonoxexHne AgMuHuctparop u seeaute PIN-kog AgMmuHucTpartopa.

A OON==



5. Haxmute OK.

il Manenes ynpaenedns PyToken >

Beegute PIMN-k0g
CYKnTEIEaTENE

n Pytoken 2UM 3.0 MFC CmapT-Eag

O MonezoEaTenk

@MMHHHHDETGD
PIN-k0g

| --------l | RU

omuera

6. B pasgene dopmartupoBaHue TokeHa HaxmMuTe dopmaTuposatb. OTkpoeTcsi okHo dopMaTUpOBaHMe ToKeHa.
DOpPMATUPOEIHWE TOKEHA

i MHWLMANW3KMPpOBaTE GharnoBy CUCTEMY W ONpESEANTE DOpMaTHPOEATE. ..
o NOAWTHEW Be30NacHOCTH TOKeHa, HeobxognMel Npas

AocTyna AGMHUHWCTRAaTopa PYyToKeH

ﬁi DopMaTMPOBaHME TOKEHE *
Mma TokeHa
Monesoeatens
HMcnonezosate PIN-KO4 NO yMOAYaHWID | PIN-kog Mons30BaTENH MOXKET MEHATE:
Hobubiid PIN-kog  sssssess :il DI‘IoﬂlﬁosaTEﬂb
MogTEepxaeHNE sesssses DM”“H“UFETGF
[ @ Monezoeatens W AGMUHWCTPATOP
MuHumManeHas gnvHa PIN-koga | 8 v | Kakyt noAMTMKY 8 JoMKeH BHGDATE?
MoneiTen eeoda PIN-koga 10 o~
ADMUHWCTPATOP

HMcnonesoeate PIN-K0g NO yMonYaHWo

HoBulid PIN-KDg  ssssssss i

MoaTEepXAEHWE | snssssne
MuHMmaneHaa gnvda PIN-koga |8 w

MoneiTen eE0aa PIN-koga [

Hau4ate OTmeHa

7. B none Ums TokeHa BBEaUTE MMs ycTponcTea PyTokeH.




8. B pasgene PIN-kog Nonb3oBartensa MOXeT MeHATb YCTaHOBUTE NepekntovaTenb B He06XoAnMoe NonoxeHue.

PIMN-k04 MNoAE30EaTENA MOXET MEHATE!
() NonkzoBaTent

Oﬁ,ﬂ,mmmcrpamp
@ Mone30EaTENE W AJMUHKWCTRATOR

EaEyr NoAuTHEY 8 J0N#EH EHBpaTh?

9. B paspgene MonbaoBatenb ykaxuTe HoBbIN PIN-koa Monb3osaTtens unu ycraHoute ranoyky Ucnonbsosats PIN-kof no ymonyaHuio.
10. B packpbiBatoLemcsi cnucke MuHumaneHas anvHa PIN-koaa Bbi6epute Heobxoammoe 3HaveHue.
11. B packpblBatoLiemcsi cnucke MonbiTkn BBoaa PIN-koga BeiGeprTe HEOGXOANMOE 3HAYEHME.
Mone30EaTEND

HMcnonesoeate PIN-K08 MO yMOAYaHKMKD
HoBuiii PIN-Kog @ essssses sou

MogTEEpKAEHWE | ssssssss

MUHKMMaNEHaA gavHa PIN-koga |8 =

MoneTew BEcda PIN-koaa 10

12. B pa3gene AOMUHUCTPATOP YKaxuTe HoBbl PIN-kog AgMuHUCTpaTopa unm yctaHosuTe ranodky Mcnonbsosatb PIN-ko no ymonyanuio.
13. B packpbiBatowemcsi cnvcke MuHumanbHas anvHa PIN-koga Bbibeprte HeobXxoaMMoe 3HaueHue.

14. B packpbiBatowemcsi cnvcke MonbiTkn BBoga PIN-kopa BbiGepnTe Heobxoammoe 3HaveHme.

AaMHUHWCTRpaTOPR

HMcnonezoeate PIMN-K04 N0 yMOAYaHKMKD
HoBwiid PIN-K08 ssssssss o]

MoaTEepXAeHWE  ssssssss
MuHWManeHaa gnuHa PIN-koga |2 W

MoneTen 6eoga PIN-koga M0 v

156. Haxmute Havatb.
16. B okHe c npegynpexaeHnemM o6 yaaneHun Bcex AaHHbIX Ha ycTponcTBe PyTokeH HaxmuTe OK.

Manene ynpaenedna PyToken ot

BHWMAHWE! Bee ganneie Ha PyToken ByayT yHuuToReHbl! Havate
. dopmatupoeaHue?

QK OTmeHa

17. JoxauTechb OKOHYaHWs npouecca opmMaTpoBaHuS.

PyTokeH gropmaTupyeTea

BHMMaHWe! He oTEAmYanTe PYyTOKEH, NOKA NPOLECT He
JABEPLIKMTCA

18. B okHe c coobLyeHnem o6 ycnelwHom dopmaTmpoBaHum yctponctea PyTokeH HaxmuTe OK.



B OC cemeiictBa GNU\Linux

MpoBepka KOPPEKTHOCTU NOAKMIOYEHUs1 CHUTBLIBATENS AN cMapT-KapT K KOMMbloTepy
[epBbIM AeNoM NOAKMIYMTE CYUTLIBATENb AN1S CMapT-KapT K KOMMLIOTEPY U BCTaBbTE B HErO CMapT-KapTy.

[lnsi NpoBepKY KOPPEKTHOCTU MOAKIIOYEHNSI CHUTLIBATENS AN CMapT-KapT K KOMMbloTepy BBEAWUTE KOMaHAy:

| susb

B peaynbTate B okHe TepMmuHana oto6pasuTcsl Ha3BaHue MOAENU CUUTLIBATENs ANsl CMapT-KapT:

dm18@ubuntu:~5 lsusb

Bus 001 Device ﬂﬂl' 1D 1d6b'ﬂﬂﬂ2 Linux Foundation 2.0 root hub

Bus 002 Device 004: ID 08e6:3437 Gemalto (was Gemplus) GemPC Twin Smartcarc
Bus 002 Device 00 VMware, Inc. Virtua Hub

Bus 002 Device 082: ID Beﬂf 0083 VMware, Inc. Virtual Mouse

Bus 002 Device 001: ID 1de6b:0e@01 Linux Foundation 1.1 root hub
dmi8@ubuntu:~5 I

3T0 03HaYaeT, YTo cYUThLIBaTENb Asi CMapT-KapT NOAKIOYEH KOPPEKTHO.

Orlpe,qu'WITb Ha3BaHWe CMapT-KapTbl U BbIMNOSTHUTb JanbHenwne AencTBUst JAHHON WNHCTPYKLUN HEBO3MOXHO 6e3 npe,qBapMTeanon YyCTaHOBKM
AOMNOSTHUTENbHOIo NporpamMmMHoOro obecneyeHust.

YcraHoBka AONONTHUTESIbHOIo NporpaMMHOro obecneyeHus
B deb-based v rpm-based cuctemax ncnonb3ayoTcs pasHble komaHabl. CIMCOK cucTem ykasaH B Tabnuue 1.

Tabnuua 1. Cnucok onepaumoHHbix cuctem GNU/Linux

deb-based rpm-based
Debian, Ubuntu, Linux Mint, RedHat, CentOS, Fedora, ALT Linux,

Astra Linux ROSA Linux, MCBC, lNnocllnnyke, PE[] OC

[lns BLINONHEHUS AECTBUIN AaHHON UHCTPYKLMU HEOBXOAMMO YCTaHOBUTL CrieaytoLiee NporpaMmMHoe obecneyeHue:
B deb-based cucremax ato 06bI4HO:

® Gubnuoteka libccid He Hxe 1.4.2;
® nakeThbl libpcsclite1 n pcscd;
® pcsc-tools.

B rpm-based cuctemax 310 06bI4YHO:
® ccid He Huxe 1.4.2;
® pcsc-lite;
® pcsc-tools.
B ALT Linux ato 06bI4HO:
® pcsc-lite-ccid;
® libpcsclite;
® pcsc-tools.
Takke ons Bcex TMNOB OnepauMoHHbIX CMCTEM HeobxoamMmo ycTaHoBUTbL BubnunoTteky OpenSC.

Mepen yctaHoBKON 6ubnunoTek u nakeToB npoBepbTe MX HaNn4umMe B cuctemMe. [1nsa aToro BBeAMTE KOMaHAy:

B deb-based cucremax:

dpkg -s libccid libpcsclitel pcscd pcsc-tool s opensc

Ecnun 6ubnuoTeka nnu nakeT yxe ycTaHOBIEHbI B cucTeMe, To B pasaene Status otobpasutca coobuyeHne "install ok installed".



B pasgene Version otobpa3nTcs Bepcus ykasaHHoW 6ubnuotekn unu naketa (Bepcus 6ubnuotekm libccid gomkHa 6biTh Bbiwe Yem 1.4.2).
B rpm-based cucremax:
sudo rpm-qg ccid pcsc-lite pcsc-tools opensc

Ecnun 6nbnvoTeka nnm nakeT yxxe yCTaHOBNEHbI B CUCTEME, TO Ha 3KpaHe 0ToBpas3AaTCs Ux Ha3BaHWUsA 1 HoMepa Bepcwuii (Bepcus GubnmoTtekm ccid gomkHa
6bITb Bbille Yem 1.4.2).

B ALT Linux:

sudo rpm-q pcsc-lite-ccid |ibpcsclite pcsc-tools opensc

Ecnu y Bac HeT gocTtyna Kk komaHae sudo, To UCNonb3ynTe KOMaHay su.

Ecnu 61MbnunoTtek 1 nakeToB eLle HeT Ha KOMMbITEPE, TO HEOBXOAUMO UX YCTAHOBUTD.
[Ins ycTaHOBKU NakeToB U Gubnuorek:

B deb-based cuctemax BBeauTe KomaHay:

sudo apt-get install libccid pcscd |ibpcsclitel pcsc-tools opensc
B rpm-based cuctemax (kpome ALT Linux) BBeaMTE KOMaHAy:

sudo yuminstall ccid pcsc-lite pcsc-tools opensc

B ALT Linux BBeanTe KoMaHAay:

sudo apt-get install pcsc-lite-ccid libpcsclite pcsc-tools opensc

Ecnu y Bac HeT goctyna k komaHae sudo, To Ucnonb3ynTe KoMaHay su.

MNMposepka pabotbl PyTokeH SLIM 3.0 NFC B cucreme
[ns npoBepkun paboTbl cMapT-KapThbl:

1. MopkniounTe ee K KOMNbIOTEPY.
Beegute komaHay:

pcsc_scan

3. Ecnu otobpasunock cnegytollee coobLyeHne:

user@ubuntu:~$ pcsc_scan

Using reader plug'n play mechanism
Scanning present readers...

0: Gemalto PC Twin Reader (3629CED3) 00 @8

Fri Nov 13 ©8:50:20 2020
Reader 0: Gemalto PC Twin Reader (3629CED3) 00 00
Event number: ©
card state: Card inserted,
ATR: 3B 9C 97 80 11 40 52 75 74 6F 6B 65 6E 45 43 50 73 63 CO

JATR: 3B 9C 97 80 11 40 52 75 74 6F 6B 65 6E 45 43 50 73 63 CO
+ TS = 3B --> Direct Convention
+ T@ = 9C, Y(1): 1801, K: 12 (historical bytes)
TA(1) = 97 --> Fi=512, Di=64, 8 cycles/ETU
500000 bits/s at 4 MHz, fMax for Fi = 5 MHz => 625000 bits/s
TD(1) = 88 --> Y(i+1) = 1088, Protocol T = @
TD(2) = 11 --> Y(i+1) = 8081, Protocol T = 1
TA(3) = 40 --> IFSC: 64
+ Historical bytes: 52 75 74 6F 6B 65 6E 45 43 50 73 63
Category indicator byte: 52 (proprietary format)
+ TCK = c@ (correct checksum)

Possibly identified card (using /fusr/share/pcsc/smartcard_list.txt):
NONE

Updating /home/user/.cache/smartcard_list.txt using http://ludovic.rousseau.free.fr/softwares/pcsc-tools/smartcard_list.txt

Possibly identified card (using /home/user/.cache/smartcard_list.txt):
3B 9C 9780 4 4 B.6 45 43 50 73 63 Co

g a 6F_6R 5
Aktiv Rutoken ECP 3.0 NFC (PKI

ttps://www.rutoken.ru/products/all/rutoken-ecp-nfc/

3HaunT cMapT-kapTa paboTaeT KOPPEKTHO.

N3meHenne PIN-koga Monb3oBartens
Mepen 3anyckom npouecca cmeHbl PIN-koga yctaHoBuTe 6ubnmoteky PKCS#11 1 onpepenute nyTe Ao 6ubnuoteku librtpkcs11ecp.so.
[ns Toro 4TobbI 3arpy3nTb GMbnuoteky PKCS#11:

1. OnpenenuTe paspsigHOCTb UCMONb3YEMOWN CUCTEMbI:

uname -p



Ecnu B pesynbTaTe BbINONMHEHUSt KOMaHAb! 0ToBpasunack cTpoka nogobHas "i686", To cuctema aBnsieTcs 32-pa3psaHoi.

Ecnu B pesynbTaTe BbINOMHEHWS kOMaHabl oTobpasunack cTpoka nogobHas "x86_64", To cuctema siBnsieTcst 64-pas3psgHoii.
2. lMNepewignTe No yka3aHHOW ccbinke, Bbibepute HEOBXOAMMYIO BEpCUIO, 3arpy3unTe 1 yCTaHOBUTE ee:
https://www.rutoken.ru/support/download/pkcs/

[ns Toro 4TobLI ONpeaenuTL NyTb A0 GubnuoTekm librtpkes11ecp.so BBeanTE KOMaHAY:

find /usr/*(lib]lib64) -nanme |ibrtpkcsllecp.so

usr/*(1ib|1ib64) -name librtpkcsilecp.so

usr/libflibrtpkcsllecp.so

[ns nameHenns PIN-koga BBeauTe KOMaHay:

pkcs1l-tool --nmodule {A} --login --pin {B} --change-pin --newpin {C
A — nyTb o 6ubnuoteku librtpkcs11ecp.so.

B — Texywmn PIN-koq ycTpoiicTea.

C — HoBbIn PIN-kog ycTpoiicTsa.

B pesynbtate PIN-kog ycTporictBa OyaeT U3mMeHeH.

B macOS

ﬂpoaepKa KOPPEeKTHOCTU NOAKIioYeHUua cYUTbiBaTens Ana CMapT-KapT K KOMNbIoTepy
[nsi NpoBepPKY KOPPEKTHOCTU MOAKIMIOYEHNSI CHUTLIBATENS Af1sl CMapT-KapT K KOMMbloTepy:

1. MomkntounTe cYMTBIBATEND ANA CMApT-KapT K KOMMbIOTEPY Y BCTaBbTE B HEFO CMapT-KapTy
2. Otkpotite nporpammy MHcopmaums o cucteme (System Information).

3. Ha 6okoBoi naHenu okHa nporpaMmbl BbibepuTe nyHkT USB.
4. [Insi cumTbiBaTENS B OKHE NPOrpaMMbl 0TOOPa3nTCa Ha3BaHUe MOAENN CYUUTLIBATENS U MHDOPMaLUSA O HEM.

[ ) o MacBook Pro
v AnnapaTtHoe o6ecrneyeHue
ATA CrpykTtypa USB
’;‘L‘:&:i‘g + IWwHa USB 3.0
Fibre Channel BcTpoeHHas knaBuaTypa Apple / Tpeknag
FireWire v BRCM20702 Hub
NVMExpress KoHTponnep Bluetooth USB
pCI ACR1281U
SAS
SATA
SPI - e
Thunderbolt
USB ACR1281U:
Fpaduka/MoHUTOPbI
ID npopykTa: 0x2224
AVEMEETIE ID npouseoguTens: 0x072f
3anucb AMcKoB Bepcus: 5.30
38yk CKOpOCTb: o 12 M6uT/c
Kamepa MpousBoauTeNb: ACS
Kaptbl Ethernet ID pasmelueHus: 0x14100000/9
KoHTponnep [lonycTuMblit ToK (MA): 500
MamsTb MoTpebnsiemblit Tok (MA): 200
MapannensHsiit SCSI N36bITOYHDBIN pabounit Tok (MA): O
MpuHTEpbI
YCTPOWCTBO YTEHNs KapT
SYSELTALI B8 MacBook Pro — user > AnnapaTHoe o6ecneyeHne > USB > LlinHa USB 3.0
SnekTponuTaHue

370 03HA4aeT, YTO CUUTLIBATENb AT CMapPT-KapT NOAKMTIOYEH KOPPEKTHO.


https://www.rutoken.ru/support/download/pkcs/

OnpeaenexHue HasBaHUA MOAENM CMapT-KapThbi
I'Iepe,u 3anyckom npotecca onpepeneHna HaseaHua Mogenn CMapT-KapThbl:

® 3arpyauTe u yctaHoBuTe naket OpenSC;
® 3arpyauTe n ycTaHoBuTe npunoxeHve PyTokeH anst macOS;
® onpegenute nyTb Ao Gubnuoteku librtpkes11ecp.dylib.

AKTyanbHas Bepcus ycTaHoBo4YHOro naketa OpenSC gocTynHa no cebliike:
https://github.com/OpenSC/OpenSC/wiki
[nsa yctaHoBku naketa OpenSC:

1. BanycTtute nporpammy yctaHoBku naketa OpenSC.

2. B okHe C yBeJOMNEHMEM O TOM, YTO aBTOP MPOrpamMMbl SIBIISIETCA HEYCTaHOBIEHHbIM pa3paboTUnkoM HaxkmuTe OTMEHUTb.
’

3. Bblbepute B meHto Apple (.) nyHKT CUCTeMHbIe HacTpoitku (System Preferences).
4. BbibepuTe HacTpoliky 3awmTa U 6esonacHocTb (Security & Privacy).

3awmTta u
6e3omnacHoOCTb

5. Haxmute MoaTeBepAnTL BXOA.

() < 3awmra n 6e3onacHocTb Q

OCHOBHble FileVault  BpaHgmayap KoHpupaeHumanbHOCTb

,D.I'Iﬂ 9TOro nosb3oBaTtesnsa 3afgaH naposib BXoga CMeHUTb naposb...

3anpamv|BaTb naposib  4yepes 5 MWHYT e npu BbIXo4e U3 pexkmma CHa Uiun 3actaBku

PaspelmnTb NCnonb3oBaHWe NPUNOXEHWUI, 3arPy>KEHHbIX U3:

MpunoxeHue «OpenSC Uninstaller» 3abnoknpoBaHo, Tak kak ero aBTop MopTBepaunTb BXOA,
He IBNSIETCA YCTAHOBEHHbBIM Pa3paboTYMKOM.

g 7; Haxxmute Ha 3aMoK, 4YTO6bl BHECTU N3MEHEHUS.



https://github.com/OpenSC/OpenSC/wiki

6. YT06bl NOATBEPAUTL OTKPLITUE YyCTAHOBOYHOIO naketa OpenSC HaxmuTe OTKPbITb.

?

macOS He yaaeTcs NpoBepUTb
pazpaborumnka «OpenSC Uninstaller».
Bbl AeACTBUTENbHO XOTUTE OTKPbITb
aToT daiin?

OTKpbIB 3TO NPWUIOXEHWe, Bbl npourHopupyeTe
CUCTEMHbIE HAaCTPONKKM 6830MacHOCTU.

B pesynbraTe BpegoHocHoe MO MoXeT Nony4nTb
[ocTyn K Bawemy komnbloTepy n MHGopMaLmu,
4YTO MOXET HaHecTu Bpep Bawemy Mac unu
co3sgaTb yrpo3y Bawei KoHOWOEHUMaNbHOCTMI.

github-
production-release-
asset-2e65be.s3.amazonaws.com

OTKpbITb

MNepemecTuTb B KOP3KHY

OTMeHUTb

7. CHoBa 3anycTute nporpammy yctaHosku naketa OpenSC n HaxmuTte MNpogomkuTb.

8. UTto6bl HauaTb NpoLecc YCTaHOBKW HaXXMUTE YCTaHOBUTL.

9. B okHe Ans BBOAA Y4ETHBIX AAHHBIX YKaXUTe naponb nonb3oBatens u HaxmuTe YeraHosutb M10.
10. lNocne 3aBepLueHMs NpoLecca ycTaHOBKM HaxmunTe 3akpbITb. B pesynbtarte naket OpenSC 6yaeTt ycTaHOBEH.
11. Ecnu nocne ycTaHOBKW NakeTa HEOGXOANMO OCTaHOBUTL YCTAHOBLLMK, TO HaxMUTe OCTaHOBUTD.

[nsa Toro 4toGbl 3arpy3uTb NpunoxexHne PyTokeH ans macOS nepeiianTe No ykasaHHOW CCbifKe:
https://www.rutoken.ru/support/download/mac/

PyToken ans mac0S
Bepcus: 1.0.0 or 14.11.2019
Mopaepxueaemble 0C:  macOS 11.00/10.15

CneyuansHoe npunoxexne ana patotel RSA-cepTuduKaToB Ha ycTpoicTBax cemeicTa PyTokeH
IUN ¢ ucnonb3oBaHnem WHCTpyMeHToB macOS.

[ns yctaHoBku npunoxenus PytokeH anst macOS, B okHe PyTokeH anst macOS nepetawumte 3Havok PyTokeH anst macOS B nanky Application.

[ns Toro 4To6bI ONpeaenvTL NyTh A0 GuGnMoTeku librtpkes11ecp.dylib:

1. Otkponte Tepmunan (Terminal).
-

2. BBeauTe komaHay:

sudo find /usr -nane |ibrtpkcsllecp.dylib


https://www.rutoken.ru/support/download/mac/

3. Haxwmute Enter. B pesynbTate B okHe TepmuHana otobpasutcs nyte Ao 6ubnuotekm librtpkes11ecp.dylib.

Last login:

Password:

user@MacBook-Pro-user ~ % sudo find /usr -name librtpkcsllecp.dylib

/usr/local/lib/librtpkcsllecp.dylib
user@MacBook-Pro-user ~ %

YT06bI onpegennTtb HaseaHWe Moaenu CMapT-KapThbl, NOAKMNIOYUTE €€ K KOMMNbIoTEPY U BBEAUTE KOMaHAy:

pkcsll-tool --nodule {A} -T

A — nyTb fo 6ubnuoTekm librtpkcs11

ecp.dylib.

B pasgene token model oto6pasutca Ha3BaHne Mogenu cmapT-KapThbl.

user@MacBook-Pro-user ~

Available slots:

Slot @ (@x@): Aktiv Rut
token label :
token manufacturer
token model
token flags :

initialized, user PIN
hardware version
firmware version
serial num
pin min/max :
user@MacBook-Pro-user ~

% pkcsll-tool —--module /usr/local/lib/librtpkcsllecp.dylib -T

oken ECP

Rutoken ECP <no label>
Aktiv Co.

Rutoken ECP

login required, rng, SO PIN to be changed, token initialized, PIN
to be changed

20.5

23.2

3b9%9abed4

8/32

%

MpoBepka paboTbl cMapT-KapT!

bl B CACTEME

[ns npoBepku paboTbl PyTokeH SLIM:

1. Togknto4mTe yCTPOMCTBO K KOMMbLIOTEPY.

2. Otkponte TepmuHan (Term

-

3. Beegute komaHay:

pcsct est

inal).

4. Haxwmute Enter v BBeaute undpy "1".

o

6. HaxmuTte Enter.

. Haxmute Enter v BBegute undpy "1".




7. Ecnu otobpasunock crneaytollee coobLieHne:

(] [ ] {8 user — -zsh — 80x24

50 73 63 Ce

Testing SCardDisconnect : Command successful.
Testing SCardReleaseContext : Command successful.
Testing SCardEstablishContext : Command successful.
Testing SCardGetStatusChange

Please insert a working reader : Command successful.
Testing SCardListReaders : Command successful.
Reader @1: Gemalto PC Twin Reader

Enter the reader number HE

Waiting for card insertion
: Command successful.

Testing SCardConnect : Command successful.

Testing SCardStatus : Command successful.

Current Reader Name : Gemalto PC Twin Reader

Current Reader State : Oxb4

Current Reader Protocol : Ox1l

Current Reader ATR Size : 19 (ex13)

Current Reader ATR Value : 3B 9C 97 80 11 40 52 75 74 6F 6B 65 6E 45 43
50 73 63 Ce

Testing SCardDisconnect : Command successful.

Testing SCardReleaseContext : Command successful.

PC/SC Test Completed Successfully !
user@MacBook-Pro-user ~ %

3HauuT cmapT-kapTa paboTaer.

N3meHeHune PIN-koaa cMapT-kapThbl
[ns usmeHeHns PIN-koga BBeAUTE KOMaHAy:
pkcsll-tool --nodule {A} --login --pin {B} --change-pin --newpin {C}

A — nyTb go 6ubnuotekm librtpkcs11ecp.dylib.
B — tekywuii PIN-koa ycTponcTBa.
C — HosbIn PIN-koA, ycTpoiicTBa.

Last login:

user@PMacBook-Pro-user ~ % pkcsll-tool ——module /usr/local/lib/librtpkcsllecp.dylib
—-login ——pin 12345678 —-change—-pin ——new—-pin 87654321

Using slot @ with a present token (9x@)

PIN successfully changed

user@MacBook-Pro-user ~ %

B pesynbtate PIN-kog ycTporictBa ByaeT U3mMeHeH.

PaboTa co cmapT-kapTon Ha MOBUNBHOM YCTPOMCTBE
B OC Android
Pa&Ta CO CMapT-KapTon BO3MOXHA, €CNU BbINOMHSATCS ABa YCIOBUS:

® y MobunbHoro yctpoictea ectb NFC-moaynb;
® Ha MOBMIbHOM YCTpoicTBe BkItoveHa dyHkums NFC.

Mpu paboTe co cmapT-kapTon Ha MOBUIIBHOM YCTPONCTBE OTOBpaXkaeTcs cneunanbHOe OKHO ¢ COOBLLEHNEM, KOTOPOe NpeaynpexaaeT, YTo KapTy
HeobX0AMMO NPUNOXUT.

CmapT-kapTa npuknagsiBaeTcst kK MOGUNbEHOMY YCTPOUCTBY CrieaytoLmM o6pa3om:



CmapT-kapTy HeobxoaMMo AepxaTb Tak 40 TOro MOMEHTa, Noka Ha akpaHe cmapTdoHa oTobpa3snTcs coobLueHne o Tom, YTo paboTa ¢ kapton NFC
3aBepLUeHa.

YcTtaHoBKa npunoxexua MNaHenb ynpaeneHus PyTtokeH Ha Android

Mpunoxexune MNaHenb ynpasneHnsi PyTokeH AaeT BO3MOXHOCTb:

npocmaTpmBaTth MHOPMaLIMIO O NOAKIIOHYEHHbIX YCTPOWCTBax PyTokeH;
n3meHsATb PIN-koabl U METKM YCTPOWCTB.

[ns yctaHoBku npunoxexus MaHenb ynpasneHns PyTokeH:

1.
2.
3.

~o o

Banyctute Google Play Mapket Ha ycTpoiicTse.
B cTpoke noucka BBeanTe Ha3BaHue npunoxeHust n Haxmmte ENTER.
Bbibepute MaHenb ynpaBneHusi PyTokeH B cnucke pesynbTaTtoB novcka. OTKpoeTcs cTpaHuua ¢ Noapo6HbIMU CBEAEHNUSMU O MPUIIOXKEHNN.

. Haxxmute YcTtaHOBUTB.
. O3HaKoMbTeCh CO CMUCKOM MpaB, KOTOPble HEOOXOANMbI NPUMOXEHUIO.

Ecnu Bbl cornacHbl npenocTaBUTb NMPUIOXEHUID Tpe6yeMble npaea, HaxmuTe anIHﬂTb. HayHeTcsa 3arpyska n yCtaHoOBKa NMpuIioXXeHus.

. Ecnu Bbl He cornacHbl NnpeaocTaBuTb NpUnoxeHuio Tpebyemble npasa, HaxmuTe Hasapa. B aTom cnyyae yctaHoBka npunoxenus 6yaet

OTMEHeHa.

MopknioyeHne PyTokeHa
ng.noaxnioueHns ayanbHol cmapT-kapTel ¢ nogaepxkon NFC Heobxoanmo mobuneHoe yctpoiicteo ¢ NFC-moaynem.



[nsi npoBepku 0TOBpaXeHWs HasBaHWsA AyarnbHoN cMapT-kapTbl B NpuroxeHun MaHenb ynpasneHusi PyTokeH:

1. 3anyctuTe npunoxenue MaHenb ynpaBneHusi PyTokeH.

2. Mpunoxute PytokeH 3LM 3.0 NFC k MoBunbHOMY yCTPOWCTBY.
3. B OkHe NpUNoxeHusi, B KapTOYKe YCTPOWCTBA HAXMUTE Ha CTpenouky. OTKPOETCsi OKHO C OCHOBHOW MHGOpMaLIMel 0 cMapT-kapTe.
Ha unnioctpaunsix npeAacTaBneH npuMep KOPPEKTHOTrO 0TOBpaXeHUst Ha3aBaHUst CMapPT-KapTbl ¥ UHCOPMALIMK O HEW.

PYTOKEH

Pytoken 3LIM 3.0 NFC
CmapT-KapTta

3d2d8406
ivanov

PYTOKeEH

PyTtoken 3LIIM 3.0 NFC
CmapT-KapTa

3d2d8406
ivanov

Bepcua 60.1.28.2
CeobopgHas namaTb 116 K6anT

MNameHuTb PIN-KOg MoXKeT
MNonb3oBaTtenbs U AQMUHUCTPATOP

Pa6ota ¢ npunoxeHuem MaxHens ynpaeneHus PyTokeH

MNameHeHne PIN-kona

Insa namerHenuns PIN-koaa Monb3oBaTtens unu AgmuHucTpaTopa B npunoxeHun Maxnens ynpaeneHus PyTokeH:



1. Mopakniounte cmapT-KapTy K yCTporcTBY Ha Android.
. Banyctute npunoxenuve MaHenb ynpasneHUs PyTOKEH.

3. HaxmwuTe Ha KapTOuKy yCTpOMCTBaA.

4. YT06bl OTKPbITE MEHIO, HAXXMWUTE B MPAaBOM BEPXHEM Yriy Ha 3Ha4OK

5. Bbibepute nyHKT MmeHto CmenuTb PIN-kog. B npunoxeHun otobpasuTtcsi okHo Ansi BBoaa Hoeoro PIN-koaa.

6. MepeviguTe Ha Bknaaky Monb3oBaTtens (ans Beoaa Hosoro PIN-koaa Monb3oBaTens) unv AoMuHUCTpaTop (anst BBoga Hosoro PIN-koaa
AgmuHncTpaTtopa).

7. Beegute Tekywmii PIN-koa.

8. [Ba pa3a HosbI PIN-kog

< CmeHuTb PIN-KOA

MONTIb30OBATE/b AOMUHUCTPATOP
PIN-koa
[

{oBbin PIN-Kofg

87654321 L8

MoaTeepanTe HOBLIN PIN-KofQ

9. Haxmute OK.

M3meHeHre mMeTku ycTponctea PyTokeH
D,J'lﬂ N3MEHEeHUA MeTKN yCTpOVICTBa:

1. Mopakniounte PyTokeH K ycTporcTBy Ha Android.
2. 3anyctuTe npunoxenue MaHenb ynpaBneHusi PyTokeH.

3. HaxmuTe Ha KapTOuyKy YCTpOWCTBa.

4. YT06bl OTKPbITE MEHIO, HAXXMWUTE B MPAaBOM BEPXHEM Yy Ha 3HA4OK
. Bblbepute nyHKT meHio CMeHWUTb MeTKy TOKeHa. B npunoxeHnn otobpasmntca okHo Ansa BeBoga PIN-koaa MNMonb3oBaTenst n HOBOW METKU.
6. Beeaute PIN-koa MNMonb3oBartens.

()]



7. BBegute HOBYIO METKY.

< CMeHUTb MeTKy TOKeHa

PIN-kog
Sssssses

MeTka

ivanov

8. Haxmute OK.

Pasbnokuposka PIN-koga
[nsa pasbnokupoku PIN-koaa Monb3oBaTens:

1. Mopkntounte PyTokKeH Kk ycTpoiicTBy Ha Android.
2. 3anyctute npunoxeHve MaHens ynpasneHUs PyTOKEH.

3. Haxmute Ha KapTOuKy yCTpoWcTBa.

4. YT06bl OTKPbITE MEHIO HAXXMWUTE B NMPABOM BEPXHEM YrIly Ha 3HA4YOK
5. Bblbepute nyHKT MeHio PaabnokupoBartb. B npunoxerun otobpasutcst okHo anst Beoga PIN-koga AoMUHMCTpaTopa 1 KHomka Anst
pasbnokuposku PIN-koga MNonb3oBaTens.

Beegute PIN-kog AgMuHMcTpaTopa.

<  Pas6nokupoBaTtb

PIN-kog AaMuHucTpaTopa

smssssas

7. Haxmute OK.
.
BiOS
Pa&ra CO CMapT-KapToln BO3MOXHa ecnv cobnoaatoTcsa ABa yCrnoBus:

® Bepcus iOS oT 13 1 BbllweE;
® y Bac ogHa u3 cnegytowwmx mogenein iPhone: XR; XS; 11; 11 Pro; 11 Pro Max; 12; 12 mini; 12 Pro; 12 Pro Max.

Mpw pa6oTe co cMapT-kapTon Ha MOBMITEHOM YCTPOICTBE OTOGpaXaeTcs creumanbHoe OKHO C COOBLLEHMEM, KOTOPOE NPeaynpeXxaaeT, YTo KapTy
HEOBXO0AMMO MPUITOKUTB.

CmapT-kapTa NpuknaabiBaeTcst K MOGUNBHOMY YCTPOCTBY CriefyoLym oGpa3om:



BepxHsis yacTb cmapTdoHa AoMKHA HAaXOAUTBECSA B HECKOMNBbKMX MUNMMMETPax OT CMapT-KapThbl.

CmapT-KapTy HeobXxoanMo AepaTb Tak 40 TOr0O MOMEHTA, NoKa Ha akpaHe cmapTdoHa oTobpasutcs coobLyeHne o Tom, 4To paboTta ¢ kaptot NFC
3aBeplueHa:



Mpouecc nognucaHns AOKYMEHTa B NPUNIOXEeHUN COCTOUT N3 CrieayoLwmux Wwaros:

1. OTKponTe NpunoxeHue, B KOTOPOM HEOBX0ANMO NognMcaTb AOKYMEHT.
2. OTKpOWTE JOKYMEHT.



3. HaxwmuTte MNognucatb.

[oKyMeHT ang nognucu

X% anm pator 8
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Nonpatgenene McTpuncKkR PIC

OTBETCTEEHHONY PYKOBOANTENE pafoT Apeuxana A €. (Fp. V) Agnyck ansuy hctaxos A. B

NponseoguTens paser Fypuanon AW Hatmonaneuy

€ wnenawn Bpuragu  Cywxeswd A, 6. (rp. IV), dyes B. 8. (rp. I¥), Cowkuw B.9., fekcamos 8. B. (rp. ¥), Cyxawos 4. B. (rp

V), Auxoysos A.A.Tkavenxo [, W, (rp. IV), Uynsra A... fe6enes M. A. (rp. IV), K H.M.. Nomiawoe A.A.. AcTaxos A. B.

Pafiory Wavats . para 14.05.2019 pewn __10:56 Pasory sacowiuru: gata  31.05.2019 wpeun 10153

woAroToaxe paboun ueer K pasiar
HTO A0AKHG BWTh GTEANMEND W T4 3a3ewneno

Haumerooanie 3nEXTPOYCTAROE0K, B KOTOPME HysHO
npoREcTY W YCTAHORYTR 383eMnEHAA
1

2

CTAeNkHIe yrasasn: KAATS — 04N #3 BAOB NeNATHOA NPOAYKLUN. HENEQHOAWMECKOS WIAdwwe, COCTOAME® M3 COPOUNPOBINHAX WIN OTAEMSHE
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PEAHAIHANEHHOE ATR NEWOTH B B OTARMEHOTO COROMMPOBINHOTO WIAMHA(Z). COBPEMENIE ARTCKHE KHWTW-KIPTHHKH NOTYT WAETH HETPAIMIN

Geatym QOpMY W GeiTh MPEACTABNEHS B BNA® OTASMSHbiX NWCTOR WIW KANTOWEK © WIMNCTRAUARMA W IBQIHAINA . [WACTH WAW KIPTOUKW AOMKHH GuTh C
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4. Beegute PIN-kog Nonb3oBaTens n Haxmute MNpogomkuTb.

Beegute PIN-kop

PIN-kopf,

MpoponkuTb

5. MpunoxuTte cMapT-KapTy U AOXAUTECH OKOHYaHWA NpoLlecca NoANucaHns AoKymeHTa. B pesynbtate AokymMeHT 6y,qu noanncaH.

TexHu4eckne xapaktepuctmkn cmapTt-kapTbl PyTokeH SUIM 3.0 NFC

Kputepwii XapakTepucTuka cMapT-KapThbl

OCHOBHbIE XapaKTepUCTUKu

AnnapaTtHas JacTb 3aLyLLEeHHbI MUKPOKOHTPOMMEP CO BCTPOEHHOW 3HEPTO3aBUCUMON NaMATbIO
EEPROM nawmsitb 128 Kbawit

abapuTHble pasvepbl 85,6 x 53,98 x 0,76 Mm

Macca 55r

Moppepxveaembie OC

Microsoft Windows 10/8.1/2019/2016/2012R2/8/2012/7/2008R2/Vista/2008
GNU/Linux (B TOM Yncrie oTe4ecTBEeHHbIe)

Apple macOS 10.15/10.14/10.13/10.12/10.11/10.10/10.9

Android 5 n HoBee

iOS 13 n HoBee

ABpopa

lNonnepxvBaembie nHTepgeVicsl n cTaHaapThbl

PKCS#11 Bepcun 2.20, Bkntovasi poccumnckuin npocpuns (2.30 na
draft)

Microsoft Crypto API na
PC/SC na
Microsoft Smartcard API na
USB CCID (pa6oTa 6e3 ycTaHOBKM ApaiiBepoB) na
ISO/IEC 7816

® |SO/IEC 7816-3, npotokon T=0 1 T=1 Ans KOHTaKTHOW MMUKPOCXEMbI,
® |SO 14443 (NFC) ans 6eCKOHTaKTHOWM MUKPOCXEMBb.

KpunTtonposangep cobcTBeHHbIN Crypto Service Provider



CepTtudumkatsl X.509 Bepcumn 3 Ha ypoBHE NPOrpaMmHOro na

obecneveHnst

KpunTtorpaguyeckme Bo3MoxXHoCTH
Mopaepxka anroputma FOCT 28147-89 Oa, annapaTtHasi peanusauusi
Moppepxka anroputma MOCT P 34.12-2015 (Marma) Oa, annapaTtHasi peanusaumsi
Moppepxka anroputma MOCT P 34.12-2015 (Ky3Heuuk) na, annapaTtHasi peanusaumsi

Pexwvm wndpposaHus
® npocTasi 3ameHa,

® rammupoBaHue,
® ramMmupoBaHue ¢ 06paTHON CBSA3bI0

Pexum BbIpaboTkn UMUTOBCTaBKM na

leHepaums knoyen LWndposBaHns na

MMnopT kntover WwudposaHns HeT

3anpeT akcnopTa kntoyven wmudpoBaHus na

Moppepxka anroputma FOCT P 34.10-2012 na, annapaTHasi peanusauus
®dopmumpoBaHue 1 nposepka 3l na

leHepaums knoyeBbIX Nap fa, C NpoBepKoii kayecTa
MMnopT kntoyeBbIx Nap [a, C NOMOLLbIO KINtoYa AMUTEHTA
3anpeT aKkcnopTa KIo4eBbiX nap na

CpoK AeicTBMSA 3aKpbITbIX KrtoYewn no 3 net

Pasmep 3akpbiToro kntova 256 1 512 6ut

Mopnepxka anroputma FOCT 34.11-2012 (256 u 512 6uT) annapaTHasi peanusaums
BbluncrieHne 3HauYeHUs XaL-pyHKLMN [a, B T. Y. C BO3MOXHOCTbIO nocreaytoLlero popmupoBanus 3M
dopmumpoBaHue 1 nposepka 3l na

leHepaums kroYeBbIX Nap [a, C NpoBepKoii kayecTsa
MMnopT kntoyeBbIx nap na

3anpeT aKkcnopTa KIoyeBbIX nap na

CpoK AeicTBMS 3aKpbIThIX KItoYen 0o 3 net

Moppepxka anroputma FOCT 34.11-94 annapaTHas peanusauus
BblpaboTka ceCCMOHHbIX Krtodeit (Kntoyeid napHoi CBsiaun) na

® o cxeme VKO GOST R 34.10-2001 cornacHo RFC 4357
® o cxeme VKO GOST R 34.10-2012 cornacHo RFC 7836

Pacwwupenwne no cxeme EC El-Gamal na

Moppepxka anroputma RSA annapaTHas peanusauus paclmdposaHus 1 nognucn (RSA-1024, RSA-2048, RS
A-4096)

dopmmpoBaHne aNeKTPOHHON NOANUCH na

eHepaums knoYeBbIX Nap [a, C NpoBepKOM KayecTBa

MmnopT kntoyeBbIx nap na

3anpeT aKcnopTa KIo4eBbiX nap na



Pasmep kntouen
Moppepxka anroputma ECDSA

Mopnepxka anroputmos DES (3DES), AES, RC2, RC4, MD4,
MD5, SHA-1, SHA-256

DopmmpoBaHMe 3NEKTPOHHONW NOANUCH
[eHepaums knoyeBbIX Nap
MmMnopT kntoveBbix nap

Pa6ota ¢ CK3U «KpunTolpo 5.0» no npoTokorny 3aluThl kaHana
SESPAKE (®KH2).

0o 4096 6ur

Aa, KpuBble secp256k1 n secp256r1

XpaHeHwue akcrnopTupyembix kntovein B EF,

SHA-1, SHA-256, MD5 B PKCS#11, RC4, MD4, MD5, SHA-1, SHA-256, 3DES,
AES B minidriver

na

a, C NpoBepKOM KayecTBa

na

aa

CBegeHusi o cepTugpukaymm

Hanuuuve ceptudmukara ®CTIK

Hanuuuve ceptudukara ®Cb

dainoBas CTpykTypa

Twn pa3melleHns ainoBbix 06bEKTOB B NaMsATK (apxuTekTypa
hannosow cucTembl)

KonunyecTBo nanok 1 ypoBeHb UX BNOXEHHOCTU
Yucno dannosbix 06EKTOB BHYTPU Narnku

XpaHeHue knioyeBor nHdopmaumm

3anpeT aKcnopTa 3aKpbITbiX ¥ CUMMETPUYHBIX Krtouen

LLindppoBaHne dannosor cuctemsl

[ononHuTtensHo

fa
fa

Qaviniosas cuctema
BCTpPOeHHas, no ctaHgapty ISO/IEC 7816-4

ncnonb3oBaHue File Allocation Table (FAT)

ypOBeHb orpaHnyeH o6bLeMom cBo60AHON NamsTH

[0 255 BKNOYUTENBHO

® ucnonb3oBaHue gaiinos Rutoken Special File (RSF-carinos)ans xpaHeHus
Knoven wndgposaHus, cepTudrKaTos;

® ucnonb3oBaHWe NpefonpeaeneHHbIX Nanok Ans XpaHeHns pasHbiX BUOOB
KInoYeBOn MHpopmaLum ¢ aBToMaTU4EeCKMM BbIGOPOM HYXXHOW Nanku npu
cosgaHum 1 ncnonb3oBaHun RSF-cpaiinos

aa

Aa, npospayHoe, anroput™ FOCT 28147-89, yHukanbHbIV KntoY LuMdpoBaHns ans
Ka)K0ro aKk3emnnspa ycTponcTea

ucnonb3oBaHue Security Environment ans yno6bHoin HacTpoiikv napameTpoB
KpunTorpacduyeckmx onepaummn

AyTeHTUMKaUNsI N KOHUAEHUNAIbHOCTb

[ByxdakropHas ayTeHTudmKauns

YpoBHu goctyna

PasrpaHuuyeHvie goctyna k annoBbiM 0GbekTamM B COOTBETCTBUM
C YPOBHEM JocTyna

OrpaHuyeHnne yncna nonbitok BBoaa PIN-koaa

Mopnepxka PIN-kogos

OrpaHunyeHne muHmmanbHoro pasmepa PIN-koaa

na, npeabsiBneHne TokeHa + Beog PIN-koaa

® [ocTb
® [lonb3oBatenb
®  AgMUHMCTpaTOp

na

Aa, HacTpanBaemoe

rnobanbHble PIN-kogbl: AoMuHUcTpaTopa 1 Monb3oBatens,
nokanbHble PIN-koabl (4ns 3almTbl KOHKPETHLIX 0OGBbEKTOB B NamMsATn
YCTPOWCTBA, HanpuMep, KOHTEWHEPOB CEPTU(UKATOB)

® HacrpavBaemble annapatHble NONUTUKK kKavyecTtBa PIN-kogos

na, HacTpavBaeTcsa He3aBvcumo Ans ntoboro PIN-koaa



[ononHuTensHo

B0O3MOXHOCTb BCTpanBaHUA paaMo4acTOTHOM MeTKU na

I'Io,q,qep)KM BaemMble TUMbl METOK

noaaepxka KOMOUMHMPOBaAHHOW ayTeHTUdMKALUK:

O ayTeHTUdMKaums no rnodanbHeiM PIN-kogam

O ayTeHTuMKaums no rnobansHeiM PIN-kogam B coueTaHum ¢

ayTeHTUdMKaumer no nokansHbiM PIN-kogam.

BO3MOXXHOCTb OQHOBPEMEHHOIO KOHTPONS NpaB AOCTyNa, 3a4aHHbIX 40 7-0
nokanbHbiMn PIN-kogamm.
MHAMKauusi pakta cMeHbl rnobanbHbix PIN-kogoB ¢ yManuuBaeMbIx Ha
OpUrMHanbHbIe.

PaboTta c cuctemamum KOHTPONSA 1 ynpasBneHus 4OCTYNOM, NOAAEPKMBAOLWNMU

npotokon NFC

BCTPOEHHbIV KOHTPOIb U MHAUKALMS

KoHTpOnb LeNoCTHOCTM NPOLUMBKA na
KoHTponb LenocTHOCT CUCTEMHbIX obracTeln namsaTu na
MpoBepka uenoctHocTn RSF-channos nepen ncnonb3oBaHnemM na
Tunbl CHETYMKOB
[ ]
[ ]
.
[ ]
[MpoBepka NpaBUNbHOCTU PYHKLMOHUPOBAHNS na

KpunTorpaduyeckx anroputMon

Pexvmbl paboTbl CBETOAMOAHOIO UHAMKaTOpa

CYETUUK 3MEHEHUI (DANIIOBOW CUCTEMBI

cyeTumnk nameHeHnn PIN-kogos

CYeTYMKM nocnefoBaTenbHbIX HeyaauHbix nonbiTok BBoaa PIN-kogos
CYETUMK YCMNEeLLUHbIX onepauuii 3N1eKTPOHHON NoANUCH

roTOBHOCTb K paboTe
BbINOSIHEHWE OnepaLum
HapyLleHWe B CUCTEMHON 06nacTu namsaTu



	Начало работы со смарт-картой Рутокен ЭЦП 3.0 NFC

