PyTokeH Lite B onepauuoHHbIX cuctemax macOS

Ob6wasa nHgopmavums

OnpepeneHve Ha3BaHus mogenu USB-TokeHa
MpoBepka paboTbl PyTokeH Lite B cucteme
MameHeHne PIN-koaa PyTokeH Lite

PelweHne npobnem c PyTokeH Lite B cucteme

O6wasa nHdpopmauus

Yctpoiictea cemenctea PyTokeH Lite ncnone3aytotcst anst 6esonacHoro xpaHeHus U npeabsBneHNs
nepcoHanbHoW nHpopmaumm: knoven WdposaHns, cepTudnKaTos, NMLEH3NIA, yAOCTOBEPEHNI U
OPYruX AaHHbIX.

[nsa pa6otbl ¢ USB-TokeHoM nogkntoumTe ero k USB-nopTy komnbtoTepa.

YTo6bl NPOBEPUTL KOPPEKTHOCTL PaboThl PyToKeH Lite B onepaunoHHbix cuctemax macOS Heobxoanmo
BbINOSHWUTL AENCTBYUS, yKa3aHHble B AAaHHOM UHCTPYKLMN.

Ecnu Bbl ncnonbayeTe Ans yctpoicTea cTaHaapTHbIN PIN-koa (12345678), To pekomeHayeTcs ero
N3MEHUTL Ha Bonee CrNoXHbIN.

OnpegeneHne Ha3BaHna mogenu USB-TokeHa
MepBbiM Aenom nogkntoumte USB-TOKEH K KOMMNbOTEPY.
[ns onpeaeneHust HasBaHua moaenv USB-TokeHa:

1. OtkponTte nporpammy Launchpad.

L9e0d

2. B cTpoke noucka BBeaute cnoso "nHgpopmauums” (information).

HudopmMa...CHCTE

3. Otkpoiite nporpammy UHdopmaums o cucteme (System Information).

e

4. Ha 6okoBo¥i naHenu okHa nporpamMmel BbibepuTe nyHkT USB.



5. Onst USB-ToKeHa B OKHE NporpamMmmel 0TOOpasuTcs HasBaHne MoAeny yCTporucTBa u
MHOpMaLMSA O HeM:
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lMpoBepka paboTbl PyTokeH Lite B cucreme
[ina nposepkn paboTbl PyTokeH Lite:

1. lMopknounTe yCTPOMCTBO K KOMNbIOTEPY.
2. Otkponte nporpammy Launchpad.

Teprurman

I

. Otkpoiite Tepmunan (Terminal).
>

(3]

. Beegute komanay:

pcsct est

[

Haxmute Enter n BBeaute undpy "1".
Haxwmute Enter n BBeante undpy "1".
Haxwmute Enter.

® N



9. Ecnu otobpasunock cnepytouiee coobLieHne:

o [ ] @ admin — -bash — 80x44
Last login: Mon Jul 9 11:57:14 on console
MacBook- i~ admin$ pcsctest

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext : Command successful.
Testing SCardGetStatusChange

Please insert a working reader : Command successful.
Testing SCardListReaders : Command successful.
Reader @1: Aktiv Rutoken lite

Enter the reader number 1

Waiting for card insertion
: Command successful.

Testing SCardConnect : Command successful.
Testing SCardStatus : Command successful.
Current Reader Name ¢ Aktiv Rutoken lite
Current Reader State : @x54

Current Reader Protocol t oxl

Current Reader ATR Size : 15 (oxf)

Current Reader ATR Value : 3B 8B 01 52 75 74 6F 6B 65 6E 6C 69 74 65 C2
Testing SCardDisconnect : Command successful.
Testing SCardReleaseContext : Command successful.
Testing SCardEstablishContext : Command successful.
Testing SCardGetStatusChange

Please insert a working reader : Command successful.
Testing SCardListReaders : Command successful.
Reader @1: Aktiv Rutoken lite

Enter the reader number 1

Waiting for card insertion
: Command successful.

Testing SCardConnect : Command successful.

Testing SCardStatus : Command successful.

Current Reader Name ¢ Aktiv Rutoken lite

Current Reader State : @x54

Current Reader Protocol : ex1

Current Reader ATR Size : 15 (oxf)

Current Reader ATR Value : 3B 8B 01 52 75 74 6F 6B 65 6E 6C 69 74 65 C2
Testing SCardDisconnect : Command successful.

Testing SCardReleaseContext : Command successful.

PC/SC Test Completed Successfully !
MacBook-"[ MW" :~ admin$

3Haunt USB-TokeH paboTaer.
Ecnu otobpasunnock cooblueHue:

® @ admin — pcsctest — 79x10

Last login: Mon Jul 9 12:51:42 on ttys@eil
MacBook- i~ admin$ pcsctest
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MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext : Command successful.
Testing SCardGetStatusChange
[Please insert a working reader| : fi

3Haunt USB-TokeH He paboTtaeT. [ins pelueHns gaHHon npobnembl nepenanTe B pasgen PelueH
ve npobnem c PyTokeH Lite B cucteme.

M3meHeHune PIN-koga PyTokeH Lite
Mepepn 3anyckom npouecca cmeHbl PIN-koga ycTpoincTea:

® 3arpysuTe u yctaHoBuTe naket OpenSC;
® 3arpyauTe u yctaHoBute 6ubnunorteky PKCS#11;
® onpegenuTe nNyTb Ao 6ubnuoteku librtpkcs11ecp.dylib.

[nsa Toro 4ToGbl 3arpy3nTb YCTaHOBOYHbLIN nakeT OpenSC nepeiauTe No ykasaHHON CCbinke 1 BbibepuTe
HeobxoavMmyto BEPCUIO:

https://github.com/OpenSC/OpenSC/wiki

Download

OpenSC 0.22.0 is the latest stable version released on 10.08.2021. It is available as

* Windows installer
o OpenSC-0.22.0_win64.msi for 64 bit programs
o OpenSC-0.22.0,

* OpenSC-0.22.0.d

in32.msi for 32 bit programs

g: macOs installer

* opensc-0.22.0.tar.gz: Source code distribution

[Ons ycraHosku naketa OpenSC 3anycTuTe NporpaMMy YCTaHOBKM NakeTa 1 CnegynTe MHCTPYKLMAM,
oToBpaxartoLymes Ha aKpaHe.

[insa Toro 4yToGbl 3arpy3nTb 6ubnunotTeky PKCS#11 nepenianTe no ykasaHHOW ccbinke 1 Bolbepute
Heobxoanmyto Bepcuio:

https://www.rutoken.ru/support/download/pkcs/


https://github.com/OpenSC/OpenSC/wiki
https://www.rutoken.ru/support/download/pkcs/

Monb3oBaTenam mac0S

YcraHoBuyuk 6ubnuotexu rtPKCS11ecp ans mac0S

Bepcua: 2.3.0.0 07 06.11.2021
MopnepxuBaembie 0C:  Apple macOS 12/11/10.15/10.14/10.13/10.12/10.11/10.10/10.9

[ins yctaHoBkn 6nbnuotekn PKCS#11 3anyctuTte nporpamMmmy ycTaHoBKu GubnuoTekn n cnepyite
MHCTPYKLMSIM, OTOBpaxxatoLLMMCs Ha aKpaHe.

YTo6bl onpenenuTb NyTb Ao 6ubnuoteku librtpkes11ecp.dylib:

1. Otkponte nporpammy Launchpad.

L9e0d

2. B ctpoke novcka BBeauTte cnoso "TepmuHan” (terminal).

Q TepmuHar]

&

TepmuHan

. Otkpoiite Tepmunan (Terminal).
=

4. BBeguTe KOMaHay:
sudo find /usr -nane |ibrtpkcsllecp.dylib

5. Haxmute knasuwy Enter. B pe3ynbTaTe B okHe TepMuHana otobpasutcs nyTb 4o
6ubnuotekn librtpkes11ecp.dylib.

landroid-cb449: 1615:~ admin$ sudo find /usr -name librtpkcsilecp.dylib
[Password:

/usr/local/lib/pkcs11/librtpkcsllecp.dylib
/usr/local/lib/librtpkcsilecp.dylib

[Ons nameHexus PIN-koga:

1. MNopknioymTe yCTPOMCTBO K KOMMBIOTEPY.
2. BBeauTe KoMaHay:

pkcsll-tool --nmodule {A} --login --pin {B} --change-pin --newpin {C

A — nyTb go 6ubnuoteku librtpkes11ecp.dylib.
B — texywwuii PIN-koa ycTponcTBa.

C — HoBbIn PIN-kog ycTpoiicTBa.

B pesynbtate PIN-koa 6yaeT nameHeH.

PeweHne npobnem c PyTokeH Lite B cucreme

[ns Hayana onpegenuTe BEpPCUIO OnepaumoHHON CUCTEMBI, KOTOPYHO Bbl UCMonb3yeTe. [ns 3Toro:

1. Bbibepute B meHto "Apple" nyHkT "O6 atom Mac" (About This Mac).



2. Ha Bknagke O630p (Overview) otobpaxaeTcs Bepcysi onepaumoHHO CUCTEMBI.

LK n °

macOS High Sierra

Bepcus 10.13.2
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Ecnu Bbl ucnonbayete Bepcuto 10.7 1 Bbllle, TO YCTPOMUCTBO ceMeicTBa PyTokeH Lite gomkHO
onpeaenaTbCs CUCTEMON aBTOMaTn4eckn. B Takom cnyyae npoBepbTe KOPPEKTHO NN NOAKMIOYEHO
YCTPOWCTBO K KOMMbIOTEPY U CHOBa NoBTOpUTE Npoueaypy Nposepka paboTtel PyTokeH Lite B cucteme.

Ecnu Bbl ncnonbayete Bepcuto Huxe Yem 10.7, To HeOBXOANUMO U3MEHUTb KOHMUIYPaLIMOHHbIN thain n
nepesarpyavTb cUCTEMY.

ByabTe 04eHb BHMMaTENbHbI Npn paboTe ¢ KOHMUrypaumoHHsIM daiinom Info.plist.

[ns nameHeHns KoHMUrypaLmoHHoro danna:

1. Otkponte nporpammy Launchpad.

Le0oQ

2. B ctpoke novcka BBeauTte cnoso "TepmunHan” (terminal).

Q TepmuHar]

m

TepmuHan

3. Ortkpoiite Tepmunan (Terminal).
4. OTkpoWnTe KOHMUIypaLmMoHHbIN hann. [ina aToro BBeanTe KOMaHay:

sudo nano /usr/libexec/ Smart CardServi ces/drivers/ifd-ccid.bundle

/ Contents/Info.plist

5. B koHdUrypaumoHHbIi dann gobasbTe criegytoLime CTPOKU:

a. B maccu <key>ifdVendorID</key> cTpoky <string>0x0A89</string>;

b. B maccuB <key>ifdProductlD</key> cTpoky <string>0x0025</string>.

c. B maccuB <key>ifdFriendlyName</key> ctpoky <string>Aktiv Rutoken lite</string>.
6. lMepesarpysute cuctemy.

Mocne aToro cHoBa NpoBepbTe paboTy yCTPOKCTBa B CMCTEME, @ UMEHHO NMOBTOPUTE NpoLeaypy MpoBepk
a paboTbl PyTokeH Lite B cucteme.
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