O630pHasi UHopmaLmMsA 0 cMapT-kapTax

B aTom fokymeHTe

O6was nHdopmaums
KpunTtorpaguyeckne BOIMOXHOCTb CMapT-kapT
® B03MOXHOCTU NPON3BOACTBA
O QOcHalleHre meTkamu
© MepcoHanusaumsi
® CuuTbiBaTENUN CMapT-KapT
O CuutbiBaTenb PyTokeH SCR 3001

O6wasn nHpopmauus
CwmapT-kapTbl PyTOKeH siBnsitoTcs aHanoramm USB-TokeHoB PyTokeH. Besi MHGbopMaums o TokeHax NpUMeHuMa Kk cmapT-kapTam PyTokeH.
CmapT-KapTbl U UX aHarnoru

HasBaHue mMonenu cMapT-KapTbl HassaHve mopenu aHanora (USB-TokeHa)

CwmapT-kapta Pytoken 3UIM 2.0 2100 PyTtoken 3UM 2.0 2100

CwmapT-kapta Pytoken 3LIM 3.0 NFC 3100 = Pytoken 3UIM 3.0 NFC 3100

KpunTtorpadguyeckme BO3MOXHOCTb CMapT-KapT

Kputepuii Cmapt-kapta PyTokeH 3L 3.0 NFC 3100 Cmaprt-kapTa PyTtokeH SLI
2.02100

OCHOBHbI€ XapaKTepUCTUK1

AnnapatHa = 3alMLLEHHbIA MUKPOKOHTPOIIIEP CO BCTPOEHHOWN S3HEProHe3aBNCMMON NaMATHIO 3aLUMLLEHHbIN
s4acTb MWKPOKOHTpONep co
BCTPOEHHOMN

3Hepr0HeBaBI/ICI/IMOIZ namMAaTbo

WHTepdeinic = Cmapt-kapta ID-1 CwmapT-kapTa ID-1
EEPROM 128 Kbant 64 Kb6arit, 80 Kbawnt
namsTb
[aGaputHbl | 85,6 x 53,98 x 0,76 MM 85,6 x 53,98 x 0,76 mm
e pa3mepbl
Macca 55r 54r
CepuiiHbin 32 6uTa, yHUKanbHbIN 32 6uTa, yHUKanbHbIA
Homep
Mopnepxus
aemble OC ® Microsoft Windows 2022/11/10/8.1/2019/2016/2012R2/8/2012/7/2008R2 ® Microsoft Windows 2022
® GNU/Linux (B TOM 4YMCre OTEYEeCTBEHHbIE) /11/10/2019/2016/8.1/8
® Apple macOS 10.9 1 HoBee /2012/7/2008/,
® Android 5 n HoBee ® GNU/Linux
® jOS 13 n HoBEE ® Apple macOS 10.9 n
® Aspopa 4+ HoBee

MoanepxuBaemele MHTepdeNnchl U cTaHAapTh

PKCS#11 na na
Bepcun 2.4

0, Bkntoyas

POCCUNCKNIA

npocpunb



Microsoft na Aa
Crypto API

PC/SC na na
Microsoft na na
Smartcard

API

USB CCID na na
(pabota

6e3

yCTaHOBKM

npansepoB)

ISO/IEC ISO/IEC 7816-4, 7816-8, 7816-
7816 ® ISO/IEC 7816-3, npoTtokon T=0 n T=1 Ans KOHTAKTHON MUKPOCXEMbI, 12

ISO 14443 (NFC) pnsi 6ecKoHTaKTHON MUKPOCXEMbI.

Kpvntonpo

Baiiaep ® CobcTteHHbIN Crypto Service Provider ® Cob6eTBenHsbIn Crypto
Service Provider

® Minidriver ans uHterpaumm ¢ Microsoft Base Smart Card Cryptographic Service Provider.
®  Minidriver

NS HTerpauum
¢ Microsoft Base Smart
Card Cryptographic
Service Provider.

CepTudmka  ga na

Tbl X.509

Bepcun 3

Ha ypoBHe

nporpammH

oro

obecneveH

us

KpunTorpaduyeckme BO3MOXHOCTH

Mopnepxka = [na, annapatHasi peanusaums [a, annapartHas peanusauus
anroputMa

FOCT

28147-89

Mopaepxka — Aa, annapaTHas peanusaums -
anroputma

roCT P

34.12-2015

(Marma)

Mopaepxka — Aa, annapaTHas peanu3aums -
anroputMa

FOCTP

34.12-2015

(Ky3He4HuK)

Pexvmbl
LwmndposaH ® npocTasi 3ameHa, ® npocTasi 3ameHa,
usi ® ramMmupoBaHve, ® ramMmupoBaHve,
® rammupoBaHve c 06paTHON CBSA3bIO ® rammupoBaHue ¢
obpaTHon CBA3bIO

Pexum na na
BbIpaboTkn

MMWUTOBCTaB

Ku



eHepaumnsa
Knoven
wmndpoBaH
ms

MmnopTt
Kro4en
LwmndposaH
nsi

3anpet
akcnopTa
Knoyen
wmndposaH
nsi

Moppepxka
anroputMa

roCTP
34.10-2012
/TOCTP
34.10-2018

dopmumpoBa
Hue n
nposepka
3NEKTPOHHO

n

umncpposon
nognucum

eHepauunsa
KMoYeBbIX
nap

NmnopT
KIMoYeBbIX
nap

3anpet
akcnopTa
KMYeBbIX
nap

Cpok
nencTeus
3aKpbITbIX
Krnoyen

Pa3wvep
3aKpbITOro
Krnova

Moppepxka
anroputMa
FOCTP
34.11-
2012/TOC
TP 34.10-
2018 (256
1 512 6ur)

Bbluncnexum
€ 3HaveHus
X3LL-
yHKUMM

fa

HeT

fa

[a, annaparHas peanusaums

aa

0a, C MPOBEPKOM KayecTBa

Aa, C NOMOLLbIO Krnko4va SMUTEHTa

aa

no 3 net

256 1 512 6ut

annapartHasa peanusauua

a, B T.4. C BO3MOXHOCTbIO nocrneaytoiiero doopmmpoanums 3l

na

HeT

na

[a, annapartHas peanusauus

na

[a, C NpoOBEpKOM KayecTBa

HeT

na

no 3 net

256 1 512 6ut

annapartHaa peanusauunsa

03, B T.4. C BO3MOXHOCTbIO
nocnegytoLLero
chopmupoBaHus 3l



dopmuposa
HVe un
npoBepka
3MEeKTPOHHO

n

umncpposon
nognucum

eHepauus
KMoYeBbIX
nap

Mmnopt
KIMoYeBbIX
nap

Banpet
akcnopTa
KMYeBbIX
nap

Cpok
nencTeus
3aKpbITbIX
Krnoyen

Moppepxka
anroputMa
FOCT
34.11-94

BripaGoTka
CECCUOHHbBI
X KIoyen
(kmoveit
napHom
CBA3N)

Pacluucpo
BaHMe Mo
cxeme EC
El-Gamal

Moppepxka
anroputMa
RSA

dopmuposa
Hue
3NEKTPOHHO
1 noanucu

eHepauus
KMoYeBbIX
nap

MmnopTt
KMYeBbIX
nap

Banpet
akcnopTa
KMYeBbIX
nap

Paswvep
Krnoyen

fa

[0a, C MPOBEPKOM KayecTBa

HeT

aa

no 3 net

annapartHas peanusaums

aa

® no cxeme VKO GOST R 34.10-2001 cornacHo RFC 4357
® no cxeme VKO GOST R 34.10-2012 cornacHo RFC 7836
® no cxeme KEG

aa

annapaTHas peanusauus pacmdposarus n nognucn (RSA-1024, RSA-2048, RSA-4096)

aa

0a, C MPOBEPKOM KayecTBa

aa

aa

Ao 4096 6ut

na

[a, C NpOBEpPKOM KayecTBa

HeT

na

0o 3 net

annapartHas peanusaums

na

® o cxeme VKO GOSTR
34.10-2001 cornacHo
RFC 4357

® o cxeme VKO GOSTR
34.10-2012 cornacHo
RFC 7836 ans Bepcum 2.0

na

annapartHas peanusaums
pacLmgpoBaHus 1 NOANMCU

na

[a, C NpOBEpPKOM KayecTBa

na

na

0o 2048 out



Moppepxka
anroputma
ECDSA

Mopnepxka
anroputMo
B DES
(3DES),
AES-256,
RC2, RC4,
MD4, MD5,
SHA-1,
SHA-

256, SHA-
384, SHA-
384, SHA-
512

dopmumpoBa
Hue
3MEKTPOHHO
1 noanucu

eHepaums
KItoYeBbIX
nap

MmnopTt
KIHOYEeBbIX
nap

Pa6ora ¢
CK3M
«KpunTolp
0 5.0» no
npoTokony
3almThbl
KaHana
SESPAKE
(PKH2).

Aa, kpueble secp256k1 n secp256r1

Aaa,

® XpaHeHWe JKCropTUpyeMbIx Krtoven B EF,

® SHA-1, SHA-256, SHA-384, SHA-512, MD5 B PKCS#11,
® RC4, MD4, MD5, SHA-1, SHA-256, SHA-384, SHA-512 3DES, AES B minidriver

aa

a, C NpoBepKoy KavecTBa

aa

CepneHus o ceptudukaumm

Hanuuue
ceptudurka
Ta PCTIK

Hanunuue
ceptuduka
Ta Cb

aa

na

daiinoeas cucrema

darinosas
CTpyKTYypa

Tun
pasmelLeHn
a
arnoBbIx
06BbEKTOB B
namsTu
(apxutekTy
pa
cbannoson
cUCTEMBI)

BCTPOEHHasi, no ctaHpapty ISO/IEC 7816-4

ncnone3oBaHue File Allocation Table (FAT)

HeT

Aaa,

® XpaHeHue
9KCMOPTUPYEMBIX KIOYewn
B EF,

® SHA-1, SHA-256, SHA-
384, SHA-512, MD5 B
PKCS#11,

® RC4, MD4, MD5, SHA-1,
SHA-256, SHA-384, SHA-
512 3DES, AES B
minidriver

na

ga (1,2,3)

BCTPOEHHas, no ctaHaapty ISO
/IEC 7816-4

ncnonb3oBaHue File Allocation
Table (FAT)


https://www.rutoken.ru/resource/certificate/fstek_4582.png
https://www.rutoken.ru/resource/certificate/fstek_3753.png
https://www.rutoken.ru/resource/certificate/fsb_124_4307.png
https://www.rutoken.ru/resource/certificate/fsb_124_3673.png
https://www.rutoken.ru/resource/certificate/fsb_124_3499.png
https://www.rutoken.ru/resource/certificate/fsb_124_4129.png

Konuuects
0 nanok u
YPOBEHb NX
BJTOXXEHHOC
™

Yucno
arnoBbIx
06bekToB
BHYTPU
nanku

XpaHeHune
KIo4YeBon
MHopmay,
um

3anpet
akcnopTa
3aKpbITbIX
n
cUMMeTpuY
HbIX
Knoven

LUndposan
ne
arinosoi
cUCTEeMbI

[ononHute
nNbHO

YPOBEHb OrpaHuyeH 0GbLeMOM CBOGOAHOV NaMSTy

00 255 BKMHOYMTENBHO

® ucnonb3oBaHue annoB Rutoken Special File (RSF-chaiinos)ans xpaHeHus knoven
LmncppoBaHusi, cepTUUKaToB;

® 1cnonb3oBaHWe NpeaonpeAeneHHbIX Nanok ANs XpaHeHUs pasHbIX BUOOB KIMOYEBOWN
MH(OPMaLMKN C aBTOMATUYECKUM BbIGOPOM HYXXHOW Manku Npu co3gaHum 1 ncnonb3oaHnm RSF-
dannos

aa

Aa, npospayHoe, anroputm FOCT 28147-89, yHUKanbHbIV KMOY LUIMMPOBAHUA AN KaX40ro
3K3eMMnnspa ycTpoincTea

ncnonb3oBaHue Security Environment ans yao6Hom HacTpovikv napameTpoB KpunTorpaduyecknx
onepaummn

AyTeHTUdUKaumUs U KOHprAeHLManbHOCTb

[ByxdakTto
pHast
ayTeHTUdmn
Kaums

YpoBHU
pocTyna

0a, npeabsaeneHne TokeHa + Beog PIN-koga

® [ocTb
® [onb3oBaTenb
®  AgmuHuctpaTtop

YPOBEHb OrpaHnNyeH 06 bLEMOM
cBObOOHOM NamMATn

00 255 BKMOYUTENBHO

na

ncnonb3oBaHne annos
Rutoken Special File
(RSF-hannos)gns
XpaHeHus Knoyemn
wndpoBaHus,
cepTudrKaToB;
Ncrnonb3oBaHue
npefonpeaeneHHbIX
nanok Ans xpaHeHus
pasHbIX BUOOB KNOYEeBOM
MHdOopMaLmmn ¢
aBTOMaTUYECKUM
BbIGOPOM HY>KHOI Nanku
npu co3gaHnm n
ncnonb3oBaHun RSF-
davinos

a, Npo3payHoe, anroputm
FOCT 28147-89, yHuKanbHbIN
KMoy WndppoBaHus Ans
KaX0ro ak3emnnsipa
ycTpovictea

ucnonb3oBaHue Security
Environment ansi yoo6Hom
HaCTpOWKM NapameTpoB
KpunTorpadmnyeckmx onepauumn

na, npeabsBneHne TokeHa +
BBog PIN-koga

® [ocTb
® [lonb3oBaTernb
®  AamuHucTpaTop



PasrpaHnye
Hue
nocTyna K
cbannoBbim
obbekTam

B
COOTBETCTB
wa c
YPOBHEM
goctyna

OrpaHunyeH
ne yucna
NonbITOK
BBoaa PIN-
Kopa

Moppepxka
PIN-kogoB

OrpaHunyeH
ne
MUHUMASTbH
oro
pasmepa
PIN-koga

[ononHute
NbHO

Flash-
namsiTb

Ob6bem
namsartu, 6

fa

pa, HacTpanBaemMmoe

rno6aneHble PIN-koabl: AgMuHucTpaTopa v Monb3oBatens,
nokanbHble PIN-koapbl (AN 3awwmTbl KOHKPETHLIX 0OBbEKTOB B NaMsATU YCTPOWCTBA, Hanpuvep,
KOHTENHepOoB cepTudmKaToB)

® HactpavBaeMble annapartHble nonuTUkK kadectsa PIN-kogos

na, HacTpauBaeTcs He3zaBucumo ans noboro PIN-koga

® nopaepxka KOMGUHUPOBaHHOWM ayTeHTUMKaLMK:
O ayTeHTudMKauusa no rnobanbHeiM PIN-kogam
O ayTeHTUdMKaumMs no rnobanbHeiM PIN-kogam B coveTaHum ¢ ayTeHTuduKaumen no
nokanbHbiM PIN-kogam.
®  BO3MOXHOCTb OAHOBPEMEHHOIO KOHTPOSSA NpaB AOCTYNa, 3afaHHbIX A0 7-t0 nokanbHbiMu PIN-
Kogamu.
® uHauKauus dakta cMeHbl rnobanbHbix PIN-KOAOB ¢ ymManumBaemblx Ha OpUrMHarbHbIE.

HeT

na

Aa, HacTpanBaemoe

® rnobanbHble PIN-koabl:
AOmMuHucTpaTopa u
Monb3oBaTens,

® nokanbHble PIN-koapl
(Ans 3aWmTbl KOHKPETHbIX
06bEeKToB B NamsiTh
yCTpoWcTBa, Hanpuvep,
KOHTENHEepPOB
cepTudmKaToB)

[a, HacTpauBaeTcs
He3aBucumo ansa nodoro PIN-
Koaa

® nopaepxka
KOMGUHMPOBaHHOMN
ayTeHTUdMKaLmn:
O ayTeHTUdMKaumMsi no
rno6ansHbimM PIN-
Kogam
O ayTeHTUdMKaUmMs No
rno6aneHbiM PIN-
KOQ4am B coYeTaHuu
C ayTeHTUduKaLmen
no nokaneHbIM PIN-
Kogam.
® BO3MOXHOCTb
O[HOBPEMEHHOro
KOHTpONS npas goctyna,
3a4aHHbIX 0 7-10
nokanbHbiMn PIN-kogamu.
®  pHAMKaUMA hakTa CMEHbI
rno6anbHbix PIN-kogoB ¢
ymManyvBaemMblx Ha
OopUrMHanbHble.

HeT



CpepHsist -
CKOPOCTb
3anucu,
M6aiit/cek

CpepHsas -
CKOPOCTb
YTeHus,
Mb6ainT/cek

BoamoxHoC | ga
b

BCTpauBaHu

A

pagvoudact
OTHOM

METK1

Mopoepxvs ~ PaGoTa c cucTemamm KOHTPOMs U yrpaBneHus AocTyrnoMm, nogaepxvsatowmmm npotokon NFC
aemMble
TUMbI METOK

BCTPOEHHBI KOHTPONb U UHAMKaLMSA

KoHTponb na
LeNIoCTHOCT
1 MPOLUMBKN

KoHTponb na
LLeNnoCTHOCT

n

CUCTEMHbIX
obnacren
namsitu

MpoBepka na
LenocTHOCT

n RSF-

bannos

nepen
1Cronb3oBa
HVem

Tunbl

CYETUMKOB CYETYMK M3MEHEHUIA haltNIOBOI CUCTEMBI

cyeTuYnk nsmeHeHmi PIN-kopos
CYETYMKM nocnefoBaTernbHbIX HeyAayuHbIX NonbiTok BBoga PIN-kogos
CYETYMK YCneLIHbIX onepaLmnii 3NeKTPOHHON noanucu

MpoBepka na
npaBubHO

ctn

DYHKLMOHN
poBaHusi
KpunTorpa
duryeckunx
anropnTMoB

Aa, mofenbHbIN psag PyTokeH
3LM 2.0 RF, PyTtokeH 3LM
2.0 2100 RF

® EM-Marine,
® Mifare,
® ProxCard Il n ISOProx Il,
® |ndala (Ha 3akas)
na
na
na

®  CYETYMK U3MEHEHUIA
darinoBow cMcTeMbI

®  cyeTymk nameHeHui PIN-
KoAoB

® CcyeTuMKM
nocnefoBaTenbHbIX
HeyaAauHbIX NOMnbITOK
BBoaa PIN-kogoB

®  CYETYMK yCreELLUHbIX
onepaumin aNeKTPOHHOM
noanucu (ansa sepcun 2.0)

aa



Pexnmbl

paboThbl ® rOTOBHOCTb K paboTe ® rOTOBHOCTb K paboTe
cBeToamop ® BbINOMHEHME onepauum ® BbLINOMHEHWE onepauun
Horo ® HapylleHue B cMCTEeMHOM 06nacTi namaTu ® LapyllueHue B CUCTEMHOIA
mHOvkaTopa obnacTv namsiTm

BoamoxHocTun npon3BoacTtBa

OcHalleHne MeTkamMm

CwmapT-kapTbl PyTokeH OLIM 2.0 2100 moryT 6bITb OCHaLleHbl 6eCKOHTaKTHLIM MHTepdericom aAna niterpauuv B CKY[l n cuctemsl ynpasneHus
TIOTMYECKUM JOCTYMOM.

ISO 18000-2 (125 kHz) ISO 14443 1 I1ISO 15693 (13,56 MHz)

EM 4102 NXP Mifare Classic
HID ISOProx Il NXP Mifare Plus
HID Indala Mifare Ultralight
Atmel T5577 HID iClass

Hawwe nponsBoacTBo nossonsieT coBmellath ABe RFID-meTku pa3Hon yactoTbl B ogHou kapTe: ISO 18000-2 (125 kHz) + 1ISO 14443/ISO 15693 (13,56
MHz). Ecnn komnanusa ucnons3yet CKY[] pasHbix TUMOB, TO COTPYAHMKaM BblAaeTcst 0OfHa kapTa ¢ AByMs Tunamun RFID-meTok.

BoamoxHble BapnaHTbl coBmecTumoctu RFID-meToKk:

® HID + Mifare Classic 1K;
® Em-Marine + Mifare Classic 1K u gp.

MepcoHanuaauus

[ns cmapT-kapT AOCTynHa rpadmyeckas nepcoHanusaums. Ha kapTy MOXHO HaHecTu dooTorpaduio CoOTpyaHMKa, ero nepcoHanbHble AaHHble (PUO,
OOIMKHOCTb, (hoTorpadms COTPyAHMKA U MNp.), MOrOTUM KOMMAHUW 1 ApYryto HeobxoanMyr MHGopMaLMo 1 U306paxKeHus.

pachnyeckoe odopmneHne cmapT-KapTbl BbINOMHAETCH N0 UHANBUAYANbHOMY AN3aNH-MaKeTy.
Bo3amoxHble BapuaHTbl nepcoHanusauum:

NONHOLBETHAs IBYXCTOPOHHSISI NeYaTh BbICOKOrO Ka4ecTBa;
HaHeceHue WTPUX-KOAOB;

HaHeceHne QR-koaa;

neyaTtb NNYHBIX AaHHbIX BNagernbLla v NonHouBETHbIX dpoTorpaduid;
nonoca Ans noanucu;

KOAMPOBaHHas MarHUTHasi nonoca;

ronorpaduyeckas sawura.

CuutblBaTENM CMapT-KapT
CMapT-KapTa PyTOKeH coBMeCTUMa CO BCeMU nonynapHbIMU Ha pOCCMVICKOM PbIHKE CYMTbIBaATENAMN.

PekomeHOoBaHHbIE MOAENN CUMTbIBATENEN:

CuutbiBaTens PytokeH SCR 3001
ACRB38U-U1

ACR38U-11

ACR38U-H1

ACR39U-U1

ACR3901U-H3

OMNIKEY (CardMan) 3021

OMNIKEY (CardMan) 3121

OMNIKEY (CardMan) 5422

IDBridge CT30


https://www.rutoken.ru/products/all/rutoken-reader/

Cneuundukauma cumtbiBaTens PytokeH SCR 3001

Mapametp
KOMMyHMKaLIMOHHbIN UHTEpdeENC
CraHpapThb!

MpoTokonbl paboTbl CYMTLIBATENSA C KAPTOMH
MpoTokonkl paboThbl KOMMbIOTEPA C CHATLIBATENEM
Pa3mep kapTbl

Pecypc cnota

CKOpOCTb NepegaYm AaHHbIX

CkopocTb 06MeHa

[abapuTHble paamepbl

Macca

[nuHa nposoga

[duanasoH pabounx Temnepartyp

Mopaua Toka Ha cMapT-KkapTy

[onyctuMas oTHOCUTENbHas BIIXHOCTb

Bpemsi Ge3oTkasHoi paboTbl

CuutbiBaTens cmapT-kapT
USB 2.0 (coBmecTumbiin ¢ USB 1.1)
ISO 7816 (Class A/B/C)
T=0, T=1
PC/SC, CT-API (nepen PC/SC)
ID - 1 (nonHbI pa3mep)
200.000 uumknos - npwxumHon/Landing
625 Kb/c
480 M6wuTt/c (USB 2.0 High Speed)
71,4 x 70 x 59,4 mm
132r
1,2m
Ot 0 po +60°C
50 mA
IP33

o 500 000 yacoe



	Обзорная информация о смарт-картах

