Hactpoitka strongSwan IPsec VPN cepBepa u knueHTa

OnucaHue cteHaa

OnepauwnoHHas cuctema cepsepa = Ubuntu 20.04
HOomeHHoe nwvs cepsepa = server.astradomain.ad
OnepaunoHHasi cuctema knunenta = Ubuntu 20.04

Wmsa VPN knueHTa = user

HacTpouka cepBepa

YcTaHoBKa NakeToB Ans paboThl
3a 0CHOBY MHCTPYKLMM MO HacTpolike cepBepa Bbina B3sTa criefyoLas MHCTPYKLUS.

B nepByto o4epeab NocTaBuM Bce HEOOXoAMMble NakeTbl ANs paboThbl:

YcraHoBKa nakeTos

sudo apt update
# strongSwan VPN
sudo apt-get install strongswan strongswan-pki |ibcharon-extra-plugins |ibcharon-extauth-plugins

# - )

sudo apt install opensc |ibengine-pkcsll-openssl1.1

"eHepauua kn4veBbIX Nap n ceptudukatos YL n cepeepa:

Co3spaHue knoyeBbIx nap u ceptudgukaros YL, u cepeepa

#
nkdir -p ~/pki/{cacerts,certs,private}
chnod 700 ~/ pki

#
pki --gen --type rsa --size 4096 --outform pem > ~/pki/private/ca-key. pem
#
pki --self --ca --lifetinme 3650 --in ~/pki/private/ca-key. pem\
--type rsa --dn "CN=VPN root CA" --outformpem > ~/pki/cacerts/ca-cert.pem
#
pki --gen --type rsa --size 4096 --outform pem > ~/pki/private/server-key. pem
#
# o, --dn --san
pki --pub --in ~/pki/private/server-key.pem--type rsa \
| pki --issue --lifetime 1825 \
--cacert ~/pki/cacerts/ca-cert.pem\
--cakey ~/pki/private/ca-key. pem\
--dn "CN=server. astradonomai n. ad" --san server.astradomain.ad \
--flag serverAuth --flag ikelnternediate --outformpem\
> ~/pki/certs/server-cert.pem
# st rongSwan

sudo cp -r ~/pki/* [etc/ipsec.d/


https://www.digitalocean.com/community/tutorials/how-to-set-up-an-ikev2-vpn-server-with-strongswan-on-ubuntu-20-04

HacTtpoiika strongSwan

CoxpaHum npeablayLyto KoHurypauuto:

Pe3epBHasa konusa npeabiayLLein KoHUrypaumm

sudo nv /etc/ipsec.conf{,.original}

Otkpoem dpaiin /etclipsec.conf v BcTaBum Tyaa cnefyollee cogepxumoe:

letclipsec.conf

config setup
charondebug="i ke 1, knl 1, cfg 0"
uni quei ds=no

conn i kev2-vpn
aut o=add
conpr ess=no
type=t unne
keyexchange=i kev2
fragment ati on=yes
f or ceencaps=yes
dpdact i on=cl ear
dpddel ay=300s

rekey=no
| ef t =%ny
#
lefti d=@erver. astradomai n. ad
| eftcert=server-cert.pem
| eft sendcert =al ways
| eft subnet =0.0.0.0/0
ri ght =%any
ri ghti d=%any
#

ri ght aut h=eap-tls

ri ght sour cei p=10. 10. 10. 0/ 24

ri ghtdns=8.8.8.8,8.8.4.4

ri ght sendcert =never

eap_identity=%dentity

i ke=chacha20pol y1305- sha512- curve25519- prf sha512, aes256gcnil6- sha384- pr f sha384- ecp384, aes256- shal- nodp1024,
aes128-shal- nbdpl1l024, 3des- shal- nndp1024!

esp=chacha20pol y1305- sha512, aes256gcnil6- ecp384, aes256- sha256, aes256- shal, 3des- shal!

YkaxeM Kakoii Koy UCrofb3oBaTh cepBepy Ans ayTeHTudukauum cebs knueHTy /etclipsec.secrets:

letclipsec.secrets

RSA "server-key. pent

HacTtponka firewall



Hacrtpoitka firewall

sudo ufw al | ow OpenSSH
sudo ufw enabl e
sudo ufw all ow 500, 4500/ udp

Y3HaeMm nms nHTepdeiica, kK KoTopomy noaknodeH cepsep. [laHHoe umst Ham notpebyeTcs npu HacTpolike firewall. 3To MoXHO caenaTh C NOMOLLBIO
KOMaHbI:

Y3HaeM ums uHTepdeica

ip route show defaul t

# :
# default via your_server_ip dev ethO proto static
# -- etho

[o6asum B dhann HacTpoek firewall /etc/ufw/before.rules cnepytolume crpoku:

letc/ufw/before.rules

#

#

*nat

-A POSTROUTI NG -s 10.10.10.0/24 -0 ethO -mpolicy --pol ipsec --dir out -j ACCEPT
- A POSTROUTI NG -s 10.10.10.0/24 -0 eth0 -j MASQUERADE

COW T

#

#

*mangl e

-A FORWARD --match policy --pol ipsec --dir in -s 10.10.10.0/24 -0 ethO -p tcp -mtcp --tcp-flags SYN, RST SYN -
mtcpmss --nes 1361: 1536 -j TCPMBSS --set-nmss 1360

COW T
#
*filter

cufw before-input - [0:0]

cufw before-output - [0:0]
cuf wbefore-forward - [0:0]
cufwnot-local - [0:0]

#
-A ufwbefore-forward --match policy --pol ipsec --dir in --proto esp -s 10.10. 10.0/24 -j ACCEPT
-A ufwbefore-forward --match policy --pol ipsec --dir out --proto esp -d 10.10.10.0/24 -j ACCEPT

[o6asum B dain /etc/ufw/sysctl.conf cneaytone ctpoku:

letc/ufw/sysctl.conf

net/ipvé/ip_forward=1

net/ipv4/ conf/all/accept_redirects=0
net/ipv4/conf/all/send_redirects=0
net/ipv4/ip_no_pntu_disc=1



Mepesarpy3ka firewall

Mepesarpyaka firewall

sudo ufw disable
sudo ufw enabl e

3anyck VPN cepsepa
3anyck cepsepa
sudo systenctl restart strongswan-starter

MpoBepwTb, YTO CepBep NOAHANCA YCMNELIHO, MOXHO, HanpUMep, C NOMOLLLI0 KOMaHAbI:
Mposepka 3anycka cepsepa

sudo systenttl status strongswan-starter

:~§ sudo systemctl status strongswan-starter
[sudo] password for lolol:
strongswan-starter.service - strongSwan IPsec IKEv1/IKEv2 daemon using ipsec.conf

Loaded: loaded (/lib/systemd/system/strongswan-starter.service; enabled; vendor preset:

Active: since Fri 2020-08-28 14:40:03 MSK; 2h 40min ago
Main PID: 11625 (starter)

Tasks: 18 (limit: 2319)
Memory: 4.6M
CGroup: /system.slice/strongswan-starter.service
11625 fusr/lib/ipsec/starter --daemon charon --nofork
11630 Jjusr/lib/ipsec/charon --debug-ike 1 --debug-knl 1 --debug-cfg @

[lo6aBneHne HOBOro KNneHTa co CMapT-KapTon
Mogynb pkcs11 anst paboTbl co cMapT-kapTamu

Heobxoagumo ncnonb3oBatb Mogynb opensc-pkes11.so n3 coctaBa OpenSC.

OTdhopmatnpyem cmapT-kapTy, CreHepUpyeMm Ha Hel Ktouu U nonyyunm cepTudmkar.

enabled)




MoprotoBka cMapT-KapThl

#
pkcs15-init --erase-card -p rutoken_ecp
pkcs15-init --create-pkcsl5 --so-pin "87654321" --so-puk ""

pkcs15-init --store-pin --label "User PIN' --auth-id 02 --pin "12345678" --puk "" --so-pin "87654321" --finalize
#

| D=45

pkcsl15-init -G rsa/2048 --auth-id 02 --label "My Private Key" --public-key-label "My Public Key" --id $ID

#

openssl

> engi ne dynamic -pre SO PATH:/usr/|ib/x86_64-1inux-gnu/ engi nes-1.1/pkcsll.so -pre |D:pkcsll -pre LIST_ADD:1 -
pre LOAD -pre MODULE_PATH: opensc-pkcsll. so

#
> req -engi ne pkcsll -new -key 45 -keyform engine -out req.csr -subj "/C=RU CN=user"
> exit
#
pki --issue --lifetinme 1825 \
--cacert ~/pki/cacerts/ca-cert.pem)\
--cakey ~/pki/private/ca-key. pem\
--in req.csr --type pkcsl0 --outform pem)\
> ~/pki/certs/client-cert.pem
#
pkcsl5-init --store-certificate ~/pki/certs/client-cert.pem--auth-id 02 --id $ID --format pem

Y6eanTbCs, YTO cepTUdMKaT U KIHOYN 3arpy’KeHbl Ha TOKEH MOXXHO C MOMOLLIbIO KOMaHAb!:

npoBepka

pkcs1ll-tool -O -1

Tenepb PyTokeH rotoB k paboTe 1 ero MoXHO O0TAaTb KIMEHTY.

HacTtpowka knueHTa

MpoBepka OOCTYNHOCTU cepBepa

MposepuM, 4TO cepaep AOCTYMEH.

npoBepKa [AOCTYNHOCTU cepBepa

pi ng server. astradomai n. ad

YcTaHoBKa NakeToB

YcTaHoBUM HeOOXoaMMble NakeTbl ANns paboTbl:



YcraHoBKa nakeTos

sudo apt update
# strongSwan VPN
sudo apt-get install strongswan |ibstrongswan-extra-plugins |ibcharon-extra-plugins

# - ( )

sudo apt install opensc |ibengine-pkcsll-openssl1.1

HacTtporika strongSwan

KopHeBoli cepTudmkaT cepBepa nonoxum B gupektopuio /etclipsec.d/cacerts:

YcTaHoBKa KOpHeBOro cepTudukara

sudo cp /path/to/ca-cert.pem/etc/ipsec.d/cacerts

Hactpoum caiin koHdurypaumm strongSwan /etc/ipsec.conf:

letclipsec.conf

config setup

conn ikev2-rw

#
ri ght =server. astradomai n. ad
ri ghti d=@erver. astradonai n. ad
ri ght subnet=0.0.0.0/0
ri ght aut h=pubkey
| ef t sourcei p=%onfig
#

| ef ti d=user
leftcert=Y%smartcard: 45
| ef t aut h=eap
eap_identity=%dentity
aut o=start

HacTpoum cain naponen ayteHTdumkaumm strongSwan /etclipsec.secrets v ykaxxem, kakoii Koy HyXHO MCMONb3oBaTh AN ayTeHTUdUKaumm no cmapT-
KapTe:

letclipsec.secrets
#

#: PIN %martcard: <keyi d> <pin code>
PIN %martcard: 45 "12345678"

Bonee nogpobHo o cnocobax 3agaHus naponien cmapT-kapT MOXHO NoYnTaTh 34EeCh.

HacTtporika mogyns pkcs11

Hactpoum ncnonb3osaHue pkcs11 moaynen B strongSwan. ins aToro oTkpoem daiin koHdurypauumu /etc/strongswan.d/charon/pkes11.conf
oTpefakTupyem HacTpoiiku mogynen pkes11:


https://wiki.strongswan.org/projects/strongswan/wiki/PinSecret

letc/strongswan.d/charon/pkcs11.conf

nmodul es {
opensc-pkecs1l {

# Whether to automatically load certificates fromtokens
# |l oad_certs = yes

# Whet her OS | ocki ng should be enabled for this nodule.
# os_l ocking = no

# Full path to the shared object file of this PKCS#11 nodul e
path = /usr/1ib/x86_64-1inux-gnu/ opensc-pkcsll. so

MNogknoyeHne K cetn

MNoakntounTe cMapT-KapTy n I/IHVILLI/IaJ'II/I3VIpyIZTe nogknw4yeHne ¢ NOMOLLbHO KOMaHabl:

MoaknioueHue k cetn VPN

sudo systencttl stop strongswan-starter
sudo systenctl start strongswan-starter

[MpoBepuTb, YTO COeAMHEHNE NPOLUSIO YCNELUHO, MOXHO, HanpuMep, BbiBegs CN1cok CBoumX ip agpecoB C NOMOLLbI0 KOMaHAbI:

MpoBepka ycnewHoCTU NoaKIIo4eHus

i p addr show

Cpeau HUX NOSIBUTCA Ball BUPTYanbHbIN ip

3 $ ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1800
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid_1ft forever preferred 1ft forever
2: enpBs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fg_codel state UP group default qlen 1868
link/ether 08:00:27:ed:c6:06 brd ff:ff:ff:ff:ff:ff
inet 10.8.2.59/24 brd 10.0.2.255 scope global dynamic noprefixroute enp@s3
valid _1ft 385sec preferred 1lft 305sec
inet 10.10.10.1/32 scope global enp@s3
valid 1ft forever preferred 1ft forever
inet6 fe80::dba6:cB®2b:ag9cb:4245/64 scope link noprefixroute
valid_L1ft forever preferred Lft forever
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