PyTtokeH KoHHekT. [TpuMep BCTpanBaHUA KITMEHTCKOM YacTu

[nsi ycnewwHoro coeguHeHust TpebyeTcs BbINOMHEHWE CreayloLwwmx YCroBui:

Ne ycrnoeuve Kak BbIMOMHUTL
0 y6eautbes, yto OC 1 6paysep noaxogat Ansa paboTel PyTokeH KoHHekTa yepe3z USERAgent 6paysepa
1 ycTaHoBUTb PyTokeH KoHHekT yCTaHOBKa pykamu nosb3oBaTens
2 ybeautbes, 4To PyToKeH KOHHEKT akTuBnpoBaH yepes dyHKumio PyTokeH KoHHekTa
3 ycTaHoBWUTb PyTokeH MNnarvH yCTaHOBKa pykamu nosb3oBaTens
4 ybeautbes, 4To PyToKeH MNnarmH aktTuBupoBaH yepes dyHKumio PyTokeH MnarvHa
5 NPOBEPUTbL HanNM4Me NOAKMIOYEHHOrO YCTPONCTBa cemericTBa PyTokeHa QLM  yepes dpyHkumio PyTokeH MnaruHa
6 BBecTu PIN-kog nonb3oBatensi PytokeHa 3L yepes dyHKkumio PyTokeH MnarvHa
7 NPOBEPUTL HanM4ne KOPPEKTHOrO NIMYHOIO cepTudukaTa Ha PyTokeHe Yyepes yHKumMo PyTokeH MnaruHa
8 nepeHanpaBuTb NONb30BaTENS Ha 3aLUULLEHHBIN pecypc ccbinkon unu vepes redirect

0. Onpegensiem okpyXeHune Onsa KoppekTHoM paboTbl PyTokeH KoHHekTa
Wcnonb3yem User-agent Ansi nomcka ycnosuii ykasaHHbIX B OnncaHuy Nnpoaykra.

Ecnun ycnoeus He cooTBeTCTBYIOT criedyeT nokasaTb Nonb3oBaTesto coobLueHne ¢ npocbboit cnonb3oBaTth nogxoasLlyto Ans PyTokeH KoHHekTa
nnaTgopMy U OKpY>KEeHHE.

1. YcraHoBka PyTokeH KoHHekTa

Mo ccbinke Ha caiTe npom3BoauTenst NMBo Ha COBCTBEHHOM canTe.

Ecnu ncnonb3oBath CChINIKY Ha caiiTe NPOM3BOANUTENS, TO HE HYXXHO GecrnokonTbCcst 06 OGHOBNEHWUM BEPCUI, Tak Kak 3Ty 3aboTy 6epeT Ha cebsi cam
npov3BOAUTENb.

Mcnonb3ys cebinky Ha COGCTBEHHOM caliTe, Bbl U3beraete NULLHUX NEPEXOAOB HA CTOPOHHWE CalTbl, HO AOMKHLI CAMOCTOSITENIbHO OTCREXMBATH
06HOBMNEHUSI NPOrpaMMHOro oGecneyeHust.

2. Y6expaemcs, yto PyTokeH KOHHEKT akTuBnpoBaH
DyHKUUN:

® isExtensioninstalled() -> Promise(bool)
® isPlugininstalled() -> Promise(bool)

[omkHbl BEpHYTH true.

Ecnu ogHa u3 dyHKumn unu obe BepHynu false - Heo6xoaMMO BEPHYTLCA K NYHKTY 1.

3. YcraHoBka PyTokeH lNnarvH

Mo cchbinke Ha canTe npou3BoauTenst NMbo Ha cobCcTBEHHOM cainTe.

Ecnu ncnonb3oBaTtb CChbINIKY Ha canTe NPoM3BOAUTENS, TO HE HYXXHO BecnokonTbcst 06 0OHOBNEHUN BepCcUiA, Tak kak aTy 3aboTy BepeT Ha cebs cam
NpPOU3BOAMUTENMb.

Vcnonb3ysi ccbinky Ha cCOGCTBEHHOM caiTe, Bbl U3beraete NULWHMX NePexofoB Ha CTOPOHHME CalThl, HO AOMKHbI CAMOCTOSITENIBHO OTCNEXMBAaTL
06HOBIEHMSI NporpamMmMHoro obecneyeHus


https://dev.rutoken.ru/pages/viewpage.action?pageId=48398342
https://www.rutoken.ru/support/download/rutoken-connect/
https://www.rutoken.ru/support/download/rutoken-plugin/

4. Y6exxgaemcs 4to PyTokeH NnarnH aktuBmpoBaH
DyHKUUN:

® isExtensioninstalled() -> Promise(bool)
® isPlugininstalled() -> Promise(bool)

[ormKHbI BEpHYTH true.

Ecnu ogHa 13 dyHkumii unmn o6e BepHynu false - He06X0AMMO BEPHYTLCS K NYHKTY 3.

5. NpoBepsieMm Hanu4une nogknoveHHoro PytokeHa OLI
YcTpoinctea cemelictB PyTtokeH S, Lite u PKI He nogaepxvBatoTcs.

PyTokeH KoHHeKT paboTaeT Tonbko ¢ ycTporcTBamu cemerictea PytokeH QLI ¢ nopaepxkon annapaTtHon FOCT-kpuntorpacmm, noaTomy OTCyTCTBUE
NnoAxoAsLLEro yCTponcTBa He AacT BO3MOXHOCTU NMOAKMIOYMTLCS K 3aluLLeHHOMY cepBepy Yepe3 PyTokeH KOHHeKT.

dyHkums enumerateDevices(options) — {number[]} Bo3BpaLlaeT cNMCOK NOAKIMIOYEHHBIX YCTPOWMCTB.

dyHkums getDevicelnfo(deviceld, option) — {object} moxeT BepHyTb Moaenb ycTpoiicTea (option - TOKEN_INFO_MODEL).

Heﬁixonmmo ybeamTbes, YTO NOAKIMIOYEHHOE YCTPOMCTBO HE NPUHAANEXUT K cemencTBy PyTokeH Lite, Tak kak ¢ HUM pabota PyTokeH KoHHekTa
H MOXHa.

Ecnu Baw 3alumLeHHbI cepBep paGoTaeT Nno WMgpCbioTaM OCHOBaHHLIM Ha anroputMax anekTpoHHow noanuck 2012 roaa, To AOMOMHUTENBHO HYXHO
y6eanTbcs YTO NOAKITYEHHOE YCTPOWCTBO NoaAepKMBaeT paboTy Mo HOBLIM anropuTMam

Kon:
var options = plugin. TOKEN_INFO_SUPPORTED_MECHANISMS;
function isRt20() {

plugin.getDevicelnfo(deviceld, options).then(function(results) {

return results.indexOf(plugin.PUBLIC_KEY_ALGORITHM_GOST3410_2012_256) !== -1 || results.indexOf(plugin.
PUBLIC_KEY_ALGORITHM_GOST3410_2012_512) !==-1;

W
BEPHET 2, ecnv NOoAKIYEeHHOEe YCTPOWCTBO PyTOKeH nogaepXvBaeT anroputMbl aNeKTpoHHon nognucy 2012 roaga.

Ecnu nogkntoyeHHOro yCTponcTBa HeT, Uiy OHO Henoaxoasilee, TO NONb3oBaTeNio cneayeT nokasatb npeaynpexaeHue ¢ Npocbbon NoaKNioYNTbL
noaxopsilee yCTpoOCTBO U NOBTOPUTL NYHKT 6.

6. BeBogum PIN-koa ot yctponcTtea PytokeH 3L

Mepen npoBepkoi cepTudukaToB xpaHsawmxcs Ha PyTokeHe QLM Heobxoammo aBTopr3oBaThCs Ha ycTpoiicTee. bes aBTopusauum nepeuncneHne
CepTUCDUKATOB U 3aKPbITbIX KIOYEN HEBO3MOXHO.

dyHkums login(deviceld, pin) npuHumaeT PIN-kog nonb3oBatens, KOTOpbIA HEO6X0AMMO NPUHSATE C MOMOLLbIO CrELManbHOro OKHa Uy nNons Beoaa.
Ecnu dyHkumsa 6pocaeT mcknodeHne 3Haunt PIN-kog HeBepHbI 1 criegyeT coobLwmTb 06 3TOM Nofb30BaTeNto Y NOBTOPUTL MYHKT 7.

BaxHo noHMmaThb, 4To Nonb3oBaTenb MOXET McHepnaTh NOMbITkK BBOAA HenpasunbHoro PIN-koga n 3abnokvposath a10T PIN-koa. B aTom criyuae Toxe
HY>XHO cOOBLMTb Nonb3oBaTento 06 aTow cUTyauum.

KonnyectBo octaBlumxcs nonbitok BBoaa PIN-koaa Bo3spawaeT dyHkums getDevicelnfo(deviceld, option) — {object} c option TOKEN_INFO_PIN_RETRIE
S_LEFT.

Ecnu nx ctaHeT meHbLue 1 - 3HaunT PIN-kog 3abnokupoBaH 1 nonb3oBaTtento credyeT obpatntecsa K agMuHucTpaTopy ans pasénokvposku PIN-koga.

7. NpoBepsieM Hanuune NOAxXoasALEero NMYHoro ceptudukaTa Ha PyTokeHe QLM



Cnuncok cepTndmKaToB C COOTBETCTBYIOLLMMU UM 3aKpbITbIMUK Krtovamu Bo3spallaeT dyHkuma enumerateCertificates(deviceld, category) — {string[]}
Teno cepTudumkara (kaxaoro no OTAeNbHOCTH) MOXHO nonyunTb dyHkumen getCertificate(deviceld, certld) — {string}

Cpeawn obHapyxeHHbIX Ha PyTokeHe cepTudmkaToB HE0OX0ANUMO HaNTW COOTBETCTBYOLWMIA TpeboBaHUSM 3alUMLLEHHOrO cepBepa Ballen
MHAOPMALIMOHHOW CUCTEMBI.

Ecnun cpeaun OGHapy)KeHHbIX CepTI/ICbI/IKaTOB He OKa3anocCb nogxoasduiero, nméo PyTOKeH nycT, cnegyet COOGLLI,VITb nonb3oBaTento, 4To HeO6X0,E|,I/IMbI17I ana

NOAKMNIYEeHNA cepTudmKkaT He HanaeH u emy HeobxoauMo ero NoNyYnTb YCTaHOBMNEHHbIM ANs Balen MHPOpMaLMOHHON CUCTEMBI CMOCOBOM.

8. MepeHanpaBnseM nonb3oBaTens Ha 3aluLLEHHbIN pecypc

HeO6X0,EI,I/IMO AaTb BO3MOXHOCTb MOJNb30BaTENI0 HaXXaTb Ha KHOMKY UMK CCbINKY ANd nepexoga Ha 3aLUNLLEHHbIN pecypc BaLlen VIHqJOpMaLl,I/IOHHOIZ
cucTembl NGO aBTOMATUYECKN €ro peanpeKkTUTb.
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