MuHuManbHble 3HaHus ans pabotol ¢ PIN-kogamu PyTokeHa

Kakue PIN-koabl ObiBatoT y PyTokeHa?

PIN-kog Monb3osatens, PIN-kog AamuHuctpaTopa v PIN-kog 3awwumileHHoro pasgena (3agaeTcst Tonbko ans ycrponctaa PytokeH LM 2.0 Flash).

Yem PIN-kop nyudiue napons?

PIN-koa, B oTnn4yme ot napons, He 0653aH 6bITb ANNHHBIM Y Cﬂy‘-{aVIHbIM. OH NpuBA3aH K CMapT-KapTe Uin TOKeHy, a 3TO 3Ha4uT, 4TOObI BOCMONb30BaTLCS
PIN-kogom, 3MOYMbILLUIEHHUKY NpuaeTca dusnyeckn nony4nTb yCTpOVICTBO B pacnopsxeHue.

HepoctaTku B anvHe unu cnyyanHoctn PIN-koga komneHcupytotes TpeboBaHnem uanyeckoro BrnageHust yCTpOMCTBOM M OrpaHUYeHnsiMK Ha nepebop
PIN-koga. MNMocne onpeaeneHHoro konvyecTsa HeyaayHbIxX nonbiTok BBoAaa PIN-koaa PyTokeH 6nokvpyeTcs 40 MOMeHTa ero pa3brokupoBku
agMuHMCTpaTopoM. TakMm o6pa3om onepaLuuoHHas cuctema PyTokeH 3aluyiiaeT oT MHOXECTBa U3BECTHbIX U MOTEHUManNbHbIX aTak, B TOM YMCe OT aTak
meToaom noabopa PIN-koa.

Kak npaBunbHo xpauuTb PIN-koab!?

® XpaHute PyTokeH 1 PIN-koabl B pasHbix MecTax.
® He nepepaBainte PIN-kogbl ApyruM noasm (B TOM Yncne Komnneram u agMuHUCTpaTopam).
® BanucbiBaiite PIN-kogbl B HAAeXHOM MecTe. Hu y Koro Kpome Bac He AOMMKHO ObiTb 4OCTYNA K HUM.
Yro Takoe PIN-kog Monb3oBartens?
PIN-koa Monb3oBaTtens — Habop 3HaKOB, KOTOPbIV UCNONb3YeTcs AN AOCTyna K SMEKTPOHHOW NOANUCK U APYrMM HacTpoiikaM PyTokeHa.

3HayeHune PIN-koga MNonb3oBaTens no ymonyanuio — 12345678.

[ns 6esonacHoro ncnonb3oBaHust PytokeHa PIN-koa Heo6xoanMo N3mMeHuTb.

Yro Takoe PIN-kog AgMuHuctpatopa?
PIN-kog AoMuHMcTpaTopa — Habop 3HakoB, KOTOPbIN UCMONb3yeTcs ANS aAMUHUCTPUPOBaHUst PyTokeHa n ynpasneHus ero PIN-kogamu.
3HaueHune PIN-koga AoMuHucTpaTtopa no ymonyaHuto — 87654321.

[ns 6esonacHoro ncnonb3oBaHus PytokeHa PIN-koa Heo6xoanMo N3mMeHuTb.

Yro Takoe PIN-kopf, 3awimiieHHoro pasgena?
PIN-koa 3alumieHHoro pasaena — Habop 3HaKoB, KOTOPbIV UCNONb3yeTcs AN AOCTyna K 3aluMLeHHOMY pasaeny Ha ycTporictee Pytoken LM 2.0 Flash.
3HaueHune PIN-koaa 3alumiieHHoro pasgena no ymonyanuio — 12345678.

[ns 6esonacHoro ncnonb3oBaHus 3awumileHHoro pasgena PIN-kog Heo6xoaMmMo N3MeHUTb.

Kro moxeT uamenutb PIN-kon?

PIN-koa Monb3oBaTtens MOXHO U3MeHUTb, ecnu Bbl 3HaeTe PIN-kog AgMUHMCTpaTopa, HO ANs 3TOro AoskHa ObITb BbiIGpaHa ofHa 13 creumarbHbIX
nonutuk cmeHbl PIN-koga — "lMonb3oBatens u AgMuHucTpatop” unu "MNonb3oBaTens".

Takke ero MoxHo n3meHuTb nocrne seoga PIN-koga Monb3oBatensi, HO AnNs 3TOro ToXe AoMkHa BbITe BbiOpaHa ofHa 13 crneumarnbHbIX MONUTUK CMEHbI
PIN-koga — "lMonb3oBatens u AoMUHUCTpaTop” unu "AgmmHuctpartop”.

PIN-ko4 3alumLLEeHHOro pasaena MOXHO U3MEHUTb, €CIW Bbl 3HAeTe ero Tekyllee 3HayYeHue.

Kak npuaymats 6esonacHbiii PIN-koa?

PIN-koa gomkeH coctosiTb 13 6-10 3HaKOB.

B coctaB PIN-kofga fomkHbI BXOAWTb: Lndpbl, NaTUHCKME GykBbl, Npobenbl 1 cneumanbHble CUMBOIbI (TOYKM, 3ansiTble, BOCKNMLATENbHbIE 3HaKN
nT.n).

Ecnu y Bac 6onbLue ogHoro PyTokeHa, TO pekomeHayeTcs Ans Kaxaoro ycTponcTea 3agate ceon PIN-kogpl.

He pekomeHayeTcst ncnonb3oBatb — Habopbl CUMBOJIOB, KOTOPbIE PacnoNoXeHbl NoApsA Ha knasuaType (12345678, qwerty v 1.n).

He pekomeHayeTcst ncnonb3oBaTb — NepcoHanbHble AaHHble (MMeHa, hamunuu, agpeca, Homepa nacrnopToB U T.N).
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Moyemy PIN-koz moxeT ObiTb 3a6rokMpoBaH? Y KOro ecte NpaBo ero pa3bnoknposartb?

B ycTpoiictBax PyTokeH ecTb MexaHu3Mbl 3awmTbl 0T nepebopa PIN-kopoB. KonnyecTBo nonbiTok BBoAa HenpasunbHoro PIN-koga orpaHuyeHo u
3afaeTcs npy hopmaTpoBaHum (MakcumarnbsHoe 3HaveHmne 10).

PIN-koa Monb3osaTens 6nokMpyeTcs B TOM criydae, eCnv nonb3oBaTesib BB HECKOMNbLKO pas NoApsi ero HeBepHoe 3HadveHne. Ero MoxHo pasbrnokvposa
Tb, ecnu Bbl 3HaeTe PIN-koa AgmuHucTpaTtopa.

PIN-koa AoMuHucTpaTopa 6nokupyeTcs no Tow xe npuuunHe, 41o 1 PIN-koa Monb3osatens. Ero MoxHO pa3bnokmpoBaTtb, HO NpU 3TOM BCe faHHble Ha
HeM yAansTcsi U OH BEPHETCS! K 3aBOACKUM HaCTPOKaM.

PIN-koa 3awumieHHoro pasaena 6nokvMpyetcs no Toi xe npuymHe, 4to u PIN-kog MNonb3osaTtens. Ero MmoxHo pa3briokvpoBaTb, ecnu Bbl 3HaeTe PIN-koa
AgmMmuHucTpatopa.

Ecnu Bbl oTknovaeTe PyTokeH OT KOMNbloTepa, TO CHETUYMK HeyaayHbIx nonbiTok BBoga PIN-koga He cOpackiBaeTcs.


https://dev.rutoken.ru/pages/viewpage.action?pageId=72450206#id--token_format
https://dev.rutoken.ru/pages/viewpage.action?pageId=72451342#id-PIN--admin_pin_unblock
https://dev.rutoken.ru/pages/viewpage.action?pageId=72451342#id-PIN--admin_pin_unblock
https://dev.rutoken.ru/pages/viewpage.action?pageId=72451342#id-PIN--admin_pin_defolt
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