Pa6boTta ¢ nporpammon PyTokeH [Juck

® O6wasn nHopmaums
® Pa6orta c nporpammoii PytokeH Quck B Windows

O TlogkntoyeHne ToKeHa K KOMMbTEPY
PaboTa ¢ 3alyLeHHbIM pa3aenom
MN3meHeHune PIN-kofa 3alumLLeHHOro pas3aena npy NoBTOPHOM MOAKMHYEHNM
Pas6nokuposka PIN-koga 3alumilieHHoro pasgena
M3meHeHne PIN-koaa Monb3oBatens
M3ameHeHune PIN-koga AoMuHucTpartopa
Pa6oTa ¢ ycTpoMCcTBOM B HEJOBEPEHHOW cpefe
BesonacHoe n3BneyeHne ycTponcTea

® 1 cnoco6. Ecnu Ha MaHenu 3agay otobpaxaeTcs 3Ha4ok besonacHoe n3BneveHne o6opyaoBaHus
® 2 cnoco6. Ecnu Ha MaHenu 3agay He oTobpaxaeTcs 3Havok besonacHoe n3BneveHne obopyaoBaHus

O NameHeHne nonutukn cmeHbl PIN-koga Monb3oBaTtens
® Pa6orta c nporpammoit PytokeH uck B macOS

O TopknoyeHnst TOKEHa K KOMMbIOTEPY
PaboTa ¢ 3alyLeHHbIM pa3aenom
M3meHeHne PIN-koga 3awmiieHHoro pasgena
M3meHeHne PIN-koga MNMonb3oBatens
M3ameHeHune PIN-koga AgMmuHucTpaTtopa
PaboTa ¢ ycTpOIMCTBOM B HEJOBEPEHHOW Cpefe
BesonacHoe ussneveHne ycTtponcrea

O NameHeHne nonutukn cmeHbl PIN-koaa Monb3oBaTtens
® Pa6orta c nporpammoii PytokeH Auck B GNU/Linux

O HacTpolika cuctembl Anst paboTbl C TOKEHOM
[MopakntoyeHne ycTporcTBa K KOMMbOTEPY
Pa6oTa ¢ 3alyLieHHbIM pasgenom
M3meHeHne PIN-koga 3awuiieHHoro pasgena
M3meHeHne PIN-koaa Monb3oBatens
M3ameneHune PIN-koga AgMmuHucTpatopa
PaboTa ¢ ycTpoincTBOM B HEJOBEPEHHON cpeae
BesonacHoe n3BneveHne ycTponcTea
M3meHeHne nonuTtukm cmeHbl PIN-kopga MNonb3oBatens
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O6wasa nHgpopmauus

YctponcTteo PytokeH LM 2.0 Flash cogepxut ynpasnsemyto Flash-namstb, koTopasi MoxeT ObITb NogeneHa Ha pasaensl, 4OCTYN K KOTOPbIM
3awmwaetca PIN-kogom.

Takke ans yctponctaa 3agaHbel PIN-koa Monb3osatens n PIN-kog AomuHucTpartopa.

Bce atn Tpu PIN-koga nsHavanbHO CTaHaapTHbIE.

Mepen Havanom 1cnonbL3oBaHUsa YCTPOMCTBa 3HaveHus Bcex PIN-koqoB pekoMeHayeTcs USMEHUTb.

Mporpamma PyTokeH [nck npeaHasHayeHa Ans ynpasneHns 3awmweHHbIM pasgenom Flash-namstu Ha yctpoiictBe PyTokeH 3UIM 2.0 Flash.
Flash-namaTb ycTpoiictBa pa3buta Ha ABa pasgena:

® cnyxebHblin: Ans xpaHeHus nporpammel "PyTokeH [uck";
®  3alWLLIEHHbIN: ANs XpaHeHus hannos 1 Nporpamm.

Ecnu Bbl nepegaeTe B nonb3oBaHue apyrum nuuam yctporicteo PytokeH QLM 2.0 Flash, To nepen Tem, kak ero otpopmaTtpoBatb, yoanute Bce dannbl
B VLLIEHHOM pasgene.

Pytoken 3UIM 2.0 Flash paboTaeT B onepauuoHHbix cuctemax: Windows, macOS n GNU/Linux.
[aHHaa MHCTPYKUMS COAEPXKUT ONMcaHus NpoLeayp Ans 3TUX CUCTEM:

® Windows
® macOS
® GNU/Linux

Pabota ¢ nporpammon PyTtokeH [uck B Windows



I'Io,quoquMe TOKeHa K KOMMNbloTepy
PyToken JLIM 2.0 Flash cneayeT nogkniountb K kKoMnbloTepy unu aktueHomy USB-passeTButento (xaby).
Ecnu Ha ycTpoicTBe nocrne NOAKMOYEHNS K KOMMbIOTEPY CBETUTCS MHAMKATOP, TO OHO NOAKITOYEHO KOPPEKTHO.

Mpwu nogkntoveHun Pytoken 3LIM 2.0 Flash ¢ PyTtokeH Anckom B Windows 8 1 B Windows 10 Ha akpaHe koMnbioTepa 0To6pa3nTcsl yBeAOMIIEHNE O TOM,
4YTO HeobxoaMmo BblbpaTh AanbHellee AeNCcTBUe ANst AaHHOro Aucka:

CD-auckosopa (E:) RUTOKEN
Buwibepure, uto TpebyeTca ca,

A gy B pyc

[ina npoponmkeHusi paboTbl C yCTPONCTBOM LUENKHUTE MO 3TOMY yBEAOMNEHUIO. B pe3ynbTaTe Ha akpaHe oTobpasuTcsa okHO Ans Beibopa AercTBrs ¢
namaTbio YCTPOMCTBA.

Mpu nepeom noakntoyveHnn PyTtokeH JLM 2.0 Flash ¢ Pytoken Juckom B Windows 7 Ha akpaHe koMnbtoTepa 0To6pasnTcs yBeAOMIEHNE O TOM, YTO
Havanack ycTaHoBKa NporpaMMHOro obecneveHus Ans ycTponcTea. MNocne okoH4aHUs npoLecca yCTaHOBKM Ha akpaHe oTobpasutcs cnegytolee
yBeOMIEeHMeE:

| YcTpoiicTeo roTogo K MCMOAB30BaHMIO
¥ v cranoska gpaiisepa ana yoTpoiicTea yonewHo
J3BEPLLIEHA,

- i)

Mocne aToro Ha akpaHe 0TOGPa3NTCS OKHO Ans BbiGopa AEUCTBYS C MaMsITbio YCTPOWCTBA.

B Windows 8 1 Windows 10:



CD-amckoBoa (E:) RUTOKEN

Broibepure, uto TpebyeTca cAenats CO 3TOM0 AMCKA.
YcTaHOBWUTE MK BINMOAHWUTE NPOrpPaMmMy € HOCW...

OTkpbiTe PyToked fMck
Mzpatens He ykasaH

Lpyrve BapuaHThbl

OTKpPLITE NANKy 4ANA NpocMoTpa Garnnos,

lNpoBoaHME
. He BLINOAHATE HMKAKMY ASRCTEWEA
B Windows 7:
) AsTosanyck [= ] - -

@ CD-awmcrosog (E) RUTOKEN

[ ] Beeraa swinonnHaTs AR Nporpamm w urp:

YeTAHOBUTE AW BEINOAHUTE NPOFPAMMY € HOL...

OTEPBITE PyToKEH [isck
W3narens He yrasaH

NeoBoR HOCHTENS - BAPWMEHTEI AEACTENA

l OTKpLITE NBNKY ANA NPOCHOTRE DaHNos,

WTone3ve NoosooHAE

rD,J.D:EFHCE'Ir'I O NapampieETDAY aBTOIAMYCES B NAMENN

YyNpaEneH1A

Pa6orta ¢ 3awuiLleHHbIM pa3aernom
YT06bl Ha4YaTb paboTy C 3aLMLLEeHHbIM pa3aenom Boibepute nyHKT OTKpbITb PyTokeH [uck.

B Windows 8 1 B Windows 10:



CD-amckoBoa (E:) RUTOKEN

Broibepure, uto TpebyeTca cAenats CO 3TOM0 AMCKA.

YcTaHOBUTE MAKM BbINOAHWTE nporpaMmmMy C HocCH...

OTkpbiTe PyToked fMck
Mzpatens He ykasaH

Lpyrve BapuaHThbl

OTKpPLITE NANKy 4ANA NpocMoTpa Garnnos,
lNpoBoaHME

He BLINOAHATE HMKAKMY ASRCTEWEA

B Windows 7:

) AsTosanyck [= ] - -

@ CD-awmcrosog (E) RUTOKEN

[ ] Beeraa swinonnHaTs AR Nporpamm w urp:

YeTAHOBUTE MAK BEINOAHUTE NPOrPAMMY € HOL...

' OTEPBITE PyToKeH [isck
W3narens He yrasaH

NoBoR HOCHTENS - BAPHMEHTEI AEACTENA

} OTKpLITE NBNKY ANA NPOCHOTRE DaHNos,

WMone3va NOos0nHLAE
M 3va NposooHME

rD,J.D:EFHCE'Ir'I O NapampieETDAY aBTOIAMYCES B NAMENN

YyNpaEneH1A

Mpyn nepBoM NOAKMIOYEHNM YCTPONCTBa OTKpoeTcst OkHO MoBbICUTE 6€30MacHOCTb.
C%I’bl no cosaaHuio HapeXxHbIX PIN-KOAOB U MX XpaHeHuIo:

1. Hwukorga He ncnonb3ynte B PIN-kogax nepcoHansbHyo nHdopmauumio n npoctbie kombuHaumm 6yks nnm undp. PIN-koa He JomkeH coaepxaTb
Ballly AaTy pOXAEHUs, BO3pacT U noapsa uaylume unv oguHakosble umdpbl u 6ykBbl (Hanpumep, "12345" unu "qwerty").

2. Vicnonb3yiiTe anuHHble PIN-koabl. PIN-kog gomkeH copepxatb 6onblue 6 cMMBONOB.

3. XpaHute PIN-koapbl B 6e3onacHbix mecTtax. 3anuwmTe csor PIN-kog n xpaHuTe ero B 6e3onacHoM MecTe unu B cneuuanbHoi nporpamve.

3HayeHve PIN-koaa salumiieHHoro pasaena no ymonyaxuo — 12345678.

Oeaxabl BBeauTe HoBbIl PIN-kog n HaxkmuTe YcTtaHoBUTb PIN-kog.



PyToken Juck — x

O NPorrAnmME

PYTOKEH

[MOBbICATE BE3SOTINACHOCTb

ObBecneysTe BE20ONACHOCTE BALWKME AaHHBIX!
JanadTe ceol PIMN-koa Mons3osatens.

YCTAHOBWTD PIN-KOA

Mpw nocnepyoLmMxX NoAKNIOYeHNAX yeTporcTea PyTokeH OLIM 2.0 Flash k komnbioTepy Ha aKkpaHe OTKPOeTCS OKHO Ans NonyvyeHns octyna.

Beeaute PIN-kog n HaxxmuTte MoarsepauTb.



Pytoken Juck — x

O NPOTPAMME

PYTOKEH

NONYHYNTb AOCTYTI

LOna poctyna K 2aluMiuieHHoMy pazaeny PyTokeH
UM Flash eeearte PIMN-koa.

@ 3alwmTa oT 3anncK

BintounTe, ecam He AOEEpRAETE KOMMNBHITERY

NOATBEPAWTD

B okHe ¢ coobLeHem 0 ToM, 4TO JOCTyn nony4yeH HaxmuTe OTKprTb avck. B pe3ynbTaTte OTKpoeTCca 3alUMLLEHHbIN pa3aen yCTpOVICTBa.




Pytoken Juck — >

O NPorranmEe

PYTOKEH

AOCTYIT MNMOJTYYEH

HauHwuTe paboTy C 2alMLLIEHHEIM PAZLEN0NM,

Mocne otkaroueHna Pytoken 3UIN Flash ot

KOMMNBHOTERS A0CTYN K Z4UWHWULIEHHOMY Daz0eny
EI}",EI,E'T FAKPBIT aBTOMATHYECKH.

OTKPbITb AMNCK

PyToken 3LIN 2.0 Flash M3MEHITE PIN-KO
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MNameHeHue PIN-koga 3almLLeHHOro pasgena npu nosTOPHOM NoAKoYeHU!
C%I’bl no cosfaHuio HapexHbix PIN-KO4OB M MX XpaHEeHMIo:

1. Hukorga He ncnonb3ayite B PIN-kogax nepcoHansHyto MHopMaLumio 1 npocTble kKombuHaumm 6yke unu umdp. PIN-koa He JormkeH cogepxaTb
Ballly AaTy poXAeHUs, Bo3pacT U noapsa uaylume unm oanHakosble Lumdpbl n 6ykebl (Hanpumep, "12345" unu "qwerty").

2. WUcnonbayinte gnuHHble PIN-kogbl. PIN-kog gomkeH cogepxaTb 6onblie 6 CMMBOMOB.

3. XpaHute PIN-kogbl B 6e3onacHbix Mectax. 3anuwmTe ceoii PIN-kof 1 xpaHuTe ero B 6e3onacHOM MecTe Unu B crieluanbHoi nporpamme.

Y106b! M3meHutb PIN-koA 3awueHHoro pasaena:

1. MopgxkniounTe ycTponcTeo k komnbioTepy. B Windows 8 1 B Windows 10 Ha akpaHe oTobpasunTca crneaytollee yBeaoMneHue:

CD-auckosopa (E:) RUTOKEN
CA cAenaTth ANA

A~ 1)) B pyc

B Windows 7 cpasy oTkpoeTcs okHO aBTo3anycka (cM. Liar 3).

2. UenkHute no gaHHOMy yBedoMneHuto. Ha akpaHe oTobpasnTcs okHO Ans Bblbopa AeNCTBUSI C NaMSATbIO YCTPOWCTBA.
3. BbibepuTe nyHKT OTKpbITE PyTOKEH ANCK.
B Windows 8 n Windows 10:




CD-amckosoa (E:) RUTOKEN

Buibepure, 4yto TpebyeTCA CAenarts o 3TOro AMCKa.

YeTaHOBUTE WAKW BbINOAHWTh nporpaMmmMy ¢ HocCK...

OTepbITe PyToked [duck
WMz patens He ykasaH

lpyrwe BapuaHThI

OTKpbITE Nanky Ana npocMoTpa dalnos,

MNpoBoaHUK
. He BbINOAHATE HUKAKMX JeRCTEMHA
B Windows 7:
E] AEBTOZAMYCK = || =

E] CD-amckoeon (BE) RUTOKEMN

[T Bceraa BinonnaTs 4nA nporpamm w urp:

¥ CTaHOBWTE MW BEINCAHWTE NPOTPaMay C HOC...
OTKpEITE PyTokeH QMoK
MzpaTens He yKasaH

NMoBoll HoCWTENE - BAPWAHTEI AEACTEWIA

OTKPRITE NaNKy ANA NpocMoTpa dalinos,
MCnonesyA MNpoBoaHNK

MNoapoBHOCTH ¢ NapaMeTpax aBT03aNy CKa B MaHENK
Y¥Np3asnedHna




4. B okHe JlocTyn nosy4eH LienkHuTe no ceoinke Namenutb PIN-kog,.

PyToken Quck — x

O MPOrpANMME

PYTOKEH

AOCTYT NMOJIYYEH

Haunute paboTy € 3alUMLLEHHEIM DAZLEN0M.

Mocne otnodenma Pytorked 3L Flash ot

KOMMBHITERE AOCTYT K Z8aUWWULIEHHOMY paz3aeny
EIY,ELE‘T 3AKPBIT aETOMATHUHECKHK.

OTKPbITb ANCK

PyTokeH 2LIM 2.0 Flash M3IMEHIATE PIN-KOA

5. B okHe UameHnuTb PIN-kof BBEAMTE B coOTBETCTBYOLWME Nonsi: Tekywmin PIN-koa v HoBbI PIN-kof ABaxabl.



6. Haxwvute MameHutb PIN-kopg,

PyToken Quck — >

OTMEHA

PYTOKEeH

N3MEHWTE PIN-KOZ

¥oraHoewTe Hoewlid PIM-kog Monszoeatens PyTokeH
LM Flash.

M3MEHMTE PIN-KOA

7. Ons npogomkeHust paboTbl € 3aLLMLLEHHBIM PA3AENOM LUESKHUTE Mo cebinke "BepHyTbes k paboTe". B pe3ynbTaTe OTKPOETCS 3aLUMLLEHHBIN
pasgen ycTpoiicTaa.




Pytoken Quck — >

OTMEHA

PYTOKEH

PIN-KOZ M3MEHEH

MuH-koa MNMonszoeatens Pytorked SLUMN Flash Gein
YCMELWHO M3MEHEH,

BEPHYTbCAH K PABOTE
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Pas6nokupoBka PIN-koga 3aluuvuieHHoro pasgena

Ha ycTpoiictBe PyToKeH CyLecTByeT CHeTUMK HenpasunbHbIX nonbiTok BBoaa PIN-koaa 3awwmiwieHHoro pasaena.




Mo ymonyanuto 3agaHo 10 nonbITok HenpaeunbHoro BBoAa PIN-koaa Monb3oBaTtens.

Korpga nonb3oBatens BBOAUT HenpasunbHbln PIN-koA, 3Ha4eHne aToro cyetymka ymeHbLuaeTcs Ha eamHuly. Ecnv nocne aTtoro nonb3oBaTtenb BBOAUT
npasunbHbin PIN-kog, To 3Ha4YeHne cyeTynka copacbiBaeTcs.

[onycTMoe konm4ecTBO HenpaBunbHbIX NonbITok BBoAa PIN-koaa ykasaHo B okHe PyTokeH [ucka.

Ecnu Tam ykasaHo 3HadeHue "0", To npu cneayoLlelt HeyaadHon nonbiTke BBoga PIN-koaa oH 6riokupyeTcsi n Ha akpaHe oTobpasuTcsa crneayollee
coobueHue:

@ PytokeH [uck — >

Q MPOrPAMME

PYTOKEH

AO0CTYMN 3ABNNIOKVPOBAH

[nA BoccTaHoBAEHMA gocTyna no eaweny PIN-kogy eeegute
PIM-koa AamwHwcTpaTopa.

BeeawnTte PIN-koa AamMuHWCTpaTopa

BOCCTAHOBMTb 40CTYN

Yrobbl pasbnoknposats PIN-koa saluyileHHoro pasaena Heobxoanmo 3HaTb PIN-kog AoMuHMCTpaTopa yCTpoicTBa PyTOKeH.
[ns pasbnokunposku PIN-koga sawmieHHoro pasaena:

1) B okHe ¢ coobLieHre o ToM, 4To AocTyn 3abnokvposaH BBeanTe PIN-kog AomuHnctpatopa PyTokeHa.

Mo ymonyaHuio sHa4eHne PIN-koga AgMuHmnctpaTopa PyTokeHa — 87654321.

2) Haxxmute BoccTaHoBUTL AOCTYN.



|EI PyTokeH [luck — oy

O NPOrPAMME

PYTOKEH

AO0CTYTM 3ABNOKMNPOBAH

[nA BOCCTAHOBNEHWA gOCTyna No eawenmy PIN-koay eEegnTe
PIN-kog AgmuHWCTpaTOpRA.

BOCCTAHOBWUTDL A40CTYN

B pesynbraTte B okHe PyTokeH [lucka otobpasutcsi none ans BBoaa PIN-koga 3almiLueHHoro pasaena v Konm4ecTBo HenpaBunbHbIX nonbiTok BBoga PIN-
Koga cHoBa npumeT 3HayeHune 10.

MameHeHne PIN-kopaa lMNMonb3oBatens

Ecnu Ha Baliem koMnbloTepe He ycTaHoBreHa MaHerb ynpasnennst PyTokeH, To HE06X0AMMO ee 3arpysuTb 1 yCTaHOBUTb.
MocnenHas Bepcus naHenu pacnonoxeHa Ha cTpanuue: hitps://www.rutoken.ru/support/download/windows/

3rayenue PIN-koga lMNonb3osatens no ymonyaxnio — 12345678.

Pekomenayemas gnuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 cuMBOOB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTu, a
anunHoro PIN-koga (6onee 10 cMMBONOB) MOXET NPUBECTU K YBENMYEHUIO KONMYECTBA OLIMGOK Npu ero BBOAE.

[ns nsmeHexusn PIN-koga Monb3oBatens:

1. 3anyctute MaHenb ynpaBneHuA PyTokeH.

2. BbibepuTte ycTponcTso PyTokeH.

3. lNpoBepbTe KOPPEKTHOCTL BbIGOPA YCTPOMCTBA.

4. Haxmwnte Beectn PIN-kop v ykaxuTe Tekywmii PIN-kog Monb3oBaTens.


https://www.rutoken.ru/support/download/windows/

5. Haxmute OK.

il Manens ynpasnenua PyTokew >

EeegnTe PIMN-k0g
CYWTHIEATENE

& Pyroken 3UN 2.0 Flash 0

@ MNonesoEatens

Dﬁ,qr.u.-mncrpamp
PIM-k0g

| --------l | RU

6. Haxmute UameHUTb.

AAMWHWCTPHPOEAHWE  CepTudmkaTel HacTpolikw O nporpamme

MogknwyeHHele PyTokeH

|.jpgnonm 3001 2.0 Flash O " BeiiiTh

HHdopmayma
@ MNokazaTe CEEAEHWA O TOKEHE MHbopMaLma

¥npaeneHwe PIN-kogamu

["i— PazéaokupoEaTe PIN-koge None3oEaTena, HeoBxogumel

PazbnoKMpoBaTh
@ npaea Jocryna AgMuHKWCTpaTopa PyTokeH

HeoBxoguMel COOTEETCTEVHOWME NPaga 40CTyna

% MzmeHuTE PIN-KOgR NOAEI0EATENA WAKM AZMUHWCTPATOPA. I VEMEHMTE. . I

HMma TokeHa

Nz3meHuTE. ..

384aTe MMA TOKEHA., HeoBX04MMEl COOTEETCTEYHIWME
* Mpaea 4ocryna

PopMaTHpOEAHWE TOKEHA

2 VHWLMaNMZMpoEaTE GAAN0EYID CUCTEMY M ONPELeNnTE
¢ MOAWTHEKW BE30NACHOCTH TOKEHa, HeoBxogMMel NpaEa
AocTyna AaMUHKWCTpaTopa PyTokeH

DOpMATUROEATE...

3akpeiTe

7. B nonsix Beegute HoBbi PIN-kof, v MoaTeepaute HoBbii PIN-kop BBeanTe HoBbI PIN-koa. Ecnv niankatop 6esonacHoctn PIN-koaa,
pacronoxeHHbl psigoM ¢ nonem Beegute HoBbI PIN-koa nogceeyeH kpacHbiM useTtoM, To PIN-koa siBnsietcsa "cnabbim", ecnm xxentbiM — TO



"cpeaHuM", a ecnu 3eneHbiM — TO "HaAeXHbIM".

il Manens ynpasnenna PyToken >

CmeHa PIN-koga

BrifepuTe ponk W BBEJWTE HOBEBIA
PIM-k0g ana PytokeHd 2UM 2.0 Flash ©.

MonezoBaTenk
AOMWUHWCTPATOR
BEeguTe HOBRIWA PIN-KO4

. | ™

MogTESpAUTE HOERIA PIN-Kog,

-----------l | EM

8. Haxmute OK.

NameHeHnne PIN-koga AgpMuHucTpartopa

Ecnu Ha Baluem koMnbloTepe He ycTaHoBreHa MaHerb ynpasneHnst PyTokeH, To He06X0AMMO ee 3arpysuTb U YCTaHOBUTb.
MocnenHas Bepcus naHenu pacnonoxeHa Ha cTpanuue: https://www.rutoken.ru/support/download/windows/

3HayeHve PIN-koga AaMuHucTpaTopa no ymondaxuio — 87654321.

Pekomengyemas anuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 ciMBONoB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anvHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTU K YBENUYEHMIO KONMYecTBa OLWMBOK Npu ero BBoAe.

Insa namexenns PIN-koga AoMuHucTpaTopa:

. 3anyctute MaHenb ynpaeneHust PyTokeH.

. Bbibepute ycTporictBo PyTOKeH.

. [poBepbTe KOPPEKTHOCTL BbIGOpa yCTPOMCTBA.

. Haxxmunte Beectu PIN-kog.

. YcTaHoBUTE nepekrovaTenb B nornoxeHne AqMUHUCTpaTop 1 BBeauTe Tekywmuin PIN-kog AgMuHucTpaTtopa.
. Haxmute OK.

O A OON-=

il Manens ynpaenenna PyToken >

Eeeaute PIMN-kog
CYWTHIEATENE
& PyToken 3UN 2.0 Flash 0

() NonezoEaTent

(®) AAMUHWCTPaTOP
PIM-kog

| --------l | EM



https://www.rutoken.ru/support/download/windows/

7. Haxmute MameHUTb.

ASMMHWCTPUPOBEEHWE  CepTudWkatel HacTpoidkw O nporpamme

MoAkAKYeHHbIE PYTOKEH

|.j|=~_.,-mKEH 300 2.0 Flash 0 w BiiiTh

WMHdopmaumua
@ MoKazaTe CESAEHWUA O TOKEHE WHGopmauma

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ Pazénoknposate PIN-kogbl none3oeaTtenn, Heobxogumel

PazBnokwpoBaTe
@ npaea Jqocryna AgMuHWCTpaTopa PyTokeH

HeoBxognMel COOTEETCTEVIOWME Npaga 4oCTyna

% M3meHuTe PIN-KOgB NONB30EATENA MAK AZMUHWCTRATOpRA, I VEMEEHMTE I

Mma TokeHa

3agaTe MMA TokeHd. HeoBX04UMbl COOTEETCTEYHIWME

i NzmeHunTe. ..
[~ |& npaea aocTyna
PopMaTHpOEaHWE TOKEHA

1 MHuuwanwsvpoeate ¢El:i.|'1CIB}.I'ICI CHMCTEMY W ONPEJENHTE DOpPMATUPOEATE. .
o MOAWTHEW BE30NacHOCTH TOKEeHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHITE

8. lMpoBepbTe, YTOGLI NepekntoyaTenb Gbin ycTaHOBMEH B NonoxeHne AGMUHUCTpATOP.
9. B nonsx Beeaute HoBbil1 PIN-kof 1 MopTteepaute HoBbI PIN-koa BBeanTe HoBbI PIN-koa. Ecnv nngukatop 6e3onacHoctu PIN-koaa,

pacnonoxeHHbIN psaom ¢ nonem Beeaute HoBbii PIN-kog noaceeyeH kpacHbiM LBeToM, To PIN-koa siBnsieTcs "cnabbimM”, ecnui xenTbiM — TO
"cpegHUM", a ecnu 3eneHbIM — TO "HaZeXHbIM".
il Manens ynpaeneqns PyToken >

Cmena PIN-koga

BriGEpUTE ponb M BEEANTE HOBBIN
PIM-kog ana Pytoked 3LUN 2.0 Flash 0.

Monb3oEaTent

AaMHUHWCTPETOR
BeeguTe HOBRIA PIN-kog,
FERFEREREREREREEEE | AAJ

MogTeepanTe HoBBIA PIM-kog

------------------l | EM

orue

10. Haxmute OK.



Pa6ota c ycTpoiiCTBOM B He[JoBEpeHHOM cpefe
HepoBepeHHasi cpejia — 3TO KOMMbLIOTEP, HA KOTOPOM MOXET HaXOAUTLCS BPEJOHOCHOE MporpaMmMHoe obecneyeHue.
[ina paboTbl C yCTPOWCTBOM B HEJOBEPEHHON cpefe:

1. MopaknounTe YCTPOUCTBO K KOMMNbioTEPY. Ha akpaHe 0ToGpasuTcs yBeoMIIEHME O TOM, YTO HEOGX0AMMO BeIGpaTh AanbHelilee AencTBre Ans
[OaHHoro aucka.

2. LenkHnTe no aToMy yBeaomneHuto. Ha akpaHe oTobpa3nTcs OKHO Ans Bblbopa AeNCcTBUS C NaMATLIO YCTPOWCTBA.

. B aTom okHe Bbibepute nyHKT OTKpbITL PyTOKeH Juck.

4. B okHe MonyunTb AOCTYN ycTaHOBWTE nepeknoyaTesns 3alyuta OoT 3anmcy B nonoxeHve BkrioyeH.

PyToken Quck — >

w

O NPOTPAMME

PYTOKEH

NONYUNTb AOCTYTI

AnA 4oCTyna K 2alWLeHHOMY pasaeny PyTokeH
3UN Flash eeegute PIMN-koa.

o 3alumTa oT 2anncK

BrntoumTe, ecim He ACBEAETE KOMNBHOTERY

NOATBEPAUTH

5. Beeaute PIN-koa 3awmieHHoro pasaena.
6. Haxwmute MNMoarsepanTb.



7. Haxmute OTKprTb Amek. B pesynbTaTte 3alumLLieHHbIN pa3gen oTKpoeTCs TONbKO AN YTEHUS.

PyToken Quck — >

O MPOrpAnMME

PYTOKEeH

AOCTYIT MNMOJIYUEH

Haunwte paboTy € 2alLMLLEHHEIM PAZLenon.

Mocne otnouenma Pytorkend 3UIM Flash ot
KOMMBHITERE LOCTYN K 2aLLWULLIEHHOMY Pazgeny
ByAeT 2aKPLIT AETOMATHMYECKH.

OTKPbITb ANCK

PyToken 2LM 2.0 Flash MEMEHINTE PIN-KO4

be3onacHoe u3Bre4yeHue ycTpoicrea
UTtobbl n3bexaTb NoTepy AaHHbIX, BaXHO 6@30MacHO N3BNeYb YCTPONCTBO.

CyLecTByeT HECKOMbKO cnocoboB 6e30MacHOro U3BnevYeHns ycTpovictea. B gaHHOM pasgene Mbl onviem HeKOTOpbIe U3 HUX.

1 cnoco6. Ecnu Ha MaHenn 3agad 0T06pa>KaeTc;| 3Ha4yok besonacHoe usBneyeHue oﬁopynoaanvm
[ins 6e3onacHoro 13BneyYeHus yCTpomcTea:

1. Ha Maxenwu 3agay HaianTe 3Hayok BesonacHoe uaBneveHne o6opyAOBaHUS U LLETIKHUTE MO HEMY.
B Windows 8 1 Windows 10:

B Windows 7:

S e D) L

2. Ecnu oH He oToBparkaeTcsl, To HaiauTe 3Ha4ok MokasaTb CKpbITbe 3HAYKM, LLENKHUTE MO HeMy U BbibepuTe 3Ha4ok BesonacHoe usBnevyeHme
oGopynoBaHusi.
B Windows 8 1 Windows 10:




B Windows 7:

= e )

3. B oTkpbIBLIEMCS OKHE LUernkHuTe no cTpoke Maeneub "Rutoken ECP". B pe3ynbTaTte Ha akpaHe 0To6pa3uTtcsi yBefoMMEHE O TOM, YTO
o6opynoBaHne MOXeT GblTb U3BNEYEHO.

Ma OTKpPBITE YCTPORCTEA M NPUHTEDD

Mzeneus "Rutoken ECP"

- W3eneus "CO-guckoeog (O RutokenDISKE"

- zeneus "USB-HakonuwTens (H:)"

B Windows 8 1 Windows 10:

O6opysoBaHue MOXET BbITh
W3BAEUEHO

1 i) ENG

B Windows 7:

) ObopyaosaHne MOXET BbITh M3BAEUEHD
Tenepe yerpoiicTeo "CocraeHoe USE yeTpolicTen” mosxer

EbITh EEDI’IEEHD HZBNEYEeHTD K3 K:CIMI'IbH:ITEFIE.
S o

4. OTKMoYmMTe YCTPOWCTBO OT KOMMbIOTEPA.

2 cnoco6. Ecnu Ha lMaHenu 3agay He oToGpaxaeTcsi 3Ha4ok besonacHoe usBneveHne o6opynoBaHus
ﬂl‘lﬂ 6e3onacHoro n3snevyeHus yCTpOVICTBaZ

1. Bbibepute B MeHto Myck nyHKT MPpOBOAHMK.

2. B neBoW YacTu okHa NPOBOAHMKA LLENKHUTE NPaBo KHOMKOW No Ha3BaHuio 3awuieHHoro pasgena RUTOKEN.

3. B oTkpbiBweEMcs MeHIo BblibepuTe nyHKT 3Bneyb. B pe3ynbTtaTte B okHe NpoBoAHMKa He ByaeT oTobpaxaTbcs Ha3BaHUe pasgena u Ha aKkpaHe
nosiBUTCS1 COOBLLIEHME O TOM, YTO YCTPOWMCTBO MOXHO 6e30mnacHo n3Bneyb.



PazeepHyTh 0O %
m OTKpbITE 3BTO3AMYCK. . )
Eﬂ Mpoeepka ¢ ncnonssosannem Windows Defender..,
= W gocyn 0@
Brntounte BitLocker
CTKpBITE B HOBOM DKHE
v B P kM (7]
3aKpenuTe HA NaHenw BelcTporo 4ocTyna
= MNogenuTbcr b
; OTKpEITE KaK NEPEHOCHOE YCTPORCTBD
=] JoBasuTe B BUBANOTERY b
= 3aKpEenuTe Ha HAYaNEHOM 3KpPaHE
i DOpMaTHPOBaTE..
B WMzeneun
J’ Bripesate
G O KonwpoeaTe
s Mepenmenoeate
Cosgate b
r:1ge
CeolicTea )
¥ - Uom ey S TOT RO TTE R TE
Ty
oF Cems
Bugeo
3TOT KOMIBHOTER
Myzeika
) 3TOT KOMIBHOTER
W
InemenTos: 14 -c &=

ObopyaosaHWe MOXET BbITb
N3BAEUEeHO
Tene cteo "USB-Hakonw

4. OTKNoYMTE YCTPOMCTBO OT KOMMblOTEPA.

NameHeHne nonutuku cMeHbl PIN-koga Monb3oBartens

MonuTuky cmeHbl PIN-koaa Monb3oBaTtens MOXHO U3MEeHUTb TOMbKO Npu hopMaTUpOBaHMK YCTPOMCTBA.

ECEIL: Bbl BCE-TaKu peLmnm oTpopmaTnpoBaTb YCTPOMUCTBO, TO MOCIE 3TOr0 BaM HEO6X0AMMO BOCCTaHOBUTL nporpammy PyTokeH [uck no uHcTpykuum: http

s: .rutoken.ru/display/KB/PU1026.

Pa6boTta c nporpammon PytokeH [uck B macOS


https://dev.rutoken.ru/display/KB/PU1026
https://dev.rutoken.ru/display/KB/PU1026

HOAK.HIO‘-IeHVISI TOKEeHa K KOMNbIloTepy
PyToken OLIM 2.0 Flash cnegyeT nogkntountb Kk kKoMnbloTepy nnu aktueHomy USB-passeTButento (xaby).
Ecnu Ha ycTpoiicTBe nocne NoAKIMYEHUS K KOMMNBIOTEPY CBETUTCA MHAMKATOP, TO OHO NMOAKMHOYEHO KOPPEKTHO.

Mpwu nogkntodeHun Pytoken 3LIM 2.0 Flash B macOS Ha paboyem cTone komnbloTepa oTobpasutcs 3Havyok RUTOKEN.

~ —

AR AU AL S

Mpu nepBoM NoAKMOYEHUM YCTPOUCTBA K KOMMbOTEPY M3MeHuTe PIN-kof Anst AOCTyna K 3alUMLLIEHHOMY pasfeny.

Pa6ora ¢ 3awmieHHbIM pa3aenom
YTtobbl HayaTb paboTy C 3almLLEHHBIM Pa3aenom:

1) oTkpoiite TepmuHarn;
>_

2) ans nepexoaa B nanky macOS BBeauTe koMaHay:

cd [nyTb Ao nankv macOS]

Mpvmep komanAabI:

cd /volumes/RUTOKEN/macOS/

3) HaxxvmuTe Enter;

4) ANs nonyYeHus AOCTyNa K 3alUMLLEHHOMY pa3aeny BBeauTe KOMaHAY:
Jopendisk.sh

5) Haxxmute Enter;

6) BBegnTe PIN-koa 3awmieHHoro pasaena;

3Hayenve PIN-koda sawyuieHHoro pasaena no ymonyanuio — 12345678.
7) Haxxmute Enter.

PesyanaT BbINOSIHEHNSA KOMaHAObI:

O @ macOS — -bash — 80x9

Last login: Mon Sep 30 12:03:19 on ttyse@eo

android-c9d8bc31781e6e56:~ admin$ cd /volumes/RUTOKEN/macQS/

android-c9d8bc31781e6e56:mac0S admin$ ./opendisk.sh

Enter Rutoken Disk's PIN-code:

Ox38BD6AGE / 951937646 : Volume access mode change Passed : 2
crw @t

android-c9d8bc31781le6e56:mac0S admin$




B pesynbTate Ha paboyem ctone otobpasutcs s3Hadyok RUTOKEN;

8) ABa pa3a LenkHUTe No 3ToMy 3HauKy. B pedynbTaTte 3aliumileHHbIN pasgen OTKpoeTCs.
MameHeHue PIN-koaa 3awimiLeHHOro pasaena
Co(%wu No co3aanHmio HapexHbIX PIN-KOLOB U UX XpaHeHuIo:

1. Hukorga He ucnone3ayiite B PIN-kogax nepcoHanbHyo MHopMaLmio 1 NpocTele kombuHaumm 6yke unu umdp. PIN-koa He gomkeH cogepxatb
Bally AaTy POXAeHWs, BO3pacT 1 NOAPSA uaywmue unv oguHakosble umudpbl 1 Byksbl (Hanpumep, "12345" nnu "qwerty").

2. Wcnonbayinte anuHHble PIN-koapl. PIN-kog fomkeH cogepxatb 6onblue 6 CMBOSOB.

3. XpaHute PIN-kogpbl B 6e30nacHbix mectax. 3anuwmte cBoi PIN-kog u xpaHuTe ero B 6e3onacHOM MeCTe Ui B crieuuarnbHoM nporpamve.

Yrto6bl n3amenntb PIN-koA 3awwmieHHoro pasaena:

1. NoaknYMTE YCTPOMCTBO K KOMMNbloTepy. Ha paboyem ctone otobpasutcs 3Havok RUTOKEN;

2. ans nepexopa B nanky macOS BBeauTe KOMaHAy:
cd [nyTb no nanku macOS]
MNprmep KoMaHabI:

cd /volumes/RUTOKEN/macOS/
3. HaxwmuTe Enter;
4. BBEguTe KOMaHAy:
JJrtAdmin -q -c [tekywwuii PIN-kog 3awmweHHoro pasgena) -B I3 [HoBeii PIN-kof, 3alumieHHoro pasgena)
Mpumep komaHapl:
J/rtAdmin -q -c 12345678 -B I3 9qty4j
5. HaxwvuTe Enter. B pesynbtaTte PIN-koa 3awmieHHoro pasgena 6yaet uaMeHeH.
| NON | macOS — -bash — 80x7

Last login: Tue Oct 1 11:56:85 on ttys@@e

android-c9d8bc31781e6e56:~ admin$ cd /volumes/RUTOKEN/macOQS
android-c9d8bc3178le6e56:mac0S admin$ ./rtAdmin —-q —c 12345678 -B 13 9qty4j
Ox38BD6ALE / 951937646 : Local PIN has been successfully set
android-c9d8bc31781eée56:mac0S admin$

MNameHeHne PIN-koaa MNMonb3oBaTtens

PIN:zkoa Monk3oBaTens MOXHO M3MEHUTL TOMNLKO B TOM Cry4ae, eCnu Bbl 3HaeTe ero Tekylliee 3HajveHve.

Ecnu Ha Ballem KOMMbIOTEPE HE YCTAHOBMEHA YTUNUTA agMUHUCTPUPOBaHUs PyTokeH, To HEOGXOAMMO ee 3arpy3unTb U YCTaHOBUTD.
MocnegHas Bepcus yTUnNuTbI pacnonoxeHa Ha cTpanuue: https://www.rutoken.ru/support/download/mac/

3HayeHve PIN-koaa MNMonb3osaTens no ymonyaxuio — 12345678.

Pekomengyemas gnuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 ciMBOMNoB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTu, a
anvHHoro PIN-koga (6onee 10 cMMBOMIOB) MOXET NPUBECTU K YBENUYEHMIO KONMYecTBa OLIMGOK Npu ero BBOAE.

[ns uameHenns PIN-koga Monb3oBaTens BBeAMTe KOMaHAay:


https://www.rutoken.ru/support/download/mac/

rtadmin -q -c <tekywmii PIN-koa Monb3osartensa> -u <HoBbI PIN-kop, Nonb3osarens>

HaxwvuTe Enter. B pesynbtate PIN-kog 6yaeT nameHeH.

MNameHeHne PIN-koga AgMuHucTpaTopa
P”}'I;I'SO,CI, A,ElMVIHVICTpaTOpa MOXXHO M3MEHUTb TOJIbKO B TOM Clly4ae, eCin Bbl 3HaeTe ero Tekylliee 3HavdeHune.

Ecnu Ha Bawiem KOMNbIOTEPE HE YCTaHOBIIEHA YTUNUTa aAMUHUCTPUPOBaHUSt PyTokeH, To HeO6XOAUMO ee 3arpy3nTb 1 YCTaHOBUTD.
MocnenHas Bepcus yTUnNuTbI pacnosioxeHa Ha cTpanuue: https://www.rutoken.ru/support/download/mac/
3Hayenue PIN-koga AoMuHKUCTpaTopa no ymonyaxuio — 87654321,

Pekomenayemas gnuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 cuMBOOB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTu, a
anunHoro PIN-koga (6onee 10 cMMBONOB) MOXET NPUBECTU K YBENMYEHUIO KONMYECTBa OLIMGOK Npu ero BBOAE.

[nsi usmeHenns PIN-koga AoMuHUCTpaTopa BBEAUTE KOMaHAY:
rtadmin -q -0 <tekywwii PIN-kog AoMuHucTpaTopa™> -a <HoBbit PIN-kog AoMuHucTparopa™>

HaxxmuTe Enter. B peaynbtate PIN-kog 6yaeT nsmeHeH.

Pa6ora c yCT pOVICT BOM B HenoaepeHHoﬁ cpene
HeposepeHHas cpefa — 3TO KOMMbIOTEP, HA KOTOPOM MOXET HaxoAUTbCS BPeAOHOCHOE NporpammHoe obecneyeHue.
[ina paboTbl C yCTPOWCTBOM B HEJOBEPEHHON cpefe:

1. MopknounTe yCTPOCTBO K KOMMNbIOTEPY.

2. Otkpovite TepmuHan.

3. [Ons nepexoaa B nanky macOS BBeauTe koMaHay:
cd [nyTb Ao nankvu macOS]
Mpumep komaHap!:
cd volumes/RUTOKEN/macOS/

4. Haxwute Enter.

5. [Ons nony4yeHust 4OCTYNa K 3alLMLLEHHOMY pa3fierly BBeAUTE KOMaHay:
JJopendiskro.sh

6. Beegute PIN-kog 3awmiieHHoro pasgena.

7. Haxmute Enter.
PesynbTat BbINONMHEHUS KOMaHAbI:

[ NON ) macOS — -bash — 77x10

Last login: Mon Sep 30 11:45:25 on ttys@ee

android-c9d8bc31781e6eb56:~ admin$ cd /volumes/RUTOKEN/mac0S/

android-c9d8bc31781leée56:mac0S admin$ ./opendiskro.sh

Enter Rutoken Disk's PIN-code:

@x38BDOALE / 951937646 : Volume access mode change Passed : 2
i ro @t

android-c9d8bc31781e6e56:mac0S admin$

8. B pesynbraTte Ha paboyem ctone otobpasutcsa 3Ha4ok RUTOKEN.

9. ﬂBa pasa WenkHUTe No 3Ha4Ky. B pesynbTaTte 3aLUULLEHHBIN pasfen oTKpoeTCA TONbKO ANA YTEeHUA.

BesonacHoe u3BneyeHne ycTpoicTea

Yrtobbl 6e30nacHoO M3BneYb YCTPONCTBO:


https://www.rutoken.ru/support/download/mac/

1. Ha pa6oyem ctone Haigute 3Havyok RUTOKEN.

=

» bl d -

Ul UINE N

2. LenkHnTe no Hemy ABa pa3a. B pesynbTaTe OTKpOETCH 3alUMLLEHHBIN pasgern.
3. B meHio okHa BblbepuTe nyHkT ®Paitn — Uaeneyb "RUTOKEN". B pesynbTaTe 3alumileHHbIV pa3gen 6yaeT 3akpbiT.

.' Finder MpaBka Bwupo T[lepexom OkHo CrnipaBka
Hoeoe okHo Finder &EN T
| HoBag nanka TN
(| RUTOKE
HoBas cMapT-nanka ’
Hoeas Bknagka 8T E
W OTtkpbiTh ®0
3aKpbITb OKHO BEW
CgolicTBa #|
N
BbicTpbil npocMoTp «RUTOKEN» BY
| Hobaeutb B Dock ~NET
|
M3Bneub «RUTOKEN»

4. 3akpoiite TepMuHan.
5. Ortkntoumnte PyTokeH 3LIM 2.0 Flash ot komnbtoTepa.

NameHeHne nonutuku cMmeHbl PIN-koga Monb3oBarens

Monutuky cmeHbl PIN-koga nonb3oBaTernst MOXHO M3MEHUTb TONbKO Npu hopMaTUpOBaHUM TOKEHA.

Ecny Bbl Bce-Taku pelumnm oTgopmaTupoBaTth YCTPOUCTBO, TO NOCHEe 3TOro BaM He06X0AMMO BOCCTaHOBUTL NporpaMmy PyTokeH [JUCk nMo MHCTpyKuum: http
s:&/.rutoken.ru/display/KB/PU1026.

PaboTta c nporpammon PytokeH [uck B GNU/Linux

Hacrpoiika cucrembl onsi paboTbl C TOKEHOM

[ns paboTbl ycTporictBa PyTokeH QLM 2.0 Flash B deb-based cuctemax (cnucok cuctem ykasaH B Tabnuvue 1) 4OmKHbI ObITb YCTaHOBMNEHDI:


https://dev.rutoken.ru/display/KB/PU1026
https://dev.rutoken.ru/display/KB/PU1026

® Gubnunoteka libccid He HMxe 1.4.2;
® nakethl libpcsclite1 u pcscd.

ina paboTbl B rpm-based cuctemax (Cnvcok cuctem ykasaH B Tabnuue 1) 4omkHbl ObiTe YyCTAHOBMNEHbI NakeTbl:

® ccid;
® pcsc-lite.

Tabnuua 1

deb-based rpm-based
Debian, Ubuntu, Linux Mint = RedHat, CentOS, Fedora, ALT Linux,

Astra Linux ROSA Linux, MCBC, l'oclluHykc

[ns yctaHoBku 6ubnuotekun n naketos B deb-based cucremax:

1. Otkponte TepmuHan.

2. BBegute KomaHay:

$ sudo apt-get install libccid pcscd libpesclite1
3. Haxwmure Enter.
4. BegwuTe naponb Nonb3oBaTens C npaBaMu agMMHUCTpaTopa cucteMsbl (nonb3osatens root) n Haxmvute Enter.
5. YT06bI NOATBEPAMTL 3anyck npoLecca ycTaHoBku Haxxmute Y. B pesynbTaTe ykasaHHas 6ubnuorteka u naketbl 6yayT yCTaHOBMEHbI.

(] dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/linux_x86_64

dmitrieva@ubuntu:~$ cd fmedia/dmitrieva/RUTOKEN/linux_x86_64/
dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/1inux_x86_645 ./opendisk.sh
Enter Rutoken Disk's PIN-code:

Ox38BD6AGE / 951937646 : Volume access mode change Passed : 2

Wt t

dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/1inux_x86_645 ]

[nsa rpm-based cuctem (kpome ALT Linux) komaHaa Ans yCTaHOBKW NakeTOB BbIMMAAMUT criegytoLmm obpasom:
$ sudo yum install ccid pcsc-lite

Mpumep komaHabl Ana 32-paspsagHon u 64-paspagHon sepcun Fedora:

$ sudo yum install pcsc-lite-ccid pesc-lite

[ns cuctembl ALT Linux komaHAa Ans yCTaHOBKW NakeToOB BbIMSAMT crnegylowmnm obpasom:

$ sudo apt-get install pcsc-lite-ccid pcsc-lite

B pesynbTaTte cuctema bynet rotoBa k pabote ¢ yctpornctBom PyTokeH 3LIM 2.0 Flash.

I'IonKmoquMe YCTpOﬁCTBa K KOMNblOTEpY
PyToken SLIM 2.0 Flash cnepyeT noagkniouunTk K KOMMbloTepy unu aktueHomy USB-passeTsuTento (xaby).
Ecnu Ha ycTpoincTBe nocne NoaKoYeHnst K KOMMbIOTepY CBETUTCS MHAMKATOP, TO OHO NOAKIOYEHO KOPPEKTHO.

Mpwu nogkntoueHun PytokeH 3LIM 2.0 Flash B chaiinoBom meHemxepe B pasaene Devices otoGpasuTcesa cTpoka ¢ HassaHueMm ycTporicTea RUTOKEN.
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Mpv NepBoM MOAKIIOYEHWM YCTPOCTBA K KOMMboTePY aMeHnTe PIN-kof Ans 4OCTYNa K 3alUMLeHHOMY pasaerny.

Pa6ora ¢ sawmileHHbIM pasaenoM

YT06bl HaYaTh paboTy C 3aLUMLLEHHBIM Pa3aenom:

1) oTkpovite TepmuHarn;

2) ons nepexoaa B nanky linux_x86 (ans 32-paspsgHoi Bepcum) unu linux_x86_64 (ans 64-pa3psaHoli Bepcun) BBeAUTE KOMaHAYy:
cd [nyTb Ao nanku linux_x86 unm linux_x86_64]

Mpumep komaHabl Ans 64-pa3psgHon Bepcun:

cd /media/dmitrieva/RUTOKEN/linux_x86_64

3) Ans nonyveHust 4OCTyNa K 3alMLLEHHOMY pa3aeny BBeaUTe KoMaHay:
Jopendisk.sh

4) HaxxwvuTe Enter;

5) BBeguTe PIN-kof 3awmileHHoro pasgena;

3Hayenue PIN-koda 3alymiieHHoro pasaena no ymonyanuio — 12345678.
6) HaxxmuTe Enter.

PesyanaT BbINOSTHEHUSA KOMaHbI:

dmitrieva@ubuntu: /media/dmitrieva/fRUTOKEN/linux_x86_64

dmitrieva@ubuntu:~$% cd /media/dmitrieva/RUTOKEN/linux_x86_ 64/
dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/1linux_x86_ 645 . /opendisk.sh
Enter Rutoken Disk's PIN-code:
@x38BD6AGE [/ 951937646 : Volume access mode change Passed : 2

trw ot
dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/linux_x86_ 645 [




B pesynbTate 3aluLieHHbI pasaen oTKPoeTcs.

MNameHeHne PIN-koaa 3awmeHHoro pasgena
3Hayenue PIN-koda salymiieHHoro pasaena no ymonyanuio — 12345678.

Yrto6bl n3amenutb PIN-koa 3awwmieHHoro pasaena:

1. nogknoyMTe YCTPOMCTBO K KOMNbloTepy. B dharinosom meHepxepe B pasgene Devices otobpasntcsi ctpoka ¢ HasBaHuem yctpoiictea RUTOKEN;
2. ansa nepexopda B nanky linux_x86 (ans 32-paspsigHon Bepcun) unu linux_x86_64 (anst 64-pa3psiaHoi Bepcun) BBEAUTE KOMaHAy:

cd [nyTb Ao nanku linux_x86 unm linux_x86_64]
Mpumep koMaHabI:

cd /media/dmitrieva/RUTOKEN/linux_x86_64
3. HaxmuTte Enter;
4. BBeguTe KOMaHAy:
JJrtAdmin -q -c [Tekywwuii PIN-koa 3awmwieHHoro pasgena) -B I3 [HoBeii PIN-kof, 3alumiLeHHoro pasgena]l
Mpumep komaHabl:
J/rtAdmin -q -c 12345678 -B I3 9qty4j
5. HaxmuTe Enter. B pesynbtaTte PIN-koa 3awmieHHoro pasgena 6yaet uaMeHeH.

dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/linux_x86_64

dmitrieva@ubuntu:~$ cd /media/dmitrieva/RUTOKEN/linux_x86_64/

dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/linux_x86_64S ./rtAdmin -q -c 12345678
-B 13 9qty4j

Ox38BD6AGE / 951937646 : Local PIN has been successfully set

dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/linux_x86_645 |

MN3ameHeHne PIN-koaa Monb3oBaTens
P|N;L(O,Cl, [Monb3oBaTenst MOXHO U3MEHUTbL TONbKO B TOM cny4ae, ecnu Bbl 3HaeTe ero Tekyliee 3HadeHune.

Ecnu Ha Ballem koMnbloTepe He yCTaHOBMEHa YTUNUTa agMMHUCTPUpoBaHnsa PyTokeH, To He06XOANMO ee 3arpysunTb U YCTaHOBUTD.
MocneHas Bepcus yTUNuUTbLI pacnonoxeHa Ha ctpanuue: https://www.rutoken.ru/support/download/nix/
3nayenne PIN-koga MNonb3osatens no ymonyaxuio — 12345678.

Pekomengyemas anuHa PIN-koga — 6-10 cumBonoB. Vicnonb3oBaHue kopoTkoro PIN-koaa (1-5 cumBONoB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anvHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTU K YBEMMYEHNIO KONMYeCcTBa OLLMBOOK Npu ero BBOAE.

[nsi usmeHenns PIN-koga Monb3oBaTtens BBeAMTe KOMaHAay:

rtadmin -q -c <rekywmii PIN-kog Monb3oBatens> -u <HoBbi PIN-kop Monb3osaTens>

HaxxmuTe Enter. B pesynbtate PIN-kog 6yaeT nsmeHeH.

MNameHeHne PIN-koga AogMuHucTpaTopa

PIN-xoa AoMuHUCTpaTopa MOXHO USMEHUTL TOMBKO B TOM CIlyYae, €CNu Bbl 3HAeTe ero TeKyllee 3Ha4eHue.

Ecnu Ha Ballem KOMMbIOTEPE HE YCTAHOBMEHA YTUNUTA agMUHUCTPUPOBaHUs PyToKeH, TO HEOGXOANUMO ee 3arpy3unTb U YCTaHOBUTD.
MocnegHas Bepcus yTUnNuTbI pacnonoxeHa Ha ctpanuue: https://www.rutoken.ru/support/download/nix/

3Hayenue PIN-koga AoMuHUCTpaTopa no ymonyaxuio — 87654321,

Pekomenayemas gnuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 cuMBONoB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTy, a
anuHHoro PIN-koga (6onee 10 cMMBONOB) MOXET NPUBECTU K YBENMYEHUIO KONMYECTBa OLWMGOK Npu ero BBOAE.

[nsi uameHenns PIN-koga AoMnHuCTpaTopa BBeAMTE KOMaHAy:
rtadmin -q -0 <trekywmii PIN-kog AoMuHmucTpatopa™> -a <HoBbii PIN-kog AoMuHucTparopa™>

HaxxmuTe Enter. B peaynbtate PIN-kog 6yaeT nsmeHeH.

Pa6oTa ¢ ycTpoiCTBOM B He[I0BepeHHOM cpefe

HeposepeHHas cpefa — 9T0O KOMMbIOTEP, HA KOTOPOM MOXET HaxoAWUTbCA BPeAOHOCHOE MporpaMMHoe obecneveHue.


https://www.rutoken.ru/support/download/nix/
https://www.rutoken.ru/support/download/nix/

[nsi paboTbl C YCTPOMNCTBOM B HeJOBEPEHHOW cpefe:

1) oTkpoiite TepMuHarn;

2) pna nepexoaa B nanky linux_x86 (ansa 32-paspsgHon Bepcumn) nnu linux_x86_64 (ansa 64-pa3psgHol Bepcumn) BBeaUTE KOMaHAay:
cd [nyTb Ao nanku linux_x86 unm linux_x86_64]

Mpumep komaHAbl AN 64-pa3psgHon Bepcun:

cd /media/dmitrieva/RUTOKEN/linux_x86_64

3) ANs nonyyeHvst 4OCTYNa K 3alWLLEHHOMY pasfeny BBEAUTE KOMaHAy:
Jopendiskro.sh

4) HaxxvuTe Enter;

5) BBegnte PIN-koa TokeHa;

6) HaxxmuTe Enter.

Pe3ynbTaTt BbINOMHEHNS1 KOMaHAbI:

dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/linux_x86_64

dmitrieva@ubuntu:~$ cd /media/dmitrieva/RUTOKEN/1linux_x86_64/
dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/1inux_xB86_ 645 . /opendiskro.sh
Enter Rutoken Disk's PIN-code:
Ox38BD6AGE / 951937646 : Volume access mode change Passed : 2

:ro @ t
dmitrieva@ubuntu: /media/dmitrieva/RUTOKEN/1inux_x86_ 645 [

B pesynbTaTe 3aWwuLeHHbIN pa3aen 0TKPOeTCs TOMbKO ANS YTEHUS.

BesonacHoe U3Bne4eHne ycTponcTea
[ns 6e3onacHOro n3BneyYeHust yCTponcTea:

1. B daninosom meHemxepe, B pasaene Devices HaiauTe CTPOKy 3alluLLEeHHOro pasaena.

Devices

»

Ul RUTOKEN

B RUTOKEN -




2. UenkHWTe No 3ToM CTpOKe NpaBoW KHOMKOW MbllKn 1 BbiGepuTe NyHKT Eject. B pesynbtaTe 3awmiieHHbIn pasgen byaeT 3akpbIT.
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3. 3akponte TepMmuHan.
4. OTKnIoYMTE YCTPOMCTBO OT KOMMbLOTEpA.

WNameHeHue nonutukm cmeHbl PIN-koaa Monb3oBaTtens

Monutuky cmeHbl PIN-koga nonb3oBaTens MOXHO M3MEHUTb TONBbKO Npu hopMaTMpoBaHUK TOKeHa.

Ecnu Bbl Bce-Taku peLumnnm otdhopmaTMpoBaTh YCTPOWCTBO, TO NOCe 3TOro Bam HeobxoAMMO BOCCTaHOBUTL nporpaMmMy PyTokeH [iuck no uHCTpykumm: http
s:/@x.rutoken.ru/display/KB/PU1026 .
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