Pa6ota ¢ yctponctBomM PyTokeH yepe3 Kpuntollpo CSP B
macOS

Ob6wasa nHdpopmauums

Kpuntolpo CSP — aT1o cpeacTBo kpunTorpaduyeckoi 3awmtbl MHdopmaumu. OH npegHasHayeH Ans 3awmTbl OTKPbITOW MHOpMaLMKU B cUcTeMax
o6LLero nonb3oBaHNA 1 3aWnTLl KOHUAeHUMansLHOW nHpopmMaLmmn, He coaepxalleil CBeAeHUIN, COCTaBNSALLMX rOCYAaPCTBEHHYIO TalHYy.

KpunTtollpo CSP pabotaeT B crieaytoLLmnx BEPCUsix onepaLmoHHon cuctemsl macOS:
11/10.9/10.10/10.11/10.12/10.13/10.14/10.15 (x64).
B onepauunoHHoi cucteme macOS y Kpuntollpo CSP Bepcum 4 HeT rpachuyeckoro nHtepdenca, noaTomy BCS HAaCTpPoOKiKa BbIMOMNHAETCA Yepe3 TepMmuHan.

B Kpuntollpo CSP Bepcum 5 ectb rpadmueckas ytunuta VIHcTpymeHTbl Kpuntonpo, noatomy Ans yao6cTea NCnonb30BaHWs 1 HACTPOMKN pekoMeHayeM
YCTaHOBUTb MMEHHO 3Ty BEPCUIO.

B aaHHoM nHcTpykummn Byaet onvcaH npouecc pabotel ¢ Kpuntollpo CSP kak yepe3 TepmuHan, Tak n Yyepe3 MIHCTpyMeHTbl Kpuntonpo.
Mpouecc HacTporkn Kpuntolpo CSP B onepaumnoHHol cucteme macOS coCToUT U3 crneayoLmx 3Tanos:

. YctaHoBka gpavisepa PyTokeH S ana macOS (BbInonHseTcs Ans ycTporicTBa PyTokeH S).
. YcraHoBka Kpuntollpo CSP.

. YctaHoeka Kpuntollpo 3L Browser plug-in.

. MNposepka paboTbl ycTpoicTBa PyToKeH.

. YcTaHoBKa nuM4Horo cepTtudmkara.

. YcTaHoBKa KOpPHEBOro cepTudukaTa.

. MNpoeepka ctatyca nuueHsun Kpuntollpo CSP.

. Aktuaumsa nuueHsum Kpuntollpo CSP.

0N WN -

Mocne HacTpoiiku Kpuntolpo CSP Heobxoaumo npoBepuTb ero paboTy B cucteme. [poBepka COCTOUT U3 CrieaytoLLyX LaroB:

1. MpoBepka KOpPPeKTHOCTUN paboThl yCTpocTBa PyTOKeH.
2. TpoBepka Hannuma cepTudmkaTta Ha ycTponcTee PyTokeH.
3. TecTupoBaHue npoLecca NoannucaHns JoKymeHTa.

Cl

[nsi BbINONHEHWS AeNCTBUIA AaHHON MHCTPYKUMX BaM HEOOX0AMMO 3alTh B CUCTEMY No4 YYETHOM 3anucbio Nonb3oBaTens ¢ npaBamy agMmmHUcTpaTopa
mébmu.

Y1QBbl MONy4YnTb AOCTYN K AUCTPUBYTMBAM, KOTOPbIE UCMONb3YOTCs Anst HacTporku Kpuntolpo B macOS, Heo6xoanMo 3aperucTpupoBaThbes Ha
o] anbHoM canTte komnaHun Kpuntollpo (ccbinka Ha canT: https://www.cryptopro.ru/).

HacTtponka Kpuntollpo CSP

YcraHoBka gpaiieepa PytokeH S gnst macOS

Tonbko Ans paboTel ¢ PyTokeH S Heobxoaumo yctaHoBuTs "[paiiBep PyTokeH S ans Apple macOS". Ecnu y Bac He PyTokeH S, To nepenanTe K criefyoL
emy aTany.

I'Ipou,ecc YyCTaHOBKM npaﬂaepa B pasHbIX BEpCUAxX OI'lepaLMOHHOVI CUCTEMbI OTSIN4aeTCA.
YcraHoBka gpavisepa anss macOS High Sierra n crape

[ins yctaHoBku fpaiBepa:

1. TNepengute no ccolinke:
https://www.rutoken.ru/support/download/mac/


https://owncloud.aktiv-company.ru/owncloud/s/yWcJfl8ocgF2VUY
https://www.cryptopro.ru/
https://www.rutoken.ru/support/download/mac/

2. B paspene lNonb3oBarenamM PyTtokeH S LwenkHuTe no cebinke "Aparisep PytokeH S ana macOS High Sierra u ctaplue”.

BepcuA: 1.0.6 o7 10.03.2020

Mognepsueaemsie OC:  macOS 10.15 Catalina / 10.14 Mojave

[1] Opaiieep PyTokeH S ana macOS High Sierra u cTapwe

Bepcus. 1.0.4.1 o1 29.09.2015
Nogpepxueaemele OC.  mac0S 10.13/10.12/10.11/10.10/10.9

3. [JoxauTech OKOHYaHWA npolecca 3arpysku.
. Otkpowite Finder.

I

. OTkpoWiTe nanky 3arpyaku 1 ABaxzbl LENKHUTE Nno Ha3saHuto daiina ifd-rutokens-1.0.4.1.pkg.
. [Ans noaTBEpPXAEHUS ycTaHOBKM HaxkmuTe OK.
. Otkpovite CUCTEMHbIE HACTPOMKU.
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8. LenkHuTe ABa pasa No Ha3BaHWIO HaCTpovikv 3aluura U 6e30nacHoOCTb.
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OCHOBHble Pa6ouuii cton Dock Mission SA3bIK 1 3awmtan Spotlight YBefomneHus
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Monb3oBatenu PoguTenbckuit Siri [Oatau Time YHUBEpCcanbHbiit

W rpynnbl KOHTpONb Bpems Machine poctyn




9. HaxwmuTte MoaTBepanTb BXOA.

[ ] < FER 3awwTa 1 6e3onacHoCcTb Q

FileVault BpaHgmaysp  KoHduaeHumanbHOCTb

[ns aToro nonb3oBaTens 3afaH Naposnb Bxoga CMeHUTb Naponb...

3anpalwmvsaTtb naposib  Yepes 5 MUHYT B npy BbIXOA4E U3 PeXUMa CHa U/ 3aCTaBKu

PaspelnTb MCnonb3oBaH1e NPOrpamMMm, 3arpyxXeHHbIX 13:

Mporpamma «ifd-rutokens-1.0.4.1.pkg» 3a610KMpOBaHa 1 HE MOXET BbiTb MopTBEPAUTD BXOS,
OTKPbITA, TakK Kak aBTOp NMPOrpaMMbl He SIB/ISIETCS YCTaHOB/IEHHbIM
pa3paboTynkom.

~
= HaxmuTe Ha 3aMOK, YTO6bl BHECTU U3MEHEHMS.

10. Haxmute OTKPbITb.

: ABTop nporpammbl «ifd-rutokens-1.0.4.1.pkg» asnsaercsa
. HeyCTaHOB/IEHHbIM pa3paboTunkoM. Bbl AeiiCTBUTENBHO
A XOTUTE OTKPbITb Nporpammy?

OTkpbITHE Nporpammbl «ifd-rutokens-1.0.4.1.pkg» no3eonuT BCerga
3anyckaTb ee Ha aToM Mac.

www.rutoken.ru

? — onem | (T

11. [anee cnepyiite MHCTPYKUMSAM, KOTOpble OTOBPaXaloTCs B OKHe YCTaHOBKMW. B peaynbTaTe ycTaHOBKA YCMELLHO 3aBEPLUNTCS W Ha akpaHe

oTobpasuTcst coobLeHme:

[ ) ‘& YcTtaHoBka: Rutoken S IFD Handler

YcTaHoBKa yCneLwHo 3aBeplueHa.

BBegeHue
PasmeleHne
Tun ycTaHOBKU

YcTaHoBKa
Obsop YcTaHOBKa npowia ycnewHo.

MO ycnewHo ycTaHOBNEHO.

aKPbITh




12. B okHe ycTaHOBKU HaxxmumTe 3akpbITb. [ocne aToro HeobxoanmMo yctaHoBuTb Kpuntolpo CSP (3ToT npouecc onvcaH B crieaytowem pasaene).

YcraHoBka gpaiBepa anst macOS Mojave 1 Catalina
[ns ycTaHoBku Apansepa:

1. Mepengnte no ccbisnke:
https://www.rutoken.ru/support/download/mac/
2. B paspene Monb3oBatensim PyTokeH S wenkHute no cebinke "Apansep PytokeH S ang macOS Mojave u Catalina".

[1] Opaiisep PyTokeH S pnsa macOS Mojave u Catalina

Bepcua: 1.0.6 07 10.03.2020

Mognepxueaemsie OC:  mac0S 10.15 Catalina / 10.14 Mojave

(1] Opaiieep PyTokeH S ana mac0S High Sierra u cTapwe

Bepcua: 1.0.4.1 07 29.09.2015
NMopoepsweaemele OC:  mac0s 10.13/10.12/10.11/10.10/10.9

w

. JoxanTechb OKOHYaHWsA npolecca 3arpysku.
4. Ortkponte Finder.

5. OTkpouTe nanky 3arpysku 1 ABaxabl WenkH1Te no HaseaHuto drarna ifd-rutokens-1.0.5.pkg.

. Ansa 3anycka npouecca ycTtaHoBkv HaxmuTe MpoaomkuTb.

. Danee cnefyiTe MHCTPYKLMSAM, KOTOPble 0TOBPaXatoTCs B OKHE YCTAHOBKW. B pe3ynbTaTe ycTaHOBKa YCMELLHO 3aBEPLUNTCS, U Ha SKpaHe
oTo6pasuTcsa coobLyeHme:

~N o

@ ‘& YcTaHoBka: Rutoken S IFD Handler

YcTaHoBKa yCnewHo 3aBepLueHa.

BBeaeHue
PasmelleHne
Tun ycTaHOBKMU

YcraHoBka

0630p YcTaHOBKa npoLusia ycrnewHo.

MO ycnewHo ycTaHOBNEHO.

aKpbITh

8. B okHe ycTaHOBKM HaxmuTe 3akpbiThb. Mocne atoro Heobxoanmo yctaHoBuTb Kpuntolpo CSP (3ToT npoLuecc onucaH B criedytoLiem pasgene).

YctaHoBka Kpuntollpo CSP
[nsa ycraHosku Kpuntollpo CSP:

1. OTkponTte oduumanbHbI canT komnaHum Kpuntollpo:
https://www.cryptopro.ru/


https://www.rutoken.ru/support/download/mac/
https://www.cryptopro.ru/

2. NepeiiguTe B MeHto caiita 3arpyska ¢ainos (Mpoayktel — Kpuntollpo CSP — 3arpy3ska daitnos). 3ta cTpaHuua AOCTYMHA TONbKO
3aperncTpMpoBaHHbIM Ha canTe Nonb3oBaTenNsM.

B 3alliuTe MHdopMaLMK

{K\PI/II'ITOH PO | KMOHEBOE CoBO AU | EN [ hows |
N~

O komnaHum MpoaykTel Yenyru MapTHEps Monaepika Kynuts Crauate Bnor Dopym
Kpunrofpo CSP Vicnonesomanme
KpunTolpo JCP Kpuntofipo TLS PoHHasA nognuce
Kpunrofipo NET Hacrpoiisa Kpunrolpe CSP ans ngink Ha basze Kpnn'rol'lpo DSS
Kpwunrollpo HSM Apache
KpunTolpo DSS Kpwnolpo Java CSP
Tnasnasn Kprnroripo NGate Kpwnellpo Winlegon Kyl‘II/ITb
o KpwnroMpo 3L Browser plug-in CumreBaTant
KoM Kpunroripo YL BHBnMoTeKa cuHTRIBaTENE] ‘a‘ TIpOAYKTEI KOMNaHUH,
" 0BHOBNEHWA M aon. MO
Kpunroripo LienTp Mokuoputira Jarpyska (afinos
Kounasna Kpl - gpunronips IPsec VicTopns Bepenit «eHue
- a YCNYTH TEXHMYECKOrD
10 PACTROCTR o oo cRM Ermrrem 1800 CONpoBOXAEHMA
noanMcy -
Kpunrolpo AirKey COBMECTUMOCTS peanusaLyi X 509 v CMS
OcHOBHOE Hal 3auueHHas MoBMALHOCTL paboTka cpencTs kpUNTOrpathHUECKON 3all|TEl ﬁ\\] wﬁ;ﬁggﬁ:g:’:i;e yenyru
MHCDOPMALMK  AononmunrensHoe MO Kntoueit (Public Key Infrastructure) Ha octose
MGMIONLSORAN! peyt oo oot papran w USB kmiouawn VAKX KPANTTOTpathiyeCi anropuTios
TMpoaykTel ko O0opyAcEarie MYECKUX MHL, Ha OCHOBAHWM AUNEPCKNX

[0T0BOpPOE. Cepmdnkarsl .
* Moii npochuns.

CewnaeTenscTea a MO
KOMNAHUA Bblye i corivs « wuw wow o icnmes o e JIs308aHME CK3W Kpuntolpo CSP u caeiwe 800 * Mo zarpyaku
MALEH3WIA Ha MCNIDML30BAHNE YAOCTOBEPAKLErD UeHTpa KpunTolpo YL, KoTopsle NPMMEHAITCA

PaZNAYHEIMI FOCY1APCTBEHHEIMU U KOMMEPUECKMIMU OPraHN3aLMAMY B CHCTEMEX 3MEKTPOHHOMD

* BuliiTn

AokyMeHTo0B0poTa, a Taioke BOCTpeBoBaHs! Npy NOCTPOSHUM rMoBansHkix obLerocyapcTEEHHLIX

3. Yrtobbl HauaTb 3arpy3ky, B pasgene CepTuduumpoBaHHble BEPCUU LLENKHUTE NO ccbiike macOS.

CepTudmumpoBaHHble Bepcumn

Kpuntollpo CSP 5.0 ans Windows, macOS, UNIX 1 Android

Kpuntollpo CSP 4.0 R4 ana Windows, macOS n UNIX

Kpuntollpo CSP 4.0 R3 ana Windows, macOS n UNIX

4. Haxmute PaspelumTsb.
. JoxauTecb OKOHYaHWs NpoLecca 3arpy3ku.
6. Ortkpowite Finder.

)]

7. OTkpovTe nanky 3arpysku v ABaxabl LLENKHATE MO Ha3BaHWo apxvBa macos-uni.tar. B peaynbTtate B okHe 3arpyaku otobpasnTcst nanka macos-
uni.

| NON ) {2 3arpyaku
< EE 0o ol v v (M ) Q

N3bpaHHoe Mms Paamep

¢ iCloud Drive > [] macos-uni -
@) AID macos-uni.tar 22.4 MB
3) AirDrop

@ macos-uni.tgz.download 16,4 Mb
0 3arpyaku 69,5 Mb

8. OTkponTe nanky macos-uni.




10.

11.
12

13.

[1Ba pa3a wenkHuTe no obpasy aucka c AUCTpubyTMBOM (chaiin ¢ paclumpeHmem dmg).

[ Pa6ouwuii cTon
@ [OoKYMEHTbI
0 3arpysku

Mecta

[£] presale

Tern
@ KpacHbiit
@ OpaHxeBblit

XKenTbiti

[ NON [l macos-uni
< il = Bz RO Q
Us6paHHoe Nws ~  [ata nameHeHns Paamep
®) AirDrop M cpverify 8 vions 2019 1., 14:56 582 Kb
@ METELTE integrity.sh 8 niona 2019 r., 14:56 409 b
A macos-uni.ini 8 niona 2019 r., 14:56 91b
-,Z\- Mporpammbl & ru.cryptopro.csp-5.0.11455.dmg 8 niona 2019 r., 14:56 30,8 Mb

3anycTuTe ycTaHoBKY nporpammbl. [Ins 3Toro LenkHWTe NpaBoi KHOMKOW MbILKW MO dhaiiny ¢ paclumpeHnem mpkg v BbibepuTe nyHKT OTKPbITh.

mpkg

[ NON ) L ru.cryptopro.csp-4.0.9944
\- W .‘y
TXT ‘ \
drivers ReadMe.txt ru.cryptopro.csp-4.0.9944. uninstall_csp

[ina noaTBEpXAEHNS ycTaHOBKN HaxxmuTe OK.
Ecnu npouecc ycTaHOBKM He 3anyCcTurcsl, To OTKpoiiTe CUCTEMHbIEe HACTPOWMKK.

LlenkHuTe ABa pasa no Ha3BaHWIO HAacTpoMkK 3almTa n 6e30NacHOCTb.

o CucTeMHble HaCTPOWKK / [Q
N (& Q
OCHOBHble Pa6ouunii cton Dock Mission A3bIK N 3awmTa u Spotlight
1 3acTaBka Control peruoH 6e3onacHoCTb

., o, B

MoHuTOpBbI SKoHOMUS KnaBsuatypa Mbiwb Tpeknag MpuHTepbl N 3ByK
3Heprum CcKaHepbl
V., \ [ ,\!
X o
» ©@ ® @ 0 o =
iCloud YyeTHble 3anucn  O6HOBMeHUe CeTb Bluetooth PacwupeHus 06wui
WHTepHeTa poctyn
> ©® @
G
n @ 6 18 - Q
Monb3oBatenu PoauTenbckuit Siri Datau Time YHUBEpCcanbHbIit
1 rpynnbl KOHTPO/b Bpems Machine poctyn

YBepomnenus

3arpys04Hbiit
LMCK




14. HaxmuTte MoaTBepanTb BXOA.

[ ) < = 3awmTa 1 6e30NacHOCTb Ql

FileVault  BpaHpmayap KoHduaeHUManbHoOCTb

[ns aToro nonb3oBaTens 3afaH Naposb BXoaa CMeHUTb Naporb...

3anpawwBsath Naponib Yepes 5 MUHYT [ NPy BbIXOAE U3 PEXMMa CHa N1 3acTaBKy

Pa3pelunTb CMoNb30BaHUE NMPUIOXEHWUIA, 3arpy>eHHbIX 13:

MpunoxeHue «ru.cryptopro.csp-5.0.11455.mpkg» 3a6noknpoBaHo, Tak kak ero MopTBEPAMTL BXOA,
aBTOP He SBNSETCS YCTAHOB/IEHHBIM Pa3paBoTUUKOM.

~
Haxxmute Ha 3aMoK, 4YTO6bl BHECTU U3MEHEHUS. ?

15. Haxmute OTKpbITb.

16. [ns 3anycka npouecca ycTaHoBKM HaxmuTe MpoaomkuTb.

17. Janee cnepyiiTe MHCTPYKUUAM, KOTOPble OTOBPaXaloTCsl B OKHE YCTAHOBKW. B peaynbTaTte ycTaHOBKa YCMELUHO 3aBEPLUMTCSA U Ha aKpaHe
oTobpasuTcst coobLeHme:

[ } i¢ YcTaHoBka: ru.cryptopro.csp

YcraHoBka YCMNeLwHo 3aBepLieHa.

BBepeHue
JlnueH3us
PasmeuleHue
Tvn ycTaHOBKMU

Yetanoska YcTraHoBKa npouuna ycnewHo.

e O630p
MO ycnelwHo ycTaHOBNEHO.

aKpbITb

18. B okHe ycTaHOBKM HaxmuTe 3aKpbIThb. MNocne atoro Heobxoanmo ycrtaHosuTb Kpuntollpo 3LIM Browser plug-in (3TOT npoLecc onmcaH B
cneayiolem pasgene).

YcraHoBka Kpuntollpo 3LIMN Browser plug-in
He ycnoneayiTe 6paysep Safari.

[ns yctaHosku Kpuntollpo 3L Browser plug-in:

1. OTkpoliTe ocuumanbHblin cant komnadum Kpuntollpo:
https://www.cryptopro.ru/


https://www.cryptopro.ru/

2. NepeiiguTe B MeHto caiita Kpunolpo SLIM Browser plug-in (Mpoayktel — KpunTtolpo 3LM Browser plug-in). 3Ta cTpaHuua 4ocTynHa TOMbKo
3aperncTpMpoBaHHbIM Ha canTe Nonb3oBaTenNsM.

N KNIOYEBOE CNIOBO
KEBM B 3alMTe MHDOPMaLIMK RuEn =N

O komnanam I'Ipnnylrrbl Yenyru MapTHEps! Monnepxka Kynute Cravats Bnor Dopym
Kpnntolpe CSP 3
m KpunToMpa JCP ’ TLS-wnmo3 u VPN
. Kpunronpo NET %

Kpuntollpo NGate

K KC kpunronpe HsM

Yep' xpunronpo nss

L@

Y3Hatb nogpo6Hes

Kynutb

Kpunolpo NGate

KpwnTorlpo 3LiN Browser plug-in

KpwnTorpo Y|

C yero KprnTorpo LierTp Morwropurira

KpunToMpo CRM oBHOBNEHUA U Aon. MO
gl (punTolpo AirKey nyxvBaHue B YL
— a YCIYIM TEXHUYECKOTO
w"‘l SaupILEnHaR MOBHNBHOCT 0 AnA ANNepos (MHbopMaLLA) CONPOBOMAEHHA
JSEET————r TakTHaA MG opMaLna
[T
(¢ K co cuzpr-xapramn n USB-kncsamn HEEER Cu Vndopuaymonto-
4 KOHCYMIETALMOHHBIE YNy
u OGopyacsanme

== Ceprumkansl

Cauperenserea va M0

* Mo npothune

3. Yrtobbl HavaTb 3arpy3ky LWenkHuTe no ccbinke Bepeus 2.0 Ans nonb3osaTernen.

CrkadaTtb aktyansHyro sepcuio Kpuntollpo 3L Browser plug-in:

» Bepcua 2.0 anA noné{ﬂeneﬁ (aBTOMaTH‘-IECKaFI 3arpy3ka BepCHUM niarvHa, CODTBE!TCTBYIOLLI,EI‘:I

Baweii OC)

» AKTyaneHas, pa3BuBalolanca BEPCUA, HAXOAWTCA B Npolecce cepTUdMKaLMK.

» MNoppepxueaet paboty ¢ anroputmamu FTOCT P 34.10/11-2012 (npu ncnons3oBaHum
¢ Kpuntollpo CSP 4 0 u BbilWe)

- Ona Microsoft Windows coemectiMa ¢ Kpuntollpo CSP sepcuun 3.6 R4 W Boile, ana

apyrux OC — c Kpuntollpo CSP sepcumn 4.0 1 Bbiwe.

- KomnoneHnTol KpunTollpo TSP Client 2.0 w Kpuntolpo OCSP Client 2.0, Bxoaawue B

4. [loxauTecb OKOHYaHWSA mpoLiecca 3arpy3ku.
5. Ortkpowite Finder.

6. OTkpoiTe nanky 3arpysku 1 ABaXKabl LWENKHUTE No Ha3BaHuio davina cprocsp-pki-2.0.0.dmg.

[ BON | (@ 3arpyskm
< H mimol =~ #v B O Q
W3bpaHHoe Mms Pasmep
¢ iCloud Drive B cprocsp-pki-2.0 26,7 MB
@ AirDrop ' cades_macosx.tar 26,7 Mb
» [ macos-uni -
0 3arpysku ¥ macos-uni.tar 22,4 MB

7. 3anyctute ycTaHOBKY NporpaMmbl. [Ins 3TOro WenkH1Te NpaBomn KHOMKOW MblLn No danny ¢ pacumpeHvem mpkg u Beibepute nyHKT OTKPbITh.

e . cprocsp-pki-2.0.0

=

cprocsp-pki-2.0.0.mpkg

8. [Ons noatBepxaeHust yctaHoBkW Haxmute OK.



9. Ecnu npouecc yCTaHOBKM He 3anycTUncs, To oTkpoinTe CUCTEMHbI@ HACTPOWKK.

10.

11.

LlenkHuTe ABa pasa no Ha3BaHWIO HAaCTPOMKK 3almTa n 6€30NacHOCTb.

pa3paboTymMKoM.

~

[ns aToro nonb3oBaTens 3agaH naposb BXxoga

I
i HaxxMuTe Ha 3aMoOK, YTOBbl BHECTU U3MEHEHMS.

Moka3sbiBaTb cOObLLEHME, ecny 3KpaH 3ab1o0KnpoBaH

PaspelunTb MCMoNb3oBaHWe NPOrpamM, 3arpy>KeHHbIX U3:

CMeHuWTb napornb...

Mporpamma «cprocsp-pki-2.0.0.mpkg» 3a6nokMpoBaHa u He MOXeT 6biTb
OTKPbITa, Tak Kak aBTOp NPOrpamMMbl He SIBIIETCS YCTaHOBNEHHbIM

3anpalwwuBaTtb Maposib  Yepe3 5 MUHYT B Npy BbIXOAE U3 PeXxu1Ma CHa Un 3acTaBKu

o CUCTeMHble HacTPOIikM / (Q
SR B a O
OCHOBHble Pabouuii cton Dock Mission SA3bIK 1 3awuta n Spotlight YBegomMneHus
W 3acTaBka Control pervoH 6e3onacHOCTb
Oy . =
= 15} = = # Y =
MoHuTOpbI SKoHoMUSA KnaBuaTypa Mbiwb Tpeknag MpuHTepbl n 3ByK 3arpysoyHbiit
aHeprum cKaHepbl LmcK
+ @ ©® @ 0 u ®
4 -
iCloud YuyeTHble 3anucu O6HOBNEeHue CeTb Bluetooth PacwvpeHus 0O6wwit
WUHTepHeTa no poctyn
< )
, |
81 ®»® © &
Monb3oBatenu PoauTenbckuit Siri Oatau Time YHUBEpCanbHbIit
1 rpynnbl KOHTPONb BpeMs Machine poctyn
Haxmute MNoarsepauTb BXOA,
[ < 3awwmra 1 6e3onacHoOCTb
OcHoOBHble Filevault  BpaHomayap KoHoumaeHumManbHOCTb

MopaTsepanTb BXOA,

12. HaxmwuTe Ha KHOMKy OTKpbITb.




13. [anee crneayiTe UHCTPYKUMSIM, KOTOPbIE OTOBPaXatTCa B OKHE YCTAHOBKMW. B pesynbTaTe ycTaHOBKA YCMELIHO 3aBEPLUMNTCS U Ha 3KpaHe
oTobpasuTcs coobLyeHme:
@ ‘& YcrtaHoBka: cprocsp-pki

YcTaHoBKa ycnewHo 3aBeplueHa.

BBeneHue
MHbopmauus
JlnueHsnsa
PasMmelerne

E) YR LIRET YcTaHOBKa npoLuia yCcrneLwHo.

YcTaHoBKa
MO ycnewHo ycTaHOBNEHO.

0630p

14. B okHe yCTaHOBKM HaxmuTe 3aKpbiTb.
15. YT06bI NPOBEPUTL KOPPEKTHOCTL YCTAHOBKM MNnarvHa, nepenanTe no Cebirnke:

He ycnoneayiTe ansa atoro 6paysep Safari.
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html

MnarvH ycTaHOBMNEH KOPPEKTHO, ecnn B okHe Bpay3epa oTobpasunocb coobLieHne 06 aTom:

MnaruH 3arpyxeH. @

\/@ Bepcusa nnarmna: 2.0.13771 Bepcua kpuntonposaigepa: 5.0.11455

Kpuntonposaiigep: Crypto-Pro GOST R 34.10-2001 KC1 CSP

Ecnu Takoe cooblieHne He 0TO6Pa3Mnock, TO NOBTOPUTE YCTaHOBKY.
16. TMocne atoro HeobxoanMo NpoBepuTs paboTy ycTponcTBa PyTOKeH (3TOT Npouecc onucaH B crieaytoLem pasgene).

MpoBepka paboTbl ycTpoiictBa PyTokeH

[ins npoBepku paboTbl ycTponcTBa PyTOKeH 1 onpeaeneHust ero Ha3BaHus:

1. MopkntounTe yCTPONCTBO PYTOKEH K KOMMbIOTEPY.
2. Otkporite TepMuHan.

>

3. BBeauTe komaHay:
pcsct est

4. Haxwmute Enter n BBeaute undpy "1".
5. Haxwmute Enter n BBegute undpy "1".


https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html

6. Haxwmute Enter. B pesynbtaTte oTobpasuntcs cooblieHue:

@ ® 2y admin — -bash — 80x41

MacBook- i~ admin$ pcsctest

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext : Command successful.

Testing SCardGetStatusChange

Please insert a working reader : Command successful.

Testing SCardListReaders : Command successful.

Reader ©81: Aktiv Rutoken ECP = HazBaHue

Enter the reader number 1 ~

Waiting for card insertion ycTponctea
¢ Command successful.

Testing SCardConnect : Command successful.

Testing SCardStatus : Command successful.

Current Reader Name ¢ Aktiv Rutoken ECP

Current Reader State : @x54

Current Reader Protocol : ex1

Current Reader ATR Size : 15 (exf)

Current Reader ATR Value : 3B 8B 01 62 75 74 6F 6B 65 6E 20 44 53 20 C1

Testing SCardDisconnect : Command successful.

Testing SCardReleaseContext : Command successful.

Testing SCardEstablishContext : Command successful.

Testing SCardGetStatusChange

Please insert a working reader : Command successful.

Testing SCardlListReaders : Command successful.

Reader @1: Aktiv Rutoken ECP

Enter the reader number : 1

Waiting for card insertion
: Command successful.

Testing SCardConnect : Command successful.

Testing SCardStatus : Command successful.

Current Reader Name : Aktiv Rutoken ECP

Current Reader State i Bxb54

Current Reader Protocol ¢ ex1

Current Reader ATR Size : 15 (exf)

Current Reader ATR Value : 3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1

Testing SCardDisconnect : Command successful.

Testing SCardReleaseContext : Command successful.

PC/SC Test Completed Successfully !

MacBook-Pro-Kirill:~ admin$ []

3710 coobLLeHVe 03HavaeT, YTo YCTPOMUCTBO PyTokeH paboTaer.
Takke B peaynbTaTe BbINOMHEHNS 9TOW KOMaHAbl 0TObpa3nTcs HasBaHWe ycTpoicTBa PyTokeH. B Halwem npumepe HasBaHue yctpoiictea "Aktiv
Rutoken ECP".

YcraHoBka NIM4HOro ceptucpukara yepes TepmuHan

ﬂ]‘lﬂ YCTaQHOBKM JINYHOIO CepTI/ICbVIKaTa BBEeOMUTE KOMaHay:

[ opt/cprocsp/ bin/csptestf -absorb -certs

B pesynbTaTe nu4HbIn cepTudmKaT ycTaHOBUTCS U 0TOBpasnTcst coobLueHwme:

MacBook-Pro- :cprocsp admin$ /opt/cprocsp/bin/csptestf -absorb -certs
Match: SCARD\rutoken_ecp_338b7af5\0A00\9AD2
OK.

[ErrorCode: ©x00000000]

[ns npocMoTpa MHbopmMaLmm 06 yCTaHOBIIEHHOM cepTUduKaTe BBEAWUTE KOMaHAY:

/opt/cprocsp/bin/certmgr -1ist



B pesynbTaTe oTo6pasnTcs uHgopmaumst 06 yCTaHOBMNEHHOM IMYHOM cepTudmkaTe:
[MacBook— B EEEET :cprocsp admin$ /opt/cprocsp/bin/certmgr -list
Certmgr 1.1 (c) "CryptoPro", 2807-2010.

program for managing certificates, CRLs and stores

YaocToBepsAWMi LeHTp

1 _______

Issuer ¢ E=support@cryptopro.ru, C=RU, L=Moscow, O0=CRYPTO-PRO LLC, CN=CRYPTO-PRO Test Center 2
Subject : CN=MBaHOB )

Serial : 9x12002CCB14119A33A3A3A6E8470080002CCB14

SHA1 Hash @7ec88871276dc5b6@echbc5e577a97681fe4To1d

SubjKeyID ech90d6b04197bc8961b25806d9713e745F41d2f

TOCT P 34.11/34.10-2801

TOCT P 34.10-20081 (512 bits)
06/09/2018 11:53:24 UTC

06/12/2018 12:83:24 UTC

Yes
SCARD\rutoken_ecp_338b7af5\0ABR\9AD2
Crypto-Pro GOST R 34.10-2812 KC1 CSP
ProvType: 88, KeySpec: 1, Flags: ©x0

Signature Algorithm
PublicKey Algorithm
Not valid before
Not valid after
PrivateKey Link
Container

Provider Name
Provider Info

CA cert URL http://testca.cryptopro.ru/CertEnroll/test-ca-20814_CRYPTO-PRO%20Test%20Center%202.crt
0CSP URL http://testca.cryptopro.ru/ocsp/ocsp.srf
CDP http://testca.cryptopro.ru/CertEnroll/CRYPTO-PR0%20Test%20Center%202.crl

Extended Key Usage : 1.3.6.1.5.5.7.3.2

YcraHoBka nM4Horo ceptudmkara yepes UHctpymeHTbl KpunTollpo

3anyck npunoxeHus ocyluecTtensieTcs u3 Launchpad unm 13 koHconu ¢ noMoLLbto komangpl cptools.
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0 Kpuntollpo CSP — O
Q rovex » Kpuntollpo CSP
ObLee Kpuntollpo CSP 5.0.11455
CepwitHbIA HOMep il
O6nayHblii NpoBarigep Opratsauys
y Cpok feictena avueHsuy  NoctoaHHan
KoHTelHepbl
Trn AnueH3nm KnweHnTtckas
[ata nepBoW ycTaHOBKMW
CepTudomkaTsl & o
A3bIK
Cospanue noanvcy BbibepuTe A3bIk MpoBaliAepa ANA TEKYLEro Noab3oBaTens
<Mo ymonuaHuro>
MpoBepka nognucu
MNokasaTtk pacluMpeHHble
0 Kpwuntolpo CSP — O
Q novicx KoHTelHepsl
ObLee Q Mouck KoHTelHepa
CYMTLIEATENL KoHTelinep Wmsa cybbekta Tun KaoYa 2
O6nayHbil NnpoBargep IAktiv Co. ruToken 0 988115dch-2a1b-... test O6MmeHa
REGISTRY gwbevffo2ccniggd... 1233333 ObmeHa
KoHTeliHepbl 1 REGISTRY b3e6jxgdt7ine2rn... 1 ObmeHa
REGISTRY 5dk5zfwyp87d85t... 1233333 ObmeHa
CepTudomkaTsl
Co3spaHuve noanvcu
MpoBepka noanucu MpoTecTpoBaTh KOHTEHEP CkonupoBaTb KOHTeHep
YcraHoBWUTL cepTudumkar
Ceptndukar 6bln ycrnewHo ycraHoBAeH 3
MNokasaTb pacluvpeHHble

1) BuibepuTe nyHKT KoHTeiiHepb!
2) BblbepuTte 13 cnvcka KoHTelnHepoB, Heobxoaymyto Bam Noanuch
3) HaxxmuTe KHOMKy YCTaHOBUTL cepTucmkar

B pesynbTare nosisutca Hagnuck CepTudukat Bbil yCrnewHo yCTaHOBMEH.




Mocne aToro HeOGXOANMO YCTAHOBUTL JOBEPEHHbI KOPHEBO CepTUdUKAT (3TOT NPOLIECC ONUCaH B CriedyloLem pasaene).

YcraHoBKka [JOBEPEHHOro KOpHeBOro ceptudukara yepes TepmuHan
Bbl60p AOBEPEHHOro KOpHEBOro CepTI/I(bI/IKaTa ANA yCTaHOBKKU 3aBUCUT OT yAOCTOBEPAIOLLEro LeHTpa, B KOTOPOM ObIN BbINUCAH NUYHbIN CepTI/ICbVIKaT.

B npeabliayliem pasgene B pe3ynbTaTte BbINOMHEHWS KOMaHAbl ANsi IPOCMOTpa MHbopMaummn 06 yCTaHOBNEHHOM cepTudukaTte, oTobpa3nnock 3HaveHne
napameTpa CN.

370 3HauYeHMe 1 SBNSIETCA Ha3BaHMEM YAOCTOBEPSIIOLLEIO LIEHTPa, B KOTOPOM Obi BbINUCaH NUYHLIN cepTudukaT. 3adukcupyinTe 3T0 Ha3BaHUe U,
Mcnonb3ys Ny NOMCKOBYIO CUCTEMbI, HAMAUTE obULManbHbIA CaluT yAOCTOBEPSIOLLENO LIEHTPA U CCbINKY Ha ero JOBEPEHHbIN KOPHEBON cepTudmkar.

Ha cavite ygocToBepsitoLLero LeHTpa BblbupanTte cepTudmkat B koamposke Base64.
[ins ycTaHOBKM JOBEPEHHOro KOPHEBOIO cepTudumKaTa:

1. 3arpy3uTe HeobxoanMyto Bepcuio cepTudukara.
2. Orkpowite Finder.

3. OtkpoviTe nanky 3arpysku 1 HanauTte aiin ¢ pacLUMpeHneMm cer.

[ NON ) @ 3arpysku
H = nllTRENE- T R= Q
W36paHHoe Nma Pasmep Tun
&2 iCloud Drive B 8CAE88B...CA5E2.cer 1KE Ceprudukar
. & cprocsp-....0.0 2.dm 26,7 Mb O6pa3s gucka
@ AirDrop ? P P ° .
cades_macosx.tar 26,7 Mb ApxwmB tar
0 3arpysku » [ 1 macos-uni --  MNanka
ﬁ PaGounii cTon ¥ macos-uni.tar 22,4 Mb ApxwuB tar
A m | |
#=; [Nporpammbl - EEE
@ [OKYMEeHTbI
E Hepaehue
| |

4. CkonupywTe Ha3BaHue aToro cavina (Mepenmerosate — CkonuposaTb). B Halwem npumepe HassaHue davina
— "8CAE88BBFD404A7A53630864F9033606E1DC45E2.cer".
5. Beegute komaHay:

sudo /opt/cprocsp/bin/certmgr -inst -store root -f ~/downl oads/A

A — HasBaHue paiina ¢ cepTugmrkaToM, KOTOPOE Bbl CKOMUPOBANW.



6. BBeauTte naponb agMUHUCTpaToOpa cUCTeMbI U HaxxmuTe Enter. B pesynbTaTe B cucTeme GyaeT yCTaHOBNEH AOBEPEHHDBIN KOPHEBOW cepTudmkaT
1 oTobpasuTcs coobLeHve:

[MacBook-® o we :~ admin$ sudo /opt/cprocsp/bin/certmgr -inst -store |
root -f ~/downloads/8CAE88BBFD404A7A53630864F9033606E1DC4L5E2. cer
[Password: |
Certmgr 1.1 (c) "CryptoPro", 2007-2010.

program for managing certificates, CRLs and stores

WARNING: Legacy parameter: "-store root"
Installing:

Issuer : E=dit@minsvyaz.ru, C=RU, S=77 r. MockBa, L=Mockea
, STREET="125375 r. Mockea, yn. TBepckaa, n. 7", O=MmHkomcBA3b Poccuu,
OGRN=1047702026701, INN=007710474375, CN=T'0noBHON yOOCTOBEPAKWMA LEHTP
Subject : E=dit@minsvyaz.ru, C=RU, S=77 r. Mockea, L=MockBa
, STREET="125375 r. Mockea, yn. Teepckadqa, pg. 7", O=MumHkomcBa3b Poccuu,
OGRN=1047702026701, INN=007710474375, CN=T0n0BHON YyOOCTOBEPSAWWMA LEHTP

Serial . Bx34681E4OCB41EF33A9ABB7C876929A29
SHA1 Hash ¢ 8caeB88bbfd404a7a53638864T9033606eldc4be?
SubjKeyID : 8b983b891851e8ef9c0278b8eac8d428b255c95d

Signature Algorithm : T'OCT P 34.11/34.16-2001
PublicKey Algorithm : TOCT P 34.10-2001 (512 bits)

Not valid before 1 20/07/2012 12:31:14 UTC
Not valid after : 17/87/2027 12:31:14 UTC
PrivateKey Link ¢ No

[ErrorCode: ©x00000000]

7. Mocne aToro HEOGXOAMMO NPOBEPUTL CTaTyc NuueHaun Kpuntolpo CSP (3ToT NpoLecc onvcaH B criefytolem pasaene).

YcraHoBKa AOBEPEHHOro KOpHeBoro ceptudukara yepes MHcTpymeHTbl Kpuntonpo

3anyck npunoxeHus ocyluecTtensieTcs u3 Launchpad unm 13 koHconu ¢ noMoLLbto komangpl cptools.

@ 9
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b:) Kpuntollpo CSP

Q rovex » Kpuntollpo CSP

ObLee Kpuntollpo CSP 5.0.11455

CepwitHbIA HOMep il
O6nayHblii NpoBarigep Opratsauys

Cpok feictena avueHsuy  NoctoaHHan
KoHTelHepbl

Tun anueHsnm KnweHnTtckas

aTa NepBOW YCTaHOBKM 25.05.2020

CepTudomkaTsl . & o

A3bIK

Cospatue noanucy BoibepuTe A3bIk NpoBaligepa AN TeKylero noabsosarens

<Mo ymonuaHuro>
MpoBepka nognucu

Mokazatb paclpeHHble

Bbi6epuTe nyHkT CepTtudmkaTsl 1 HaxXMUTE KHOMKY YcTaHoBUTL CepTudukaThbl

DD Kpuntolpo CSP — ]
Q nowcx Ceptudpukartbl
06|_|_|'ee éﬂlf‘l‘-IHOE

Q Mownck ceptndukara
O6na4Hblil NpoBaiaep

Wwmsa cybbekta Mma naatenn CpoK AedcTEMSA OTnevaTok

T ] AKTIV-SUBCA 31.07.2021 TEOCD24CDC2ES...
P test CRYPTO-PRO Test... 28.03.2021 2A4C63E54D8CAG...

AKTUEB CRYPTO-PRO Test... 08.10.2020 64CF8384DA49E...
CepTudmkarbl 00 CRYPTO-PRO Test... 05.02.2021 D3D2C2E21E4F20...
CospaHue nognucu
MpoBepka noagnucu

YcTaHOBUTL cepTUdUKaThl JKCnopTUpoBaTh cepTUdMKaThl
CeoWcTsa cepTvdukara Ypanute ceptudukar

Mokasate paclupeHHble

B oTkpbiBLIEMCS OKHE BbIGepuTe nanky 3arpysku 1 HainauTe dhaiin ¢ pacluMpeHueM cer.

CepTudukat 6yaeT aBTOMaTUYECKU YCTAHOBIEH B HY)XXHOE XpaHunuLLe.



D Kpuntolpo CSP - O *x

Test User Tectoswii YU, 00... 17.10.2018 A414C2CD3CBEE... A
Q Mownck TestBad CRYPTO-PRO Test.. 31.01.2019 0A89922D480964...

TestBadCert CRYPTO-PRO Teu... 01.02.2019 DA3FACB47291A9...
O6uwee TestUser CryptoPro Test CA  30.03.2019 DFFAF53A024341..

TestUser1 Tecroeslit noauwn... 01.02.2019 EOCACF841338A8...

TestUser2 TectoBuitd noauw... 02.02.2019 3BBCFB4AC3B7AGE...

O6nayHblii NpoBaiiaep

Wcnonb3oBatk noKanbHoe XpaHunauue KoMneoTepa

KoHTeiiHepbl L] Otknrounts aBToBBIGOP XpaHWAMLLA (MCNONB30BATL TEKYLLEE)
YcraHoBUTL cepTrdumKaThl SKCNoOpTUPOBaTeL cepTUdMKaThl
CepTudbukatbl
WmMnopTrposate Kalo4u JKCMOPTHMPOBAaTh KUK

CospaHue noanucu
Ceowncrea ceptudmkara Ypanute ceprudukar

Mposepka noanwcy ¥ YcraHoBKa 3aBeplieHa, cepTudukatel pacnpeaeneHbl No xpaHuauwam
CepTudmkar ycraHoBneH
Orneuarox: 046255290B0EB1CDD1797D9ABBCB1F699E3687F3
Wma cybbexta: CRYPTO-PRO Test Center 2
HacTtpoiiku Xpanunnuwie: [loBepeHHble KOPHEBbIE LIEHTPLI CepTUdmKaLLmMm
CepTudmkar ycraHoBAEH
Ormnevarox: A3DB737C970063643416C07ADS55275605FD3DC65
Mma cyboexra: 123
Xpanunuuwe: [lpyrve nonsioearenu

YnpaBneHne HocuTenamm

CKpbiTb pacwinpeHHbie

B cnyyae ycneLwHoro BbINOTHEHUS OnepaLmmn NepedeHb YCTaHOBIEHHBLIX CEPTUMUKATOB B COOTBETCTBYIOLLMX XPaHUIULLAX MOXHO Pa3BEPHYTh MO KHOMKE
¢ coobLyeHneM 06 ycneLuHon yCTaHOBKe BHU3Y OKHa

Mposepka craTtyca nuueHaun Kpuntolpo CSP yepes TepmuHan

[ns npoBepku cTaTyca NuueH3uu BBeAMTE KOMaHAay:

/ opt/ cprocsp/ shin/cpconfig -1icense -view

B pesynbTaTte B okHe TepmuHana otobpasuntcs coobLieHne ¢ cepuintHbIM HOMEPOM FLIEH3UM 1 CPOKOM ee AeNCTBUS:

MBP- :~ admin$ /opt/cprocsp/sbin/cpconfig -license -view
License validity:

4O4RE- W u
Expires: 2 month(s) 28 day(s)
License type: Server.

MpoBepka cratyca nuueH3un Kpuntolpo CSP yepes NHcTpyMmeHTbI Kpuntonpo

3anyck npunoxeHus ocyluecTenseTcs u3 Launchpad unm 13 KoHConu ¢ NOMOLLBI0 KOMaHabl cptools.
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& e \ﬁ) Kpuntollpo CSP

Kpuntollpo CSP 5.0.11455

- CepwiHbIA HOMep K

ObnauHblii NpoBaiigep Opratusaums

Cpok feictena avueHsun  NoctoaHHan

KoHTelHepbl
P Trn anueHsnm KnweHnTtckas

[lata nepBON YCTaHOBKW 25.05.2020
CepTudomkaTsl & o

A3bIK

Cospakue noanucu BoibepuTe A3bIK NpoBaligepa AN TeKylero nonbsosarens

<Mo ymonuaHuo> ~

MpoBepKka nognucy

Mokazatb paclnpeHHble

Ha Bknagke O6Lme y Bac JormkeH ObITb yKasaH Ball CEPUIHBIA HOMEP NULLEH3UUN U CPOK ee AeNCTBUS.
Ecnun nuueHsus elle He 3akoH4YMnach, To HacTpoiika Kpuntollpo CSP Ha 3Tom 3aBeplueHa 1 Tenepb Heobxoaumo nposeputb paboTy Kpuntollpo CSP.

Ecnun nuueHsus 3akoHuunach Unu 3akaHumBaeTcst B bnivxkariee Bpemsi, To Heobxoammo npuobpectu HoByto. [Mocne npuobpeTeHns HOBOW NULEH3UN, ee
HeobX0AMMO aKTMBUPOBATL (3TOT NPOLECC ONUCAH B CrieaytoLLeM pasaene).

AxtuBaums nuueHaum Kpuntollpo CSP



[nsa aktneaumu nuueHsumn Kpuntolpo CSP BBeauTte KomaHay:
sudo /opt/cprocsp/ shin/cpconfig -1icense -set A

A — cepwiiHbIi HOMEp NNLLEH3UN.

MacBook-— :~ admin$ sudo /opt/cprocsp/sbin/cpconfig
-license -set 40400- W [ |

Password:

MacBook-— 1~ admin$

Mocne akTMBaumm cHoBa NpoBepbTe cTaTyc nuueH3un. Ecnn cpok aencTeust nuueHsumn obHosmncs, To HacTporika Kpuntolpo CSP Ha 3ToM 3aBepLueHa.
[anee Heobxoanmo nposeputb paboTy Kpuntollpo CSP (3TOT npouecc onucaH B criegytoluemM pasaene).

MpoBepka paboTbl Kpuntollpo CSP

Mposepka koppekTHOCTM paboThl ycTponcTea PyTokeH B UHCTpymeHTax KpunTtolpo

F:) Kpwntalpo CSP - O X
Q noucx KoHTelHepbl
ObLee Q Mowck kKoHTelHepa
CuunTbiBaTENL KoHTeliHep Vma cybbekTa Tun kaoua
OBnayHbiv NpoBangep Aktiv Co. ruToken 0 988115dcb-2atb-... test Obmena
REGISTRY qwbevffo2ceniqgd... 1233333 ObmeHa
KoHTelHepbI REGISTRY b9e6jxgdt7Ine2rn... 1 ObmeHa
REGISTRY S5dk5zfwyp87d85t.. 1233333 ObmeHa
CepTuduKkaTbl
CosgaHve nognucu
MpoBepka nognucu
MpoTtecTpoBaTs KOHTEMHEP CkonupoBaTb KOHTENHep
YcTaHoBUTL cepTudukar
Mokasatb pacllnpeHHbIE

Ecnu B MHcTpymeHTax Kpuntonpo B pa3gene KoHTelHepbl oTobpaxatoTcs cuntbiBaTeny PyTokeH, To 370 o3HavaeT, 4to Kpuntonpo CSP koppekTHO
HacTpoeHo Ans paboTbl ¢ HocuTenem PyTokeH.

MpoBepka koppeKkTHoCcTU paboThl yeTporcTea PyTokeH B Kpuntollpo CSP yepe3 TepmuHan
[ns npoBepku KOppeKTHOCTU paboTbl ycTponcTea B Kpuntolpo CSP:

1. MopaknounTe yCTPOMUCTBO PYTOKEH K KOMMBIOTEPY.
2. Otkporite TepMUHan.

3. BBeauTe komaHay:

[ opt/cprocsp/ bin/csptest -card -enum -v



Last login: Fri Sep 14 14:04:46 on ttyseoe
MacBook-® :~ admin$ /opt/cprocsp/bin/csptest —-card -enum -v
Aktiv Rutoken ECP

Card present, ATR=3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1
Total: SYS: 0,000 sec USR: 0,000 sec UTC: 9,030 sec
[ErrorCode: 0x00000000]
MacBook- :~ admin$

B pesynbTare BbINONHEHUs 3TOM KOMaHAbl 0TOOpa3nTCA Ha3BaHWe ycTpolcTBa PyTokeH. B Hawem npumepe Ha3BaHue ycTponcTaa "Aktiv
Rutoken ECP". 310 03HauaeT, uto yctpoicteo PyTtokeH B Kpuntollpo CSP pabotaeT koppekTHO. [Mocne aTtoro HeobxoavMmo npoBepuTb Yepes
Kpuntolpo CSP Hanuune cepTudmkaTa Ha yCTponcTBe PyTOKEH (3TOT NpoLecc onucaH B creaytoLwemM pasgerne).

MNMpoBepka HanuuuA ceptudumkara Ha ycrpoilctee PyTokeH Yepes Kpuntollpo CSP
[ns npoBepku Hanuuus ceptudukata Yepes Kpuntollpo CSP:

1. Mopgkniounte ycTpoictBo PyTOKEH K KoMMblOTEPY.
2. Ortkpovite TepmuHan.

3. Beegute komaHgy:

/ opt/cprocsp/ bi n/ csptest -keyset -enumcont -fqcn -verifyc

user@android-7fdb3f2f53304635 ~ % /opt/cprocsp/bin/csptest —keyset —enum_cont -f
gcn -verifyc

CSP (Type:80) v5.0.10003 KC1 Release Ver:5.0.11455 0S:MacOS CPU:AMDé4 FastCode:R
EADY:AVX.

AcquireContext: OK. HCRYPTPROV: 140581977196787

\\.\Aktiv Rutoken ECP\9c927e089-3c@f-9c2f-eafd-a53ed424acd

\\.\Aktiv Rutoken ECP\acbh3ab4fa-eddd-6@cf-ca4b-51046003037
\\.\HDIMAGE\e93c67243-c191-3ac4-63e4-aad60c84294

OK.

Total: SYS: 0,280 sec USR: 0,320 sec UTC: 9,690 sec

[ErrorCode: ©x00000000]

user@android-7fdb3f2f53304635 ~ %

B pesynbTaTte BbINOMHEHNS 3TOM KOMaHAbl OTOGPa3nTCA Ha3BaHUE KOHTENMHepa ¢ cepTudukaTtoM. ATO 03HAYaET, YTO Ha yCTponcTBe PyTOKeH
ecTb cepTudmkar. MNocne atoro Heobxoammo yepes Kpuntollpo CSP nonpobosath nognucaTtb No6oM AOKYMEHT (3TOT NpoLecc onvcaH B
crepyoLlem pasgene).

TecTupoBaHue npoLecca nognucaHus AOKyMeHTa Yepes TepMuHan

[na Hayana Heo6xoauMo 3anucaTb cepTudmkaTt B xpaHunuue ceptucmkatos Kpuntollpo. [ns aToro BBEAMTE KOMaHAY:

/opt/cprocsp/ bin/csptestf -absorb -cert -pattern 'rutoken'

MacBook- i~ admin$ /opt/cprocsp/bin/csptestf -absorb -cert -pattern 'rutoken'
Match: SCARD\rutoken_ecp_338b7af5\0A00\2B4F

0K.

Total: SYS: @,030 sec USR: 0,470 sec UTC: ©,710 sec

[ErrorCode: 0x00000000]

B pesynbrate ceptudmkaTt 3anvweTcs B xpaHunuile ceptudmkatos Kpuntollpo. YTobbl npoBepuTh, Y4TO 3TO AEACTBUTENBHO NPOU3OLLIO BBEAUTE
KoMaHay:

/opt/cprocsp/bin/certngr -list -cert -store uMy

B pesynbTaTte BbINOMHEHNS 3TOM KOMaHAbI 0TOBpasnTCa MHOPMaLmMs o cepTudmkaTte, 3anMcaHHOM B XpaHunuiue ceptudumkaTtos Kpuntollpo.



MacBook- :~ admin$ /opt/cprocsp/bin/certmgr -list -cert —store uMy
Certmgr 1.1 (c) "CryptoPro", 2007-2010.
program for managing certificates, CRLs and stores

1 _______

Issuer : E=support@cryptopro.ru, C=RU, L=Moscow, O0=CRYPTO-PRO LLC, CN=CRYPTO-PRO Test Center 2
Subject : CN=MBaHOB

Serial : Ox12002CF5B516EE7B805128AD880000002CF5B5

SHAL1 Hash 1 2b8174clefeB8ecdd720abc8252276d34141497¢

SubjKeyID : 698a2247072b8aedd82505884b62728798abefld

Signature Algorithm : TOCT P 34.11/34.10-2001
PublicKey Algorithm : TOCT P 34.18-2001 (512 bits)

Not valid before ¢ 11/09/2018 10:31:49 UTC

Not valid after : 11/12/2018 10:41:49 UTC

PrivateKey Link : Yes

Container : SCARD\rutoken_ecp_338b7af5\0A00\2B4F

Provider Name Crypto—-Pro GOST R 34.10-2012 KC1 CSP

Provider Info ProvType: 8@, KeySpec: 1, Flags: 0x0

CA cert URL : http://testca.cryptopro.ru/CertEnroll/test-ca—2014_CRYPTO-PR0%208Test%20Center%2@82.crt
OCSP URL http://testca.cryptopro.ru/ocsp/ocsp.srf

cbp http://testca.cryptopro.ru/CertEnroll/CRYPTO-PR0%20Test%20Center%202.crl

Extended Key Usage : 1.3.6.1.5.5.7.3.2

[ErrorCode: ©x000000001]

YT06bI NPOTECTMPOBATL NPOLIECC NOANUCAHUS LOKYMEHTA:

1. Mopakniounte ycTpoictBo PyTOKEH K KOMMbIOTEPY.
2. TepewaunTe NO CCbInKe:

He ycnonkayiite ansa storo bpaysep Safari.

https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html
3. Haxwmute Moanucartb. B pe3synbtate Ha akpaHe oTobpa3nTcs nHopmauums o cepTudmkarte (Bnageneu, nsgatens, koraa Bblaad v 1.4) n 6yaet
cchopMMpoBaHa 3NeKTPOHHAs NOANUCH.

» ‘ Mnarux sarpyxeH. @
\’\9 Bepcus nnaruHa: 2.0.13771 Bepcus kpuntonposanaepa: 5.0.11455
KpunTtonposaiigep: Crypto-Pro GOST R 34.10-2001 KC1 CSP
CepTtudomkar:

CN=WBaHoB UBaH UBaHoBuY; BbigaH: 20.02.2020 09:08:48

[aHHble Anis noanumcu:

IText l

Moanucarsb B



https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html

MHdopmaums o ceptudukare
Bnapeney: CN=Meanoe WUsaH MBaHoBKMY
M3natens: CN=CRYPTO-PRO Test Center 2
BoloaH: [ |
[elcTBMTENEH OO0 |

Kpuntonpoeannep: Crypto-Pro GOSTR 34.10-2001 Cryptographic Service
Provider

Anroputm knioua: FTOCT P 34.10-2001
Cratyc: OencTBATENEH
YcTaHoBneH B xpaHunuile: fda

[aHHble Ans noanucy:

Mognucate

MNMognwce copMmUpoBaHa yCneLHo:

MIIIZAYJKoZ IhweNAQocCol ITVICCCFECAQEXDDAKRYahMCAgkFADBGEBokghki G9wlBBwWEgOR03
0YLQtdCE0YHRgi DQUECH) YLOvtGAOYvQuS DEwdGDOLbwdC+INC/ 0LTQLNC/ 0L RgdCWwO YLRKCC
BEYwogJMMIIB+AADAGECAhArb INR/WevrUgghg PLWEFEMAgGBiqFAWI CAZE/ MIMWIQY JKoZ Thvel
AQKBFhRzAXBwb3J0QENyeXBOb3Byby SydTELMAKGAI UERNMCT1 UxDzANBgNVEBACTBEL ve2NvdzEX
MBUGAIUEChMOQLJZUFRFLVEST yBMTEMx I TAfBgNVBAMT GENSWVEUT v1QUkagVEVedCBDEWS 0ZKIg
MjAeFwlxNDA4MDUxMzQ0M] RaFwixOT A4MDUxM=T0MDNaMAEx I 2AhBakah ki GowiBCQEWNFHN 1 cHEW
cnRAY3JScHEveHIvLnJ IMQawC QY DVOOGEW I SVIEPMAOGAI UEBXMETWY 2 Y 2 9 3 MR ewF QY DVQQEEWSD
T11QVEStUFJPIEXMQzEhMBAGRI TEAXMY Q1 JZUFRPLVBSTvBUZXNOIEN1bnR] ci AvMGMWHAYGKoUD
LgITMBIGByqFAWICIWEGBYqFAwICHgEDQWAEQOBSCLxHICMY1 yBEDERS T 9SNENY10L1SEY6tzcrL
ZgyméebalUChkkiBucIBEvNLID] cQu+aFARL L1 mKOub x5 6 TTBFMASGR 1 TdDwQEAWI Bh jA PRV
HRMBAf2EBTADAQH/MBOGALUADgEWEBQVMK ywjRreZtcVnEL 51 xckuQFegzARBykrBgEERAYI 3FQEE
AwIBADAIBgYghQMCAGMDOODY vhxLeWEgZUcalc)gll jezekxyEN/ vzl 3viViinckme 3guSLRg+L3
T+bQb3uFWirjTulkDZBQMsHx4 TRIE1 fVMIIDI jCCALGOAWIBAGI TEqRUFUS AWamIQI Kt SWALACAW
ez ATBgYqhQMCAgMw fzEJMCEGCSqE5 Ik 3DQEJARY e 3WViweGoydER ] cnlwdGowemiuenUxCzA JBgHNV
BAYTALJVMDEWDQYDVQRHEWZND 3N b3 cxFzAVEgNVBACT DENSWVEUT v1QUkSgTEXDMSEWHWY DVQQRD
ExhDUIIQVEE tUFJPIFR1e3QgR2VudeVyI DIwHheNMT gxMDEWMTEON 2R 4 WheNMT kwMTEWMTE 1NZ2R 4

Wi AxMS awLOY DVRQDDChmNCy 0 LDOwdC+0LIg0J i QatCwiL0g0 JiQatCwi L3QwtCy0Li RhzB jMBwi
BiqFAWICEzLSBgoqhQMCLiQRBgeqhQMCAh 4BAOMARERDGOAKVOYFE9V/ el VEADigld95AHI nfz

S4xSSEAPQAFamlizn/ IwIbrz2 SYFQpEVYyQi5] 8mT TngCglzgMl 0 Imo 4 IBc DCCAWWWDg Y DVRO PAQHS

BAQDRGTWMBMGA1UdJQOMMACGECC3GAQUFBWMCMBOGA1UdDgQWBBSS5PacYe fdl zQe rAN+zDLwSpi NG
LzAfBgNVHSMEGDANGBOVME vwiRreZtcVnElS1xckuQF6gzBZBgNVHREET J BQME 6gTKBEh khodHRwW
018vdGVzdGNhLrNyeXBOb3Byby5ydS 9DZX JORWS vb2xa LONSWVEUT v1QUkS 1M BUZXNOJT IwQZVu
dEVyITIwWMiS ] cmwwgakGCCaGRQUFBWEBBI GeMIGZMEEGCCaGAQUFB 2ACh 1 VedHRWO 1 8wdGVz dGHh
LN yeXB0b3BybySydS9DZXJORWSvb2xs L3Rl c3Qt Y 2EtMj AxNF DU 1 QVES tUF TP T IwVEVedClUy
MEN1PnR1ciUyMDIuY3JOMDRGCCaGAQUFBzABRi hedHRWD1 8vdGVedENh Ll veXBOb3BybySydSav
Y3NwL29] c3huc3JrMAgERigFAwI CAWNBATVIXOC S cuunzBkBi8gq] SrvZ iGkeTdTe557gzWidgra

MErLEnVxaimUThTEEmY6b700hag916bQ410e fDY 5+ I0xggJéMIICAgIBATCE1 B/ MSMWIQY JKCZI

hvcHAQKBFhRzdXBwb3J0QGENyeXB0b3Byby 5 ydTELMAKGAI UEBhMCT 1 UxDz ANBgNVBACTBk 1 ve2lv

dzEXMBUGAIUEChMOQL JZUFRPLVEST yEMTEMx T TA fBQNVEAMT GENSWVBUT y1QUk8gVEVEdCEDZWSO

ZXIgMgITEgRuFus8WamJQ1 Kt SwAARC AWz AKEg Y ghQMCAqk FAKCCANWWGAY JKo Z ThveNAQE DM G

C3gG5Ib3DREHATAcBgkghkiGIwIBCQUADxcHMTgxMDEWMTE1 NzQ3Wi AgBgorBgEEAYT SWATEMRWE

GkQAPWEjRHUAR(BI AG4RdRRgRF4RYORCAGUAMCEGCSqESIR3DREJBDEIRCDS 54 aEJRgrLuBSMFFH

C0s605n3pQYCEalNgraMpEnPuzCBSAYLEGZ ThweNAQKDA] 8xgdQwgdEwgcdwgc awCAYGEoUDAGT T

BCB1FNGSfTYMduV1Q2Hbzb51I8NBES 2n99YRudHOLgAWuzCEnDCBhKSBg TR/ MSMWIQY JKoZ Thvel

AQKEFhRzdXBwb3J0QGNyeXB0b3Byby Syd TELMAKGAIUERBhMCT1 UxDzANEgNVBACTBk1veaivdzEX

MEUGAIUTEChMOQL JZUFRFLVEST yBMTEMe I TATBgNVBAMT GENSWVEBUT v 1 QUkEgVEVZdCBDINS0ZXIg

MgITEghuFus 8WsmIQl Kt 9wALLC4WE Z AKBg Y qhQMCEAhMFARER i uVxz L1 05Bg0Tbngh+X/ 9EJaP721

2b+q80G6PgFUaeqQGyPQLTnP3JxdWyNRER3btASBEL 193 Yl +uS1ChWl rLAi==

Ha atom npoBepka pabotbl Kpuntollpo CSP B cucteme 3aBeplueHa.
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