YnpasneHue gpavisepamMu PyTokeH npyv NOMOLLUM rpynnoBbIX
NONUTUK

B atom OOKYMEHTEe

B aTOM gOKyMeHTe onuchbiBaeTCs, Kak MCMOMb30BaTh rPynmnoBble NONUTUKKA A aBTOMaTUYeCKOro pacrnpocTtpaHeHus komnnekTa "[dpansepbl PyTokeH Ans
Windows" cpeam KNMEHTCKMX onepaumoHHbIX CUCTEM.

YcTaHoBKa KOMMIeKTa ApanBepos

[pynnoBble NOMUTUKM ABNSIOTCS KOMMEKCHBIM UHCTPYMEHTOM LiEHTpann3oBaHHOro ynpasneHusi Komnbtotepamn B gomeHe ¢ Active Directory.

Komnnekt "Oparisepbl PyTokeH ans Windows", BbinonHeHHbIN B Buae MSI-nakeToB, MOXHO ycTaHaBnmMBaTb ¥ OBHOBMATb NPY MOMOLLUM FPYNNOBbLIX MOMUTKMK.

@1. Mepen HayanoM yCTaHOBKM KOMMMEKTa ApaiBepoB PEKOMEHAYETCS 3aKpbITh BCe paBoTatoLme NPUNoXEeHNs U OTCOEAMHUTL YCTPONCTBO PyTokeH
OT KoMMbloTepa.

2. BaxHo, 4T06bl BCe AEMCTBUS BbINOIHANUCH NOA YYETHON 3anvchio Nonb3oBaTens ¢ npaBamMy agMUHUCTpaTopa cepeepa.

LWar 1. Ckavante Heobxoaumbin MSI-nakeT

[ns 3arpysku MSI-naketa nepengute no cebinke https://www.rutoken.ru/support/download/drivers-for-windows/ n BbibepuTe Ha cTpaHule pasaen
"CucTeMHbIM agMuHUCTpaTopam”.

LWar 2. Co3gaitTe nanky B CETU U HACTPOWTE JOCTYN K Heil Ansa onpeaeneHHbIX nonb3oBaTtenen
[nsi co3gaHvsa nanky B CETM U HAaCTPOWKM AOCTYyNa K Hel:

1. CospanTe nanky B ceTu.

2. LenkHuTe NpaBoW KHOMKOW MbILLIW MO Ha3BaHWIO CO3[jaHHOM Nanku, BbibepuTe nNyHKT O6WMiIA gocTyn 1 noanyHkT OTAenbHbIe noan. OTkpoeTcs
okHo OBLwmiA gocTyn K dharinam.
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https://www.rutoken.ru/support/download/drivers-for-windows/

3. B packpbiBatoemcs cnvcke Boibepute nyHKT MNMonck nonb3oBaTenen. OTkpoeTcst OkHO ANs Bbibopa nonb3oBaTenei.
— [ {=]

L 2 OBwwmiA goctyn K pardnam

BribepwTe B ceTH Nonb30BaTeNel, KOTOPBIM HYXHO OTKPBITE AOCTYT K 3TOMY
pecypcy

BeeguTe ums v HaxmuTe kHonky "Jo6asuTte” nnBo ncnone3yiTe CTPENKY ANA NOWCKE ONPEAENEHHOro
Cb30BATENA.
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2 Dmitrieva Bnageney
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Mpo6nembl npu oTKpLITUKM 0BLLIErS JoCTYNa

| %) QG umii gocTyn || OTmeHa |

4. B none Beegute MeHa BbiGUpaeMbiX 06BLEKTOB yKaxuTe MMsi nonb3oBaTens u Haxmurte NpoBepuTb UMeHa.
2
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BrifiepuTe TN ofbexTa:
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5. YT06bl L06aBUTL BLIGPAHHOIO NOML30BATENS B CMUCOK NONb30BaTENeN, KOTOPLIM OTKPLIT AOCTYN K nanke, Haxmute OK.
6. B okHe OOwmin gocTtyn K ¢haiinam B CTpOKe C MMEHEM MOMb30BaTENs, B packpbIBalLWeMcs cnucke Bolibepute nyHKT YTeHue.
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7. YTo6bl 3aBepLIUTL NpoLeaypy BbliGopa nonb3oBaTenei Ans obLero AocTyna Haxmute OBLLmiA jocTyn.
8. HaxwmuTe MNoTOBO. B pe3ynbTaTte BbiOpaHHbIE NonNb3oBaTeNy nonyyar AOCTyN K CO34aHHOM B CeTU narke.

War 3. MNMepemecTtute 3arpyxeHHbln MSI-nakeT B co3gaHHyI0 nanky

War 4. [Jo6aBLTe OCHACTKY AN pefakTMpoBaHMA 06 bEKTOB rpynnoBbIX NMOMUTUK

[ns nobaBrneHns ocHacTKkW ANsi peaakTMpoBaHWs OGbEKTOB FPYNMOBbIX MOMUTUK:

1. 3anyctute guanoroBoe okHo. [ns 3Toro Haxmute kombuHaumo knasuw Win+R.



2. B orManoroBoM okHe BBeAMTE koMaHay "mmc" n Haxmute OK.

=7 BbinoaHWTE -

= BeeawTe nmMA nporpammel, Nanky, 40KyMEHTE MKW pECYpCa
MHTepHeTa, KoTopele TpeByeTca oTKPEITE.

OTepbITE: | rmc W

) 370 3agaHwe Byaer cosgaHo ¢ npasammn agMWHNCTPaTOpa

‘ oK OTmeHa OBzop...

3. B okHe KoHconb 1 BbibGepute nyHKT MeHo ®aiin 1 noanyHkT [lo06aBuTb unu yaanuTb OCHaCTKy.
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Beixog

MNozeonaer AD6EEJ’IHTb OCHACTKW B KOHCONB MK YA3ANATE WX,

4. B neBoii YacTn okHa [JobaBneHve 1 yaaneHue OCHACTKU LLENKHWUTE NIeBOii KHOMKOW MbILLW MO Ha3BaHWio ocHacTku PeaakTop ynpaeneHus
rpynnoBLIMIA MONUTUKAMM.
5. Haxwvute [lo6aButh.

[obasneHne W yaaneHue OCHaCcTOK -

Bl MoreTe BLIOPATL OCHACTIM ANSA 3TOA KOHCOMM M3 AOCTYIHLIX Ha KOMMBIOTEPE OCHACTOK M 33TEM HACTPOWTD MX. [na
PECWMPAEMEIX OCHACTOK MOMHO HACTPOWTE TpefiyeMoe paclmpeHue.

[OCTYHEIE OCHACTHM: BriOpaHHBIE OCHACTKM:
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OrucaHme:

3Ta DCHACTKE NO3BONAET PEAaKTUPOBaTE 0GLEKTEI FPYINOE0H NONUTUKK, KOTOPEIE MOTYT CCbINETECA Ha CAIAT, JOMEH WK
nogpasaenerve B Active Directory nubo ¥paHUTLCA Ha KoMMBHOTEPE,

Ok | | CmeHa




6. B okHe Bbi6op o6bekTa rpynnoBoii nonutukm Haxmute O63op.

Of ekl rpyNNoEoi NONMTHKKA MOryT XDaHWTECA KK B
Active Directory, Tak W HE NOKENEHOM KOMMOBOTEDE .

[nA eifopa ofbeKTa BoCNoNLSYATECE KHOMKOIA
"Ofzop".

OfberT rpynnoeoi NoMATIARA:

[ ] Paspewms nsmerere doikyca "OcHacno
TPYTINOEOIA NOMMTAKA" NPW S3MYCKE M3 KOMaHOHOM
ctpoiK. [pUMEHAETCA TONBKD NPW COXPEHEHWK
KOHCONM.

< Hazang || [oToBD | | DmaeHa

7. B packpbiBatowiemcs crniucke lMowck B BbibepuTe HasBaHne JoMeHa.
8. B cBoboaHoM mecTe okHa MNouck 06bEKTOB rpynnoBoii NOMUTUKM LLIENKHUTE NpaBoi KHOMKOM Mbilun 1 Bbibepute nyHKT CosaaTth.
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9. B okHe 0TOGpasnTCst HOBbIV OOBLEKT rPyNNOBONM NONUTUKK. LLlenkHUTe NeBon KHOMKOW MbILLIM MO Ha3BaHWIO HOBOrO OOBbEKTa N U3MEHWTE ero Ha

"Rutoken".
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10. LLenkHnTe No Ha3BaHWMO HOBOro O6BbEKTa NEeBOW KHOMKOW Mbiwmn 1 HaxmuTe OK.
11. B okHe Bbibop 06bekTa rpynnoBoi NOAUTUKN HaxxmuTe [0TOBO.

12. B okHe [lo6aBneHue u yaaneHue ocHacTtku Haxmute OK.

13. 3akpoiite okHo KoHcorb 1.

14. YTobbl COXpaHUTb U3MEHEHUS HaxMnTe [a.

LWar 5. Boibepute Heobxogumuin MSI-nakeT anst YcTaHOBKM B KITMEHTCKMX OnepaLyoHHbIX cucTeMax

[ns Bbibopa MSI-nakeTa:

1. OTkpoinTe AOMUHUCTPUPOBAHHKE.
2. [1Ba pasa LienkH1UTEe Mo Ha3BaHWo OcHacTKV YnpasrieHWe rpynnoBoi NosIMTUKON.

3. B neBow YacT okHa YnpaBeneHue rpynrnoBoii NOMUTUKON LLENKHUTE NPaBoW KHOMKON MbILLW MO Ha3BaHWIO CO3AaHHOro obbekTa rpynnoBom
nonutuku Rutoken v BeiGepuTe NyHKT U3MEeHUTb.
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4. B neBoi YacTu okHa Pepakrop ynpaBneHus rpynnoBbiMiA NMOSIUTUKAMM LLENKHUTE NPaBON KHOMKON MbILLX NO HA3BaHWIO NyHKTa YCTaHOBKa

nporpamm.
5. Bobibepute nyHkT Cospatb 1 noanyHkT MakeT.
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6. B none Umsa daina ykaxute nonHbin UNC-nyTth Ao yctaHoBoyHoro MSI-naketa. Hanpumep:

\\server.local\share\umsi MSI-naketa

7. Haxmute OTKPbITB.

8. B okHe PasBepTbiBaHWe NpoOrpaMM yCTaHOBUTE priaxoK "HasHaYeHHbI
npaBoy YacTu okHa PeakTop ynpaBneHus rpynnoBbIMU MONMTUKAMU.

n

n HaxxmuTe OK. HassaHue BbibpaHHoro MSI-naketa oto6pasuTcs B

[

Qaiin  Jeiicteme  Bug Cnpaeka

¥
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B |
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42 HE3HAYEHHBINA

LWar 6. 3aBepunte ycraHoBKy MSI-nakeToB B KNMEHTCKUX OMepauMUoOHHLIX CUCTEMaX, BXOAALMX B AOMEH

[nsi 3aBepLueHnst ycTaHOBKM MSI-nakeToB B KNMEHTCKUX ONepPaLMOHHBIX CUCTEMAX, BXOASALIMX B AOMEH, Nepe3arpy3nTe Kaxayr KIMEeHTCKYHo

orepauuoHHyto cuctemy. B pesynbTate B cuctemax oto6passtcs yBeaomreHust o6 yctaHoBke. [ocne Toro, kak yBefomneHus sakpototcst, MSI-nakeToi

MOXHO CYMUTaTb YCTAHOBJIEHHbIMU.

O6HoBnNeHne KoMNnekTa gpanBepoB

@1. Mepea Hayanom o6HOBMNEHNS KOMMMEKTa ApaiBEPOB PEKOMEHAYETCS 3aKpbiTh BCe paboTaloLme NpunoxeHus 1 OTCOeANHUTb YCTPONCTBa

PyTOKeH OT KOMMNblOTEPA.

2. BaxHo, 4ToGbl BCe AeWCTBMS BbINOMHSANUCH MO YYETHOM 3anuncbio Nonb3oBaTens ¢ npaBamn agMmHUcTpaTopa.

[Insi obHOBNEHUs1 KOMMNNEKTa ApaiBepoB:

1. 3arpyaute HoBbIt MSI-nakeT. [1na 3Toro nepenamTe no ccbinke:

https://www.rutoken.ru/support/download/drivers-for-windows/

w

. OTkpoiTe AGMUHNCTPUPOBaHME.

. MepemecTtute 3arpyxeHHbli MSI-nakeT B coO34aHHyI0 paHee narky B CeTW.

. [lBa pasa wenkHuTe No Ha3BaHWO ocHacTk1 YnpaBneHue rpynnoaoﬁ MONUTUKON.


https://www.rutoken.ru/support/download/drivers-for-windows/

5. B nesow 4acT1 okHa YnpaseneHue rpynroBoii NOSIUTUKON LLENIKHUTE NPaBOWi KHOMKON MbILLW MO Ha3BaHWIO CO34aHHOro o6bekTa rpynnosomn
nonutukv Rutoken v BeiGepuTe nyHKT U3MeHUTb.
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OTkpeITHE pejakTopa oBBEKTOR rPYNNCE0H NOANTHKKN

6. B nesoi yactu okHa Pepakrop ynpaeneHus rpynnoBbiMA NONMUTUKAMM LLENTKHUTE NpaBoW KHOMKOW MbILLIW MO Ha3BaHMIO NyHKTa YCTaHOBKa

nporpamMmm.
7. Bbibepute nyHkT Cosaath v noanyHKT MNakeT.
B PegakTop ynpasaeHus rpynnoBbiMi NOAWTUKaMK =N -
®ain  [Jeiictene  Bug  Cnpaska
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JoBaenaer naker.

8. B none Ums daina ykaxute nonHbin UNC-nyTh Ao yctaHoBoyHoro MSI-naketa. Hanpumep:

\\server.local\share\umsi MSl-naketa
9. Haxmute OTKpbITh.
10. B okHe PasBepTbiBaHWe Nporpamm yctaHoBUTe chriaxok "ocobblin” u Haxxmute OK.



11. MepewguTe Ha Bknaaky OBGHOBNEHUN 1 HaxmuTe Jo6aBuUTb.

KaTeropum | Mo mdkaLyan BesonacHocTe
O6iwwme | PassepThiEaHe OBHoEneHUA

I'Ipunoxeﬁnﬂ. oBHOBNAEMEIE A3HHEBIM N3KETOM

|ﬂnﬁ | | Yoanvm

OfrzatensHoe 0GHOBNEHWE ANA YKE YCTEHOENEHHBDE MDMNOXEHWA

MpunoxeHnA Tekywero GPO, KoTopeie GyayT 0GHOENATE OEHHBIA NAKET:

12. B okHe [loGaBneHne 0GHOBNEHUS LLIENKHWTE NIEBOM KHOMKOWM MbILWM MO HasBaHuto npunoxeHus "Rutoken Drivers".
13. YcraHoBuTe chnaxok "OBHOBMNEHNE BO3MOXHO NOBEPX UMetoLLierocs npunoxerus” n Haxmute OK.

BriGop oSHOENEHWA
(®) nz Teywero ofbexTa rpynnosci nonamakd (GPO)

(") 3 yKasaHHoro ofbeKTa FPYTNOB0N NONMTAKA:

CBHOENAEMOE NPUNOKEHWE

() ¥YAaniTs NpMANOKEHWAE, SETEM YCTAEHOBWTE ofHOBNEHE

(#) DEHOBNEHWE BEOSMOKHD NOBEMX MMEOLLEr#CA NpUNoXEHA




14. [ns 3aBepLueHus npouecca obHoBneHns Haxmute OK. B pesynbtarte HasBaHne MSI-nakeTa, UCnosib3yeMoro Ansi OOHOBNEHUS TEKYLLEro nakeTa

[panBepos, 0To6pasnTCs B NpaBol 4acTi okHa PeaakTop ynpaeneHus rpynnosbIMU NOUTUKAMM.
[ = |

[ Pefaktop ynpaeeHna rpynnoekIMy NoAMTUKIMK

®ain  [eiictene  Bug  Cnpaska
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4[] Moantikn N @Rutoken Drivers (2) 42 Ha3Ha4eHHBIA Cihshare\rtDrivers.xBd.msi

4[] Kongurypauma nporpamm
Ycranoska nporpamm
I [ Kongurypauma Windows
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15. YTo6bl HauyaTb 06HOBNEHNEe MSI-NakeToB Ha KIMEHTCKMX ONEPaLMOHHBIX CUCTEMAX, BXOASALLMX B AOMEH, Nepe3arpy3nTe Kaxayr KIMeHTCKY
onepaumoHHyto cuctemy. Mocne nepesarpysky B cucteMax otobpasatcs yBegomneHus 06 yaaneHun apavisepoB PyTokeH, a 3ateM 06 ycTtaHOBKe
HOBbIX ApariBepoB. [Nocne Toro, kak yBeAoMneHust 3akpototcsi, MSI-nakeTbl MOXHO cuuTaTh OBHOBNEHHBIMU.
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