HacTpoiika aByxdakropHon ayteHTudpukauum B Check Point
Security Gateway

Ob6wasa nHdpopmauums

Check Point Security Gateway — ato wnto3 6e3onacHocTv. OH No3BoNseT NPOBEPSATL AaHHblE Ha HanM4uue yrpo3, 6esonacHo nybnmMkoBaTh NPUMOXEHNS, a
Takke cnyxuT VPN xabom ans yaaneHHoro 4octyna CoTpyAHUKOB.

Wcnonb3oBaHue yctpoiictBa PyTokeH Ana VPN-coeMHeHWs N03BONSET caenath NpoLecc NoakntoyeHns 6onee 6e3onacHbIM.
Onucanue npouecca ayTeHTUdukaums B Check Point Security Gateway npv nomoLuu ceptudmkara, 3anucaHHoro Ha PyTOKeH:

Monb3oBaTtenb coeauHsietca ¢ Check Point Security Gateway Appliance npu nomowm knueHTtckoro npunoxenuns Check Point Security Gateway.
Monb3oBaTtenk nogkntovaeT PyTokeH, Ha KOTOpoM xpaHuTcsa cepTudukaT, n sBogut PIN -koa. MNMocne ycnewiHow ayTeHTudmKaumm nons3osartenb
nonyyaet AOCTYN K BHYTPEHHUM pecypcam.

[Insi HacTponkn ABYXdaKTOPHOW ayTeHTUMKaLunm Heobxoammo:

® YcraHoBuTbk 1 HacTpouTk Microsoft Certificate Authority.
® Hanuuune y nonb3oBaTens ycTporcTBa PyTokeH ¢ cneuunanbHbiM cepTudurkaToM.
® YcrtaHoBuTb [MaHenb ynpasneHust PyTokeH.

Mpouecc HacTporkn Check Point Security Gateway cocTouT 13 cnefyroLmx Waros:
1) Co3gaHue y4yeTHOM 3anmMcu nNonb3oBaTens U BbiMyCK PerncTpaLMoHHOro Kroya.
2) CospgaHue rpynnbl nonb3oBaTenen.

3) BkntoueHune BO3MOXHOCTM ayTeHTudmkaummn ans VPN-knveHToB.

4) Hactporika npasun dunbtpaumu ans VPN-KnMeHToB.

5) YcTaHoBKa NONuTUKN.

6) YcTaHoBKa cepTudukaTa.

7) Pa3pelueHune KOHTPOns yaaneHns cmapT-kapTbl.

CospgaHue yquHOI;'I 3anncu rnosfib3oBaTtesia U BbllMyCK PermcTpaumMoHHOro Kritoya

[ins co3paHus y4eTHOW 3anuncy Norb3oBaTens W BbiNycka perucTpaLmoHHOrO Kiova:
1) Otkpoiite Check Point SmartDashboard R77.

2) Beegute nmsa nonb3oBaTtens v naporb.
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Add session description (optional)

3) B none Server IP Address 13 packpbiBatoLerocs cnvcka Belbepute nms unm IP -agpec cepsepa, Ha koTopoM pacrionoxeH Check Point Security
Gateway.

4) HaxxmuTe Login.

5) B rnaBHoM okHe Check Point SmartDashboard Beibepute nyHkT: Users — New User — Default.
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6) B okHe User Properties B none User Name BBeaute nmsi nonb3oBatens.
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7) B neBow yacTtu aToro okHa BblbepuTe nyHKT Certificates.

8) Haxxmute New 1 Bribepute nyHkT Registration Key for certificate enrollment. OtkpoeTcsi okHo Registration Key for Certificate Enroliment.



Authenticati Marage intemal CA cetificates per device.
- Cetficate st Show: | Active Cerficates v
Status Expiration Comment

Mew.., I Edz Revoke
Registration Key for certificate enroliment...
Certificate file (P12)...

9) B 3TOM OKHE CKOMMPYINTE PErncTPaLMOHHbIA KoY.
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10) B okHe User Properties B cnucke cepTudmkatoB oTobpasutcsa ceptudmkat. Haxmmte OK.
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CospgaHue rpynnbl non b3oBaTenen

Check Point Security Gateway He no3sonseT onpeensTe NpaBuna Ans onpeaeneHHbIX Nob3oBaTeneil, Ho NO3BoNseT AenaTtb 3To AN rpynn
nono3osaTtene.

Moatomy Ham HeobxoaMmo co3aaTb rpynny nonb3oBaTtenen. [insa atoro:

1) B rmaBHom okHe Check Point SmartDashboard Bbi6epute nyHkT: User Groups — New Group.
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2) B okHe Group Properties B none Name BeeauTe Ha3BaHue rpynnbl (Hanpumep, VPN_Group).
3) B none Available Members wenkHute no Heo6xoAUMbIM NOrMHaM.

4) Haxxmute Add. B pesynbTaTe nonb3oBatenu ¢ BbIbpaHHbIMY fIOrMHamMu Jo6aBsaTCs B rpynmny.
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5) Haxxmute OK. B pesynbTtate rpynna 6yaeT cosgaHa.

BkritoueHne Bo3MOXHOCTUN ayTeHTUdmKauum ans VPN-KnmeHToB

YTtoO6bl BKMIOYMTL BO3MOXHOCTb ayTeHTudukaummn ans VPN-knneHToB:

1) B rnaBHom okHe Check Point SmartDashboard Bbi6epute nyHkT: Check Point — Check Point-ssl — Edit.
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2) B okHe Check Point Gateway - Checkpoint-ssl BbiGepute nyHkT: VPN Client — Authentication.
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3) B pasgene Authentication Method yctaHosuTe nepekntoyatens Defined on user record (Legacy Authentication) u Haxxvute OK.

HacTtpowuika npasun covnetpauun gna VPN-knneHTos

Y106kl HACTPOUTL NpaBuna MUbLTPaLmm:

1) B rnaBHom okHe Check Point SmartDashboard nepeiiaute Ha Bknaaky Firewall.
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2) Beibepute nyHkT Police, 3atem HaxmuTe Add rule at bottom. B pe3ynbTaTte fobaBuTcs HoBas cTpoka.
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3) B cton6ue Name LenkHuTe B HOBOW CTPOKE NMPaBoW KHOMKOM Mbilwmn v BbibepuTe Edit.

4) B okHe Rule Name B ogHOMMeHHOM Mose BBeAWTe UMs Npaeuna n Haxmnte OK.

5) B cton6ue Destination B HoBoI cTpoke LenkHWTe nNpaBoi kHonkol Mbiwm 1 BbiGepute Network Object.

6) B okHe Add Object LernkHuTe no HassaHuio nyHkTa Internal_network n Haxxmute OK.

7) B cton6ue VPN B HOBOI CTPOKE LLENKHUTE NpaBoii KHomnkol Mbiwm v BbiGepuTe Edit Cell.

8) B okHe VPN Match Conditions ycraHosute nepekntodatens Only connections encrypted in specific VPN communities 1 HaxmuTe Add.

9) B okHe Add Community to rule BbiGepuTe nyHkT RemoteAccess u Haxmute OK.

YcTaHoBKa NOMUTUKN
YT06bI yCTAHOBUTL NOMUTUKY:
1) B rmaBHom okHe Check Point SmartDashboard wenkHute no 3Hauky Install Policy.

2) B okHe Install Policy B cton6ue Network Security ycraHoBuTe ranouyky n Haxmute OK.

[ O] If SelectAl ¢ ClearAl (@ Select Targels..
| Installation Targets " Network Security ]
] Checkpoint ssi i

3) [oxanTech OKOHYaHWsA npoLecca ycTaHoBKU Nnonutuku n Haxvute Close.



YcTaHoBKa cepTudumkaTta

YT06bI yCTAHOBUTL CepTUdDMKAT:

1) NMoaxntounte PyTOKEH K KOMMBLIOTEPY.

2) OtkponTe npunoxeHne Check Point Endpoint Security.

3) B none Site BBeaunTe IP-agpec.

4) B packpbiBatowemcs cnucke Certificate BoiGeprTe HeobxoauMmeblii cepTudumkar.

5) Haxxmute Ha cebinky Click here if you don’t have a certificate for this site.

Endpoint Security: Check Point’

SOFTWARE TECHROLOGIES LT

| 10.0.35.253

Provider:

:Mlctiv ru Takeen CSP w1.0

Registration Key: Microsoft Base Cryptographic Provider v 1.0
Microsoft Base Smart Card Crypto Provider
Microsoft Enhanced.. phic Provider w1.0
Microsoft Enhance...ographic Provider
Microsaft Strong Cryptographic Provider

et ][




8) B none Registration Key BBeaute pernctpaumoHHbIN KoY.

9) Haxmute Enroll.

10) B okHe Token Logon seeaute PIN-kog PytokeHa n HaxmuTte OK.

11) B okHe ¢ coobLueHnem 06 ycTaHOBKE HOBOFO KOPHEBOTO cepTudukata Haxmute Yes.
12) Mocne 3aBepLueHns npolecca ycTaHoBku HaxmmTe OK.

13) Otkponte MaHenb ynpasnexuust PyTokeH n Ha Bknagke CepTudukatbl npoBepbTe, YTO cepTudmkat coxpaHnncs Ha PyTokeHe.

Hma Hcrekaet JaperucTpHUpoEaH

NMnynbie ceptngukate(l]

test
B c7ace18 593c 41b8-9700-c61b04934pd 03032022

KoHTponb 3a ussnevyeHnemMm cMmapT-kapTbl

Y7106l HACTPOUTL KOHTPOMb 3a U3BNEYEHNEM CMapT-KapThbl:
1) Ucnonbays peaaktop VI, otkpoiite daiin $FWDIR/conf/trac_client_1.ttm.
2) Hanpute cTtpoky disconnect_on_smartcard_removal n Bbibepute HeobxoamMmoe 3HavyeHne napameTpa:

® true — paspeLlunTb AETEKTUPOBaHNE N3BMNEYEHUs1 CMapT-KapTbl As TEKYLLEro LWnio3a;

® false — 3anpeTUTb AeTEKTUPOBAHME U3BIIEYEHNSI CMapPT-KapThbl ANS TEKYLLEro LUM03a;
client_deside — paspeLunTb NonbL30BaTEN0 CaMOCTOATENbHO YCTaHaBNMBATL NapameTp AeTEeKTMPOBaHNS U3BNEYeHNs CMapT-KkapTbl ANs
TeKyLLero wno3a.

3) Coxpanute chainn.
4) YcTaHOBUTE MOMUTUKY.

5) OTkpoiTe okHo napameTpoB Check Point Endpoint Security 1 yctaHosuTe ranouky Enable always-connect.

"% Properties of 192.177.2.2 (=5

| Detalls | Settngs | Authentication

Alvays-Connect
Enable Always-Conmect to alow the dient to connect
automatically to your active site when possible.
[¥f] Enable Always-Connect

VPN tunneking

When connected, all outbound traffic is encrypted and
sent to the gateway but only traffic directed at site
resources is passed.

E P iy = |
vot all raffic and route to gatewsy

6) Haxxmute OK.



Bxog Ha wnto3

YT06bI BONTU Ha LLNIO3:

1) OTkpoiite npunoxerne Check Point Endpoint Security.
2) MopkntounTe PyToKeH K KOMMblOTepy.

3) Haxxmute Connect.
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Endpoint Socurity [ Cheok Point

Site: [84.94.215.73 =

Autbwentication

Certificate: tesr -] @ '

4) B okHe Token Logon B none Password Beeante PIN-kog PyTokeHa n Haxmunte OK.

5) Ha naHenu 3apad wenkHuTe no nkoHke VPN. Ecnn ayTeHTUdmKauums npolwna ycnewHo, To ctatyc coeanHerns Connected.
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