Otnapgka npunoxeHuin ucnonb3ytowmx PKCS#11

[na oTnagkv npunoxeHuit ncnonbayowmx nHtepcenc PKCS#11 moxHo ncnons3osats ytunury PKCS11-SPY.
3710 nepepaboTaHHas Bepcust yTunuThl, BXoasien B npoekt OpenSC n oTnmMyaeTcsa OT Hee NOAAEPKKON pacLLUMPEHHOro HTepdenca.

YT1unuta BbiBoguT nor PKCS#11 BbI30BOB B (hopmaTe TEKCTOBOro chaiina.

1. NMoaroTtoska ¢hannos

3ameHVM opurnHanbHyto 6ubnuoTteky Ha GUBNMOTEKY-LUMWOH, ANS 3TOro:

1. 3arpyaute apxus ¢ PyTokeH SDK

2. PazapxusupyiTe cogepxumoe, ytunurta PKCS11-SPY Haxoautcs B nanke <sdk>\ pkcs11\uti |\ pkcsll-spy
3. BbibepuTe Bepcuio OC 1 pa3psgHOCTb B COOTBETCTBUM C pa3psHOCTbIO NPUNOXEHUs

® PytokeH Mnarvh ncnone3yet 32x paspsgHyto 6ubnmoteky PKCS#11
® [paviBepbl PyTokeH cogepxaT 06e 6ubnmotekn. Kakas ncnonb3yeTcsi — 3aBUCUT OT paspsigHOCTU OTIIXUBAEMOTO NMPUIOXEHMS.

4. Haiignte nanky ¢ 6ubnmotekont PKCS#11 (tPKCS11ECP), koTOpyto UCNOMb3yeT NPUNoXeHNe:

® ans PytokeH MnaruH - C:\Users\ima_nonb3osaTtens\AppData\Roaming\Aktiv Co\CryptoPlugin\4.4.1.0
® nna OpaviepoB PytokeH: C:\Windows\System32\ unu C:\Windows\SysWOW64\

5. MepeunmeHyiite opurnHansHyto 6ubnuoteky PKCS#11 (tPKCS11ECP), Hanpumep, B tPKCS11ECP-orig
6. CronupynTe rtpkcs11-spy.dll(.dylib unu .so) ns pasapxuempoBaHHoii nanku B nanky ¢ opuruHansHom ubnmotekont PKCS#11 (tPKCS11ECP)

7. NepenmeHynTe BUOGNNOTEKY-LUNNOH, 3a4aB el uMst opurnHanbHon bubnunotekn PKCS#11 (tPKCS11ECP)

2. Hactpotika yTunuThbl

Tenepb ykaxxem yTunuTe nyTb A0 OPUrMHAMNbHOM 6MGNIMOTEKM 1 NyTb, KyAa ByAeT 3anuckiBaTbCs nor-caiin.

Ana Windows
[na 32 GUTHBIX NPUMOXEHWUIA

B peecTpe yctaHoBUTb B cTpokoBbIvi napameTp HKLM\Software\Aktiv Co.\Rutoken\rtPKCS11-Spy\Module nyTb k opuruHansHoii 6ubnuoteke PKCS#11 (rtP
KCS11ECP-orig).

B peectpe yctaHoBuTbL B cTpokoBbiii napameTp HKLM\Software\Aktiv Co.\Rutoken\rtPKCS11-Spy\Output nyTb k nor dainy, B kotopbln 6yaeT
3anucbIiBaTbCA NocneaoBaTenbHOCTb Bbi3oBoB PKCS#11 cpyHKUMIA.

[nsi 64 GUTHBIX NPUIOXEHWIA

B peecTpe yctaHoBUTb B cTpokoBbIvi napameTp HKLM\Software\Aktiv Co.\Rutoken\rtPKCS11-Spy\Module nyTb k opuruHanbHoi 6mbnuoteke PKCS#11 (rtP
KCS11ECP-orig).

B peectpe yctaHoBuTbL B cTpokoBbivi napameTp HKLM\Software\Aktiv Co.\Rutoken\rtPKCS11-Spy\Output nyTs k nor danny, B koTopbln byaeT
3anucbiBaTbCA NocneaoBaTenbHOCTb Bbi3oBoB PKCS#11 pyHKUMIA.

Ins Linux n macOS

3anucaTb B CUCTEMHbBIE NEPEMEHHBIE

RT_PKCS11SPY - nyTb k opuruHansHoi 6ubnuorexke PKCS#11 (tPKCS11ECP-orig)

RT_PKCS11SPY_OUTPUT - nyTb K Nor haiiny, B KOTOpbIA GyAeT 3anucbiBaTbCs NOCNEAoBaTENLHOCTL BbI30BOB PKCS#11 dyHKUMIA.
Hanpumep:

® nns Linux
RT_PKCS11SPY=/ opt / akti vco/ rut okenecp/lib/1ibrtpkcsllecp-orig.so
RT_PKCS11SPY_QUTPUT=/ hone/ user/ Deskt op/ | ogfil e. t xt


https://github.com/OpenSC/OpenSC
https://www.rutoken.ru/support/download/get/sdk.html

® nna Mac
RT_PKCS11SPY=/ Li brary/ Akti v\ Co/ Rutoken\ ECP/lib/librtpkcsllecp-orig.dylib
RT_PKCS11SPY_QOUTPUT=/ User s/ user / Deskt op/ | ogfil e. t xt

3. BocnpowsaeneHMe cLieHapud

BbinonHuTte aencTeumsl, KOTopble HE0HX0AMMO 3anorMpoBaTh. Ecnv norv HyxHbl ANst peLleHnst ownobKky - BbINOMHUTE AENCTBUS, KOTOPbIE NPUBOAST K 3TOW
olmbke.

Ecnu TpebyeTcs Bocnpou3BecTu cueHapuii B Gpaysepe, nepeq BOCpou3seaeHem ownbku, nepesanyctute Gpaysep.

4. dann noros

Y6eauTech, 4Tto chann rtpkcs11-spy.log ¢ noramu cosgaH no agpecy, ykasaHHOMY BO 2 NyHKTE.

5. NMepenmeHoBaHne 6UGNNOTEKM

Ypanute 6MbnnoTeky-LNMoH U3 Nanky ¢ OpurMHanbHon 6ubnmoTekon 1 nepeMmeHyinTe opuriuHanbHyto GubnunoTteky obpartHo.



	Отладка приложений использующих PKCS#11

