5.2. HacTpouku rpynnoBou NOSIMTUKA

YT106bl HACTPOUTL FPYNMOBYH MONUTUKY:

1. OTkpoWTe peaakTop nokansHow rpynnoeon nonutukn. Haxmute Myck (Windows 8 — kombuHauus knasumw [WIN+R]), n 3atem B okowuke Haintn
nporpamMmsl U thainbl Habepute gpedit.msc.
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2. MepenpuTe B pasgen KoHdurypaumsi Komnbiotepa — AGMUHUCTpaTUBHBIE WabnoHbl — KomnoHeHTsl Windows — DTOT napameTp NOMUMTUKK
nosBonsiet BblbpaThb WindpoBaHue aucka BitLocker (ans Windows 10/8.1/8) unu KoHdurypaums komnbiotepa — AOMUHACTPATUBHBIE LLIAGNOHbI



— KomnoneHTbl Windows — LLindposanue gucka BitLocker (ans Windows 7/Vista/Srv2008).
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3. Bblbepute nyHKT MpOBEpUTL COrNacoBaHHOCTbL NPaBUI UCMONb30BaHUA CepTUCUKATOB CMapT-KapT. 3aTeM wenkHnTe MamMeHUTbL napameTp
MONUTUKM.
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4. YcraHoBuUTe NepekntoyaTens B nonoxexue [Bknounts].
5. HaxmuTte Ha kHonky [OK].

[E] 3ror napaneTp noaMTMKM NOIBCSET NPOBEDHTE COMMBCOBANNOCTE MNPAEKA HCMIOABIOBANMA CEPTHGHKATOB CMAPT-KapT
| Mpeasaywmii napamerp Crenynouit rapaiserp

) He sagario Koumentapuit:
(@) Braroveno

() Orkmoueno

TpeGosanms K B8PCAN: | He yunye Windows Server 2008 R2 wam Windows 7

Mapanserp: Cnpaexa:

3T0T NAPAMETP NOANTHKM NOIBONAET CEAZATE WAEHTHGUKATOD

i ofibexTa Uz CepTHhUKATE CMBPT-KEPTE C ANCKOM, 33LUMLLEHHEIM
136141311671 € nomoipio BitLocker, 3ToT napamMeTp NOAMTMEN NPHMEHAETCR

’ npw sxnoMenin BitLocker,

WaeHtugurarop obvexTa.

Waermndurarop ofbenta yrasblBAeTca & PACLLMPEHHOM
ucnonesosannm arosa [EKU) ceprudmnata, Bitlocker momer
ONPEAENUTE, KIKHE CERTHRMKATE! MOXHO HCNONL30EATS ANA
NPOBEPKIA NOANMHHOCTH CEPTHHHKATS NONLIOBATENR ANA AMCKE,
sawpnennore BitLocker, conoctaensn uaentudmrratop obrexta
W3 CEPTMGUMKATE € MAEHTHHUKATOPOM CEBEKTS, 33A3HHBIM 3THM
NaPAMETHOM MOAWTHIH.

Wagtmnduratop ofbexTa No yMOAMIHHIC PaBeH
1.3.6.1.4.1.311.67.1.1

Mpimeuanne. BitLocker ve TpeGyer Hanuyna y cepTHdmKara
atpubyTa EKU, ognaxo ecnm Takod aTprByT nacTpoen, eny
HeobxoaMMO NpUCEONTE WaerTudnkatop obvexra, v
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6. Mo ymonyaHuWio UCronb3oBaHNe caMonoAnMcaHHbIX cepTUduKaToB OTKMoYeHo. Ecnn Ha BalleM KOMMbIOTEPE OHO OTKIKOYEHO, TO NPU MOMbITKe
BKIMIOYMTb LIMDPOBaHMe oTobpasunTcs cneaytoliee cooblueHne:

BribepwTe cnocobel pa3z6noKMpoBKK AMcKa

9 Ha cmapT-kapTe He yAaeTcA HaliTk cepTrdmeat, nogxoaawmi gna BitLocker,
[ WcnonkzoeaTe napent 4nA cHATMA BACKMPOEKKM gMCKa

Maponu 4o/KHB! COAEpHaTE NPONWCHBIE U CTPOYHBIE BYKBbI, UMgpel, NpoBens! u CHMBOALL,
BeegwTe ceOf napons

Beegute napone ewe pas |

Mcnonb3oeate CMapT-KapTy ANA CHATMA BAOKMPOBKKM AWCKE

HeoGrogumo Gyaer scTaente cmapT-kapTy. NMMH-kog cmapT-kapTel noTpebyeTca npr CHATAR
BACKMPOBKEW € ANCKA.

7. [nsi Toro YTo6bl BKIKOYUTL UCTONb30BAHWE CAaMOMOAMUCAHHbIX CEPTUMUKATOB HEOBXOANMO BHECTM U3MEHEHUS B peecTp. Haxmute komGuHaumo
knaeuw [Windows + F] n B none ans Beoga Beeaute regedit.



8. HaxmuTte Ha kHonky [OK].
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9. B okHe Pepaktop peectpa nepenigute B pasgen:HKLM — Software — Policies — Microsoft — FVE.



10. LWenkHute ABa pasa o CTpoke SelfSignedCertificates v yctaHoBuTe 3HauyeHue 1.
Paitn Mpasca Bug WsGpannoe Cnpaexa

ATl Technologies A Vioan Tun
Classes

Inauenne

.é](noyumuamno] REG_SZ [SHAYEHIE HE NPHCBOEHD)

.f_ﬂ CertificateQID REG_SZ 1361413116711
SelfSignedCertificates REG_DWORD 0x00000001 (1)

b WindowsNT |
. RegisteredApplications
44 Senic
b -4 ThinPrint
b -l VMware, Inc.
b b Wowbd32Node
bods SYSTEM
. HKEY_USERS
| HKEY_CURRENT_CONFIG =

[l [ » 4 m |

KomnsiorephHKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\FVE

11. Tak e MOXHO co3aaThb haiin, C NOMOLLBI KOTOPOro HeobxoanMmoe 3HaveHue ByaeT nponucaHo B peectp. OTkporiTe Notepad nnu nio6oit apyron
TEKCTOBbIN peaakTop.

12. CkonupyiTe 1 BCTaBbTe CrneayoLLyto nHdopmaumio B daiin:

Windows Registry Editor Version 5.00 [HKEY_LOCAL_MACHINE\SOF TWARE\Policies\Microsoft\FVE] "SelfSignedCertificates"=dword:
00000001

13. CoxpaHute daiin c umeHem selfsign.reg.

14. Tlocne coxpaHeHusi 3anycTuTe 3TOT chaiin.

15. [ins noaTBepxaeHVs AeiCTBMS HaXXMuTe Ha kHonky [[a). B pesynbtaTte 3HayeHus 6yayT BHECEHbI B peecTp.

[foBaeneque ceegeHnid MOXKET NPUBECTH K HENPEAHAMEPEHHOMY MIMEHEHHID HAM YAANEHUID
SHaYEHMI W HENpasnnbHOA pabore komnonenTos. Ecam ceegenna e Clselfsign.reg
NoAyYeHbl W3 HEAOCTOBEPHOND WCTOYHNKA, He AoBaensiiTe wx B peecTp.

Bul AEfiCTENTENEHO XOTHTE NPOACIKMTE]
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16. B oTkpbiBLLEMCS OkHE HaxmuTe Ha kHomnky [OK].

0 Cogepxawmeca e C\selfsign.reg pasaenst v 3Ha4EHNUA YCNELIHO BHECEHDI B PEECTP.
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