OnucaHue obbvekToB PKCS #11

B aTom pasgene npuseneH nepesoa ctaHgapta PKCS #11 B yacTu kacatoLelica o6beKkToB, noaaepXxnBaemblx yCTponcTBamm PyTokeH, a Takke
MHdopMaumsa 06 obbekTax n atpubyTtax, onpegeneHHbIX NPOU3BOAUTENEM YCTPOUCTB PyTOKeH.

Cranpgapt PKCS #11 pasnuyaeT HeCKOmnbKO KnaccoB 06bekToB, onpeaensembix Tunom AaHHbix CK_OBJECT_CLASS. O6bekTbl cogepxaT Habop
aTpnbyTOB, KaXXabli N3 KOTOPbIX UMeEeT onpeaeneHHoe 3HavyeHve. Kaxabin aTpubyT, KoTopbiM 0obnagaeT 06beKT, MMeeT TONbKO OA4HO 3HaYeHMe.
Cnenyowmin pucyHok oTobpaxaeT BbICOKOYPOBHEBYHO MEPapXm0 06 bEKTOB CTaHAapTa U HEKOTOPLIX NOAAEPKMBAEMBIX UMW aTPUBYTOB (PUCYHOK 1).

ObveKkTbI
Knacchl
XpaHeHue OcobeHHocTH MexaHnsmebl
OB beKT TOKEHE annapaTtHOM HacTH THNbI MEXaHH3MOB
3aKpbiTble 0bbeKTbI THNbl 0CoOBeHHOCT i
y MeTri ; Napamertpbl
IMeHAeMble ODBbEeRTRI
— AomeHa
OaHHbIE Knwoum
JaHHble NpUACHEHWA
MoeHTUdKHKaTOpbl 06BEKTOB
AHAUSHUS CepTuduKarsl

PucyHok 2.1 — Mepapxus aTpubyToB 06LEKTOB

Crangapt PKCS #11 npepocTaBnsieT yHKUMM NS CO34aHUS, YHUHMTOXEHUSI 1 KOMMPOBaHNSA camMux OGBEKTOB, @ TakKe A1 NONy4YeHUs: U USMEHEHNS
3HaveHui nx atpmbyToB. HekoTopble 13 kpuntorpadudecknx dpyHkumn (Hanpumep, C_GenerateKey) Takke cosgatoT kntodeBble 06beKTbI, cogepXatine
pe3ynbTaThbl UX BbINOIHEHWSI.

O6bekTbl CTaHJapTa BCeraa YeTko onpeaerneHbl — T.e. OGbEKT BCeraa coaepxut Bce Tpebyemble atpubyThl, M aTpubyThl Bcerga cornacyrTcs apyr ¢
OPYrom ¢ MOMeHTa Cco3aHns obbekTa. ATO ABMNSETCA OTNNYMEM OT OO LEKTHO-OPUEHTUPOBAHHOW Napaaurmel, rae 06bEKT He UMeeT ApYrux aTpubyTos,
Kpome, MOXeT ObITb, Knacca, KOTopbIM Obin CO3AaH, U HEKOTOpble BpeMs npogormkaeT ObiTb HenHuumanmavpoBaHHbiM. B PKCS #11 obbekTbl Bceraa
MHULMAnNU3npyrTCs.

Tabnuubl Ha NPOTshXkeHUM BonbLuen YacTu 3TOro pasaerna onpeaensoT AN Kaxaoro atpubyTta TN AaHHbIX 3HaYeHust aTpubyTa n 3HaueHue (CMbICH)
aTpnbyTa, KOTOPbI MOXET BKIOYaTb Ha4anbHOe 3HaYeHne No yMmonyaHuo. HekoTopble TNkl AaHHbIX onpeaeneHbl nogpobHo ctaHgapTom (Hanpumep, CK
_OBJECT_CLASS). 3HaueHust aTpubyToB MOryT ObiTb CrieayoLLmMX TUMOB:

Byte array cnyvaiiHasi cTpoka (MaccuB) AaHHbIX Tuna CK_BYTE

Big integer cTpoka AaHHbix Tna CK_BYTE, cocTosias 13 6e33HakoBbIX LienblX Yucen npou3BosbHON AfNMHBI CO
Hamboree 3Ha4YMbIM NepBbIM 6anTom

(Hanpumep, uncno 32768 npeacrasBnsieTcs kak 2-6antosas ctpoka 0x80 0x00)
Local string He3anonHeHHas cTpoka aaHHbIx Tuna CK_CHAR 6e3 3aBepLuatoLiero Hyns
RFC2279 string HesanonHeHHas cTpoka AaHHbix Tuna CK_UTF8CHAR 6e3 3aBepLuatoLLiero Hyns

TokeH MOXeT cofepxaTb HECKOMbKO MAEHTUYHbIX O6BEKTOB, TO €CThb paspeLLaeTcsl UMeTb OAMHAKOBbLIE 3HaYeHUs Ans Bcex aTpubyTos AByM 1 Gonee
oGbekTam.

B 6onbLuMHCTBE cryyaes kaxabln Tun obbekTa ctaHaapta PKCS#11 coaepxut nonHeli Habop aTpnbyToB. HekoTopble 13 aTux atpubyToB nMeT
3HaYeHUs N0 YMOMYaHWIo, U He HYXXAAIOTCS B ONPeAeneHnn npu co3aaHum 06bekTa; HeKOTOpbIe M3 3HAYEHMIA MO YMOMYaHUI0 MOTyT Jaxe CoaepXaTb
nyctble cTpoku (“”). TeM He MeHee, 0O bEKT COAEPXUT 3TN aTpuByTbl. OBBEKT MOXET UMETb TONBbKO OAHO 3HaYEHUE ANs Kaxaoro atpubyTa, Aaxe ecnu
aTpubyT onpenensieTcs NPOU3BOAMTENEM U €r0 LieNb ero UCMONb30BaHWs BIXOAMT 3a paMku cTaHaapTa.



Kpome atpnbyToB ctaHgapta PKCS#11, o6bekT Takke MoxeT obnagaTe onpeaensiemMmbiMu nponm3soamTenem atpubytamMu, CMbICI 1 3Ha4YEeHUS KOTOPbIX He
onucaHbl B PKCS#11.

CosaaHue u nsmeHeHue o6bEKToB

Bce chyHKUMK, KOTOpbIE CO3AaI0T, USMEHSIIOT UMW KOMMPYIOT OBBEKTBI, MCMOMNbL3YIOT B KAYECTBE OAHOMO 13 CBOMX apryMeHTOB LWabnoH, KOTOpbLIN
cneundrumpyeT 3HaveHns aTpubyTos. Kpuntorpadumyeckune dyHKLUM, KOTOPbIE CO3AAIT OOBEKTBI, TAKKE MOrYT Camy BHOCUTb 3HAa4YEHUS] HEKOTOPbIX
OOMNOSMHUTENbHbIX aTpUbyTOB; Kakue MMeHHO aTpubyTbl ByayT 3a4aBaTbCs BbIZOBOM KpUNTOorpadruyeckon yHKLMM 3aBUCUT OT TOFO, Kakow UCMONb3yeTcs
mMexaHu3M. B niobom cnyyae Bce Tpebyemble aTpubyThl, NOAAEPXKUBAEMbIE KIACCOM OBBEKTOB U HE UMEIOLLME 3HAYEHWI NO YMONYaHWIO, AOMKHbI ObITb
yka3aHbl Npy co3aaHum obbekTa B WabnoHe nnu camon gyHKUMEN.

Co3paHue o6bekToB

O6bekTbl MOryT 6bITb CO3AaHbI C NoMoLLbio dyHKumMA cTanaapTa PKCS#11 C_CreateObject, C_GenerateKey, C_GenerateKeyPair, C_UnwrapKey n C_De
riveKey. Kpome Toro, konupoBaHue yxe cyLuecTBytoLLmx 06bekToB (¢ nomoLubio dyHkuun C_CopyObject) Tarke cospaeT HOBbI 06BEKT, HO 3TOT TUM
co3aHnst 06EKTOB Ha AaHHbI MOMEHT He NMOAAEePXUBAETCS YCTPOCTBaMM PyToKeH.

[nsi co3ganHusa obbekTa aTUMK  hyHKUMSMM HeoBXxoauMOo NpeaoCTaBUTb COOTBETCTBYHOLLMIA LLAGMOH.

1. Ecnu npegocTaBreHHbli LabnoH onpeaenseT 3Ha4YeHNe HEKOPPEKTHOro aTpubyTa, To 06BEKT HE CO3aaeTcs, U BO3BpaLLAeTCs Kof OLWnBKu
CKR_ATTRIBUTE_TYPE_INVALID. ATpnbyT cuntaeTcs KOppeKTHbIM, eCrnn OHM onucaH ctaHaapTom PKCS #11 unu ecnn oH siBnsieTcs
OOMNONHUTENBHBIM aTPUBYTOM, ONMUCaHHBLIM NPOU3BOAMTENEM U NOAAEPXMUBAIOLLMMCS BUBNIMOTEKON N TOKEHOM.

2. Ecnu npegocTaBneHHbIN WabioH onpeaensieT HEKOPPEKTHOE 3HAYEHNE AN KOPPEKTHOTO aTpmbyTa, To OGBbEKT HE CO3daeTcs, 1 BO3BpaLlaeTcs
kog ownbkm CKR_ATTRIBUTE_VALUE_INVALID. KoppekTHble 3Ha4yeHus atpmbytoB ctaHgapta PKCS #11 onucaHbl B ctaHgapte PKCS #11.

3. Ecnu npegocTaBneHHbIN WabnoH onpeaenseT 3HaveHne Ans atpubyta «TOMNbKO ANS YTEHUSA», TO OOBbEKT He co3aaeTcs, W BO3BpaLLaeTcs Koa
ownbkm CKR_ATTRIBUTE_READ_ONLY.

4. Ecnu 3HayeHun aTpnbyTa B npeoCcTaBneHHOM LabnoHe BMeCcTe CO 3Ha4YEHUSIMU MO YMOSTHaHMIO U 3HaYEHUAMU, 3ajaBaemMbiMy PyHKLMEN Npu
co3faHun obbeKTa, OKa3blBaeTCA HeAOCTAaTOYHO ANS NOMHOro onpeaeneHns obbekTa, To 06bLEKT He CO3JaeTCs, W BO3BPaLLAeTCs Kof OLwmnbKu
CKR_TEMPLATE_INCOMPLETE.

5. Ecnu 3HaveHust atpubyTa B noaaepxunsaemMom LwabnoHe BMecTe CO 3HaYEHUSIMU M0 YMOMNYAHUIO U 3Ha4YEHUsIMK, 3aAaBaeMbiMu pyHKUMEN npy
co3faHun obbeKTa, ABNSAIOTCA HECOBMECTUMbIMU, TO OOBLEKT HE CO3AaeTCs, U BO3BPaLLaeTCs Kof oLwmnbku
CKR_TEMPLATE_INCONSISTENT. 3HaueHusi aTpubyTOB CHMTAIOTCS HECOBMECTUMbIMU, €CIN HEe BCE M3 HUX YAOBMNETBOPSIOT TpeboBaHMsaM
TOKEHa, XOTS KaXaoe 3Ha4YeHne No OTAENbLHOCTU ABNAETCS KOPPEKTHbIM cornacHo ctaHaapTy PKCS #11. MNepBbiM npumepom HECOBMECTUMOTO
wabnoHa sBnseTcs WabnoH, KOTOPbIN 3a4aeT ABa pasHbIX 3HAa4YEHUS ANA OAHOrOo 1 TOro e atpubyTa. [pyruMm npyMepoM MOXeT CRyXuUTb
nonbITka co3fatb 06BEKT CEKPETHOIO KItoYva € aTpMbyTOM, KOTOPbIN UCMOSb3YETCS NPY CO34aHUM Pa3NUYHbBIX TUMOB OTKPBITHIX UK 3aKPbITbIX
KMOYen, HO He CeKpeTHbIX Koyen. M HakoHel, nocneaHnM NpuMepoM MoXeT ObiTb WabnoH ¢ aTpubyToM, KOTOPLIN HE COOTBETCTBYET
TpeboBaHWsAM crneuundmKaLmmn TokeHa. 3ameTM, YTo B NOCNEAHEM NPUMEPE HECOBMECTUMBIN LLAGMOH ABNSETCA 3aBUCUMbIM OT TOKeHa — ANnsa
OPYroro TokeHa OH MOXET He OblTb HECOBMECTUMbIM.

6. Ecnu nogaepxvBaeMblit WabnoH onpeaensieT 04HO M TO Xe 3HaveHne kakoro-nmbo atpubyTa bonbliue ogHoro pasa (unu WwabnoH onpegenseT 10
Xe camoe 3HaveHue atpubyTa, KOTopoe 3aAaeT PyHKUMS, co3datollas o6bEKT), TO AanbHeNLee pasBnTUe CUTyaunmn CTaHaapToM He
onpegeneHo. MonbiTka co3aate 0OGBbEKT MOXET BbITh yAa4HON — Toraa co3naetcs 06bEKT Tak, kak ecnu Bbl 3HaveHns ero aTpubyToB Gbinm Gbl
3aaHbl O4VH pas, UNu 3Ta NoMbITKa MOXET 3aKOHUYMUTBLCSA Heyaaden, u Toraa Bo3spawaetcs kog ownbkn CKR_TEMPLATE_INCONSISTENT.
PaszpaboTunku 6MbnuoTek pekomeHayoT AgenaTb noBegeHne GubnmoTek Takum xe, kak ecrnm Obl aTpubyT BCTpeTuncs B WabnoHe ToNbKo pas;
pa3paboTuMKM NPUINOKEHWI HACTOATENBHO PEKOMEHAYIOT HUKOrAA He onpeaensiTe Kakoi-nmbo aTtpubyT B 0ogHOM 1 TOM e wwabnoHe 6onee
0[HOro pasa.

Ecnu npu nonbiTke co3aaTtb 06bEKT BO3HMKAET HECKOMNBbKO NepevnCrieHHbIX CUTyaLuuii O4HOBPEMEHHO, TO BO3BpaLLaeMblii KOA, OLUMBKM MOXeET BbITb
No6bIM 13 BbILLENEPEYNCTIEHHDIX.

N3meHeHue o6bekToB

O6bekTbl MOryT M3MeHsATbCS ¢ nomoLbio dyHkumMn C_SetAttributeValue ctaHaapta PKCS#11. LabnoH, npeaoctasnsembint Ana dyHkumn C_SetAttributeV
alue, MOXeT coflepxaTb HOBbIE 3HAYEHUS AN aTPMOYTOB, KOTOPLIMM OGLEKT YxKe 06naaaeT; 3HaueHust Ana aTpubyToB, KOTOPLIMU OBBEKT eLle He
obragaeT; unu u Te u apyrue cpasy.

HekoTopble aTpnbyThl 06beKTa MOryT M3MEHATLCA NOCe co3aaHns o6bekTa; HekoTopble, Hao6opoT, He MoryT. Kpome Toro, atpubyThbl, KOTOpbIE
onpeaensTcs CTaHAapPTOM Kak U3MEHSIEMbIE, MOFYT Ha CaMOM Aene Ans HEKOTOPbIX BUAOB TOKEHOB He BbiTb M3MeHsieMbliMu. TO eCTb, ecnv aTpubyT B
ctaHgapte PKCS#11 onucaH kak M3MeHsieMbliA, TO 3TO B AENCTBUTENBbHO 03HAYaeT, YTo aTpubyT ABNSIETCA U3MEHSEMbIM B pamKax creuydukaumm
camoro cTaHgapTa. TOKeH MOXeT B AeWCTBUTENBHOCTU He NOAAEPXKMBATL UBMEHEHNE HEKOTOPbLIX aTpUbyTOB. ABNSETCA N Kakow-To aTpnbyT obbekTa Ha
[aHHOM TOKEHE U3MEHSIEMbIM, 3aBUCUT OT 3HAYEHWIN onpeaeneHHbIx aTpubyToB o6bekTa. Hanpumep, 3HauyeHne atpubyta obbekta cekpeTHoro knoda CK
A_SENSITIVE moxeT 6biTb nameHeHo ¢ CK_FALSE Ha CK_TRUE, Ho He Hao6opoT.

Bce cueHapuu, onncaHHble B YacTu «CosaaHne o6bekToB», BKIHOYas KoAbl BO3BpaLlaeMblX OLIMGOK, NPUMEHUMbI ANS U3MEHEHWs! OGBEKTOB C NMOMOLLIbIO
dyHkumm C_SetAttributeValue, kpome cutyaumm ¢ HenonHeIM LWabnoHoM.
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