PekomeHgaumm no Bblbopy nHTepdeiica

Mo mMepe pa3BUTUSi TEXHOMOMMIA CMapT-KapT GbINI0 CO34aHO MHOXECTBO TEXHONOMMIA, ONMUCHIBAIOLLMX NpaBuIia B3auMOAENCTBUSA Pa3NUYHbLIX CUCTEM C HUMW.

Camble yaayHble TEXHOMNOMM peannsoBanncb B MexayHapoaHble ctaHgapTbl ISO nnu obuenpuaHaHHble oTpacnesble cTaHAapThl.
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NHTepdencobl BLICOKOrO YPOBHS

WHTepdericbl BLICOKOTO YPOBHS NpefHasHaveHbl Ans pa3paboTymkoB NporpaMm 1 MporpaMmMHbIX KOMMIEKCOB NPUKNagHOro YPOBHS.
OHu abCTparnpyroT NporpaMMmcTa OT TaKoro NMOHSATUS, Kak doaitniosast cuctema, 0cobeHHoCTel paboTel CMapT-KapTOYHOW OMepaLyOHHON CUCTEMBI

Haunbonee pacnpocTpaHeHHbIMY UHTEPecaMm BbICOKOrO YPOBHSI, MOAXOAALMMM st pa3paboTUmMKoB NpUKMaaHbIX MPUNOXEHWI SBASIOTCA CTaHAapThb!
RSALabs PKCS#11 u Microsoft CryptoAPI.

RSALabs PKCS#11 (CryptoKi)

CrangapT paspaboTaH nccneposatenbckoii rpynnont RSALabs kak nonbiTka cCTaHAapTU30BaTb BbICOKOYPOBHEBbLIN KPOCMNaT(OPMEHHbIN NPOrpaMMHbI
MHTepdenc goctyna K yHKLUMOHANbHOCTM CMapT-KapT U Usb-TOKEHOB.

PKCS#11 6narogapsi CBoei NOrMYHOCTY 1 OTHOCUTENBHON NPOCTOTE MOJyYMIT LUMPOKOE PacrpoOCTPaHEHVE U B HACTOSLLMIA MOMEHT siBNsieTcs Ae-hakTo
MHOYCTpUanbHbIM CTaHAAPTOM AMs MPUIOXKEHNU paboTaloLLyx Co CMapT-kapTamu.

OTBETCTBEHHOCTb 3a peanusauunio nHTepderica B BUAe AMHAMUYECKM NOATPYXaeMon 6MBNMoTekn NeXnT Ha NPOU3BOAMTENAX CMapT-kapT (usb-TokeHoB).


http://developer.rutoken.ru/download/attachments/2228235/architecture2.png?version=1&modificationDate=1363868595703&api=v2

PekomeHayeTcs K MCNONb30BaHWI0 NpU pa3paboTke NPUIOXEHUIA MPUKINAAHOTO YPOBHS AN PasnuUyHbIX NNaTtopM, B TOM YMCIE KPOCCnnaTopMeHHbIX
NPUIIOXeHUn, KpOMe criyuaes, korga Tpebyertcs riybokas MHTerpaums NPUNoXeHUs B onepaumnoHHble cuctemsl Windows.

HocTtonHcTBa

KpoccnnatdopmeHHocTb (Windows, Mac OS X, Linux, UNIX, Java v 1.nm)
MpocTon nitepdeic ansa sa3bika Cu

LLinpokas pacnpoctpaHeHHocTb (kpome Windows)

[ocTaTo4HO BbICOKMIA YpOBEHb abCcTpakuum

Jlerkas nopTMpyeMocTb NporpammHoro obecneyeHus

HepocraTku

® HepocTatoyHas nogaepxka B Windows 1 B npuknagHbix npunoxenusx ans Windows

Microsoft CryptoAPI

Microsoft CryptoAP| MmoxHO paccmaTpuBaTh kak pactumpenue oblumpHoro Windows APl B yacTu kacatoLleiics kpuntorpadum n MHgpacTpyKTypsl
OTKPbITbIX KIOYen.

q)yHKLlMI/I npeaocTaBnAlTCA nméo BCTPOEHHbIMUN KpVII'lTOI'IpOBaVI,D,epaMI/I, Bxoasawmmm B coctaB Windows, nm6o BHELHMMU NOCTaBNSAEMbIMU
nponssoauTenamMu cMapT-KapT unu usb-TokeHoB.

Microsoft CryptoAPI rny6oko nHTerpvpoBaH B onepauuoHHble cuctembl Windows v gpyroe npuknagHoe nporpaMmmHoe obecneyeHve ot Microsoft n
sBnaeTca ctaHgapTom ans Windows-nnatdgopmbl.

PekomeHayeTcs K MCMosb30BaHMIO NPy paspaboTke NpUNoXeHWit npuknagHoro yposHs Anst Windows, korga tpebyetcs riy6okast uHTerpaumst
NPUNOXEHNSI B ONEPALIMOHHYH CUCTEMY M MporpaMmHoe obecnedverne Microsoft.

HocTouHcTBa

'ny6okas nHterpaums B Windows v npuknagHoe nporpamMmMmHoe obecrnedeHvne
[ocTtaTto4Ho npocTon nHTepdenc

Bbicokuin ypoBeHb abcTpakumm

Jlerkasi nopTupyemocTb nporpammHoro obecnedeHus (B npegenax nnatdopmbl)

HepocraTku

® CoBepLueHHO He ucnonb3yetcst BHe Windows
® YcraHoBka KpunTtonposangepa TpebyeT Hanmums agMMHUCTPATUBHBIX MPaB B cUcTeme

NHTepdencobl HU3KOro YPOBHS

MporpammMHeiii uHTEepderic PC/SC

HuW3KoypoBHEBBIV MPOrpaMMHbI MHTepdEnc onucbiBaeT NPoLECC B3aMMOAENCTBUSA NPUKNAQHOro NporpaMMHoro obecneyveHusi n obopyaoBaHus cmapT-
KapT.

O6LueHne NpUKNagHoi NporpamMmMbl M cMapT-kapT (usb-TokeHOB) No Gonbluel YacTy NpeacTaBnaeT coboi 06MeH 0CoBLIMM MAacCBaMU AAHHBIX B PeXUME
3anpoc-oTBeT.

WHTepdeic nepBoHayanbHo 6bin paspaboTaH komnaHuen Microsoft, ogHako nony4nncst HacToNbKO yaaYHbIM, YTO Obln MOPTUPOBAH U Ha Apyrue
onepaLuynoHHbIE CUCTEMBI.

Peanusauus B3avmoaeincTBus Ha ypoBHe npoTokona PC/SC goBonbHO Tpyaoemka u TpebyeT 3HaHMst 40CTaToOqHO 60nbLUIoro konuyecTsa cneunduyHbIX
acnekToB, KOTOPbIe MOTYT JOBOMbHO CUMbHO OTNNYATLCA Y PasHbIX NPOM3BOANUTENEN.

PekomeHayeTcs K MCNOoSb30BaHMIO TONbKO Af1s pa3paboTynkoB BCTpaMBaeMbIX CUCTEM, NPU A0paboTKe yxe CyLLEeCTBYOLLIErO NPOrpaMMHOro
obecneyeHus, nMboO Npu oCTport HEOGXOANMOCTU UCMONbL30BaHNSA (OYHKLUMIA, CNeLMdUYHBbIX TONBKO AN YCTPOUCTB PyTOKEH.

HocTouHcTBa

® KpoccnnatopMeHHOCTb
® |linpokas pacnpoCcTpaHEHHOCTb
® T[lo3BonsieT 3agencTBoBaTh CneLnMdUYHbIN AN KOHKPETHOW MOAENN CMapT-KapTbl (Usb-TokeHa) pyKHLUMOHan



HepocraTku

® Bbicokas CNOXHOCTb peannaaumm
® TpebyeT 6onbLIOE KONMMYECTBO CNELMMUYHBIX AN KaXA0r0 NPOU3BOANTENS 3HAHWI
® YpesBblyaiiHO BbICOKasi CIIOXHOCTb MOPTUPOBaHMS

AnnapatHbii ypoeHb ISO/IEC 7816
Ha Hambonee HU3KkOM ypoBHe (BnvxaiiieM K cmapT-kapTe unm TokeHy) obocHoBanocb cemeincteo ctaHaaptos ISO/IEC 7816.

Pa3nuyHble YacTu aToro cTaHaapTa ONUCbIBalOT hU3NYECKME NapaMeTphl KapT, PacroroXeHUe U Ha3Ha4YeHNe KOHTaKTOB, NeKTPUYEcKue napameTpbl
MHTepdenca n NPUHLMNbLI YCTAHOBMEHWS CBSI3W, NMPOTOKON 06MEeHa 1 MexaHU3M AENCTBUS KOMaHL,.

npaK‘I'I/I‘-IeCKI/I BCe BbllyCKaeMble CMapT-KapTbl TaK UK UHa4Ye NnogaepXnBatoT 3TOT CTaHAAPT C HEKOTOPbIMKU Bapuaunamu.

PekomeHayeTcs Kk MCNONb30BaHWMIO TONbKO 4115 pa3paboTymnKkoB annapaTtHbIX cMcTeM (He coBMeCTUMbIX ¢ PC).


http://ru.wikipedia.org/wiki/ISO/IEC_7816

	Рекомендации по выбору интерфейса

