Apxutekrtypa PyTokeH

ApxuTekTypa pelueHuii PyTokeH BbipaboTaHa B COOTBETCTBUU C TPeOOBaHMSMU OBLLENPUHSTHIX MHAYCTPUArbHbIX CTaHOapTOB.

OOLLEenpuHATO AeneHne NHTepdENnCcoB Ha BLICOKMI, HU3KMUIA U annapaTHbIA YPOBHM.
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NHTepdencobl BbICOKOTO YPOBHS

WHTepdhelickl BEICOKOTO YPOBHSI OPMEHTUPOBAHbI Ha pPa3paboTUMKOB BbICOKOYPOBHEBOIO KIMEHTCKOrO NPOrpaMMHOro obecneveHnst U UCnosb3yoTes Ans
BCTpavBaHWs NoaaepxK1 naeHTudunkaTtopos PyTokeH.
ObLenpuHsTble CTaHAapTM30BaHHbIE HTEPMENChI:

® PKCS#11 Bepcun 2.30 unu HoBee,

® Microsoft CryptoAPI Bepcuu 2.0,

® Microsoft Crypto Next Generation Key Storage Provider (minidriver).

B NOSHOW Mepe peanu3oBaHbl B BUAE NOArpy>XaeMbIX CUCTEMHbIX 6ubnuorTex, KOTOpbI€ JTIErKo UHTErPUPYOTCA B ntobble cucTemsl.

NHTepdencobl HU3KOro YpoBHS



Moz nHTepdeiicaMmu BLICOKOrO YPOBHSI HAXOAATCA UHTepdelichl, obecneynBaroLme NpeacTaBneHne MaeHTMUKaTopos PyTokeH B kKauecTse cMapT-KapThl,
KOTOpas BCTaBrieHa B CUATLIBATEb.

3a atoT cnowi otBevatoT USB-apaviBep naeHtudgukatopos PyTokeH, cuctemHole CCID-apaiiBepbl naeHTudmkatopoB PyTtokeH SLIM, a Takke
NPOMEXyTOYHOe NporpaMmmMHoe obecrneyeHne, KOTopoe peanu3yeT cTaH4apTHbIM NpoTokon B3avmogencTeus PC/SC (Takke nssecteH kak Microsoft
SmartCard API).

B onepauunoHHbIx cuctemax cemenctea Windows - ato Microsoft Resource Manager (cuctemHbii cepBuc CmapT-kapT), a B onepaumoHHbIX cUCTEMaX,
ocHoBaHHbIX Ha UNIX (B Tom uncne n macOS), - ato nporpammHoe obecneyenune npoekta M.U.S.C.L.E. (Takke n3BectHoe kak pcsc-lite).

B3aumopgencrene aTnx MHTepdencoB c MHTepdencomM annapaTHoro ypoBHS NPOUCXOAMT NyTeM nepeaaydn Komang ¢ ucnonb3osaHvem Transport Protocol
Data Units (TPDU) no npotokony T=0]|1.

AnnapaTtHbI YPOBEHb
Camblii HWKHUIA YpOBEHb NpeAcTaBneH ABYMS (hU3NYECKMMI YCTPOUCTBAMMU:

® nepcoHanbHbIM NAEHTUMKATOPOM PyTOKEH;
® USB XOCT-KOHTPONJIEPOM KIIMEHTCKOTO KOMMbIOTEPA.

B3anmogeiicTBue mMexay TOKEHOM U XOCT-KOHTPOMnepoM ocyluectensieTcst no npotokony USB Control Transfer Protocol, koTopsblii ucnone3yet Vendor
Specific Requests (VSR).

OCHOBHbIM annapaTHbIM 31EMEHTOM UAEHTUUKATOPOB PYTOKEH SIBNAETCS 3alUMLLEHHbIN MUKPOKOHTPOMMEP, KOTOPLIN peanuayeT (yHKUMU HTepdeinca
USB, nopaepxky dainosoi cuctembl n komang no ISO/IEC 7816 (TOCT P MICO/M3K 7816).
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