dyHkumn PKCS #11, noonepxveaemMble ycTponcTsamm PyTOkeH

Peanusauus ctangapta PKCS #11 B 6ubnmotekax PyTokeH cBsizaHa C HEKOTOPbIMU OrpaHnyYeHnsiMmn, 06ycrnoBneHHbIMK annapaTHbIMU
XapakTepucTmkammn yctporcTea. HekoTopble yHKUMK, onpeaeneHHble CTaHaAapToM, He NoAAEPXKUBatOTCS Tekywmumy Bepensamm 6ubnmotek tPKCS11 unu
rtPKCSECP, Ho, TeM He MeHee, OCTaloTCs AOCTYNHLIMU, U NPU X Bbi3oBe Bo3BpalyaeTcs kog owmnbkun CKR_FUNCTION_NOT_SUPPORTED. Hanuune
nofo6HbIX orpaHnyeHnii gonyckaetcst ctaHgaptom PKCS #11.

B tabnuue 2.24 npmBegeH NOnHbIN CNCOK onpeaeneHHbix ctaHaapTom PKCS #11 dyHKUMIA, 3HAKOM «+»0TMEYEHO COOTBETCTBUE NOAAEPKKA KOHKPETHON
YHKLMM KOHKPETHOW BUBNIMOTEKON 1 YCTPONCTBOM PYTOKEH, 3HAKOM «—» — OTCYTCTBUE peanusauuy B TEKyLLeh Bepcun GubnmoTteku.

Moppo6Hoe onuncanune nobon noaaepxmBaemMon OYHKLUM MOXKHO HAWTU B CTaHdapTe (aHrMUACKUIA S3bIK) UK B JaHHOM pasgerne (pycckui si3bik).

Tabnuua 2.24. Cnucok nogaepxuBaembix 6ubnuorekamu PyTokeH ¢yHkumii ctaHaapta PKCS #11

®yHkuum ctaHpgapta PKCS #11 itPKCS11 tPKCS11ECP
Kateropus OyHKLMA OnucaHve Pyto Pytoke @ PytokeH 3LM/ = Pytoke PyTtoken LM/
KeH = HLite 2.0/PKI H Lite 2.0/3.0/PKI
PyHKUMM 0BLLEro Ha3Ha4YeHus C_Initialize VHULManuanpyeT 6ubnuoteky + + + + +
C_Finalize [evHuumanmanpyeT 6ubnuoTeky + + + + +
C_GetlInfo nonyyaet nHdopmaumio o bubnunoteke + + + + +
C_GetFunction ' nonyuaeT cnuncok Bcex pyHKUMI B Gubnuoteke + + + + +
List
PyHKUMKM ans paboTbl co C_GetSlotList nonyyaeT CnMcoK CIoToB B cUCTEME + + + + +
criotTamu 1 TokeHamm
C_GetSlotinfo | nonyyaeT nHdOpMaLWMIiO O KOHKPETHOM CrioTe + + + + +
C_GetTokenlInfo nonyyaeT nHcopmauuio 0 PyTOKEH B KOHKPETHOM CrloTe + + + + +
C_WaitForSlot = oxwupaet cobbiTne B nobom cnote + + + + +
Event
C_GetMechani | nony4aet cn1cok MexaHn3MoB, NoaaepxunBaembix PyTokeH + + + - +
smList
C_GetMechani | nony4aeT nHcdopmMaLmo 0 KOHKPETHOM MeXaHu3me + + + - +
sminfo
C_InitToken VHUUManuampyeT namsTb PyTokeH + + + + +
C_InitPIN nHuumnanuanpyet PIN-koa Monb3oBatens PyTokeH + + + + +
C_SetPIN nameHsieT PIN-kof B nonb3oBaTtensi PyTokeH, BbINOMHUBLLETO BXOA + + + + +
®yHKumMn ansi pabotsl ¢ ceceusimm - C_OpenSession  OTKpbIBAET HOBYH Ceccuto ¢ PyTokeH + + + + +
C_CloseSession 3akpblBaeT ceccuto + + + + +
C_CloseAllSes | 3akpbiBaeT Bce ceccuu + + + + +
sions
C_GetSessionl | nony4aeT uHOPMaLMIO O KOHKPETHOW ceccum + + + + +
nfo

C_GetOperatio ' nonyyaeT UHOPMALWIO O COCTOSIHAW BbIMONTHEHNS! - - - - -
nState KpunTorpaduyeckon onepaummn

C_SetOperatio = n3MeHsieT COCTOsIHME BbINOMHEHUSI KpUNTOrpacuyeckon onepawmm - - - - -

nState

C_Login BbINOMHSAET BXOA Nonb3oBaTtens / agMuHucTpaTopa + + + + +

C_Logout BbIMNOMHSAET BbIXOA Nonb3oBaTens / agMmHucTpaTopa + + + + +
PyHKUMM Ans paboTbl C C_CreateObjec ' cospgaet o6bekT + + + + +
obbekTamm t*

C_CopyObject ' cospmaeT konuio 06BbEKT - - - - -

C_DestroyObje | yHuuTOXa@eT 06bekT + + + + +
ct

C_GetObjectSi ' nonyyaeT uHcopmaumio o paamepe obbekTa B GaiiTax - - - - -

ze
C_GetAttribute = nonyuaet uHdopmaumio 06 aTpubytax obbekta + + + + +
Value
C_SetAttribute = n3meHsieT 3HayeHue aTpubyTa obbekTa + + + + +
Value
C_FindObjects| = nHMuManuaupyeT npouecc nomcka obbekTa + + + + +

nit
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PyHKUMM LINDpOBaHUSA

DyHKUMM paclumdpoBaHms

DYHKUMM XeLmpoBaHus
coobLeHnin

DyHKUMM co3[aHNs nognucu

DyHKLMM NPOBEPKM NOANMCH

CoBMelLeHHble hyHKLMK

PyHKUMM Ans paboTbl € KnoYamm

PyHKUMM reHepaLmny cryvanHblX
uncen

MapannenbHble yHKUUM
ynpaBneHns yHKLUSMI

C_FindObjects

C_FindObjects
Final

C_Encryptinit
C_Encrypt

C_EncryptUpda
te

C_EncryptFinal
C_Decryptlnit
C_Decrypt

C_DecryptUpd
ate

C_DecryptFinal
C_Digestlnit
C_Digest
C_DigestUpdate
C_DigestKey
C_DigestFinal
C_Signlnit
C_Sign
C_SignUpdate
C_SignFinal

C_SignRecover
Init

C_SignRecover
C_Verifylnit
C_Verify
C_VerifyUpdate
C_VerifyFinal

C_VerifyRecov
erlnit

C_VerifyRecov
er

C_DigestEncry
ptUpdate

C_DecryptDige
stUpdate

C_SignEncrypt
Update

C_DecryptVerif
yUpdate

C_GenerateKey

C_GenerateKe
yPair

C_WrapKey
C_UnwrapKey
C_DeriveKey

C_SeedRandom

C_GenerateRa
ndom

C_GetFunction
Status

C_CancelFunct
ion

OCyuleCTBnAeT NOUCK obbekTa no 3afaHHbIM yCNoBUAM

3aBepLuaeT npouecc noucka obbekTa

VHULMANU3NpyeT NPOLIECC LWNGPOBaHUS
WndpyeT AaHHbIe LIeNMKoM

NPOAOIKAET LUMGPOBAHINE AQHHBIX MO YACTAM

3aBepLUaeT WrdpoBaHne AaHHbIX MO YaCTsIM
VHULMaNU3npyeT NpoLiecc paclundpoBanus
pacLINdPOBLIBAET AaHHbIE LIENMKOM

npoaormkaet paCLLII/Id)pOBaHVIe AaHHbIX NO 4YacTam

3aBepLUaeT paclunthpoBaHne AaHHbIX MO YacTsAM
VHULMANU3NPYET NPOLIECC XELUMPOBAHUS
XELUMpYeT faHHbIe LIeNnKoM

NPOAOIKAET XEeLMPOBaHUE AaHHbIX MO YACTAM
XeLunpyeT Koy

3aBepLUAET XELMPOBAHUE AAHHBIX NO YacTAM
VHULMAnU3npyeT NpoLecc NoAnucu
noanuckLIBaeT AaHHble LIeNMKoM

NpOAOIKAET NOANMUCH AAHHBIX NO YaCTAM
3aBepLUAET MOANUCH AAHHBIX MO YacTAM

WHUUManmn3npyeT npouecc NoAnNnUcKU ¢ BOCCTaHOBMNEHUEM

NOANUCHLIBAET AaHHbIE LIENKOM NOANUCHIO C BOCCTAHOBIIEHNEM
MHULMANU3NPyeT NPOLIECC NPOBEPKM NOAMUCH

npoBepsieT NOANUCH AAaHHBIX, NOANUCAHHBIX LETUKOM

NpOAOIKAET NPOBEPKY MOAMMUCYU AAHHBIX, NOAMMUCAHHBIX MO YacTaM
3aBepLUaeT NPoOBepKy MOAMMUCU AaHHbIX, MOAMMCAHHBIX MO YacTsIM

VHULManU3npyeT onepaLmio NPOBEpKI NOANUCH C BOCCTAHOBMNEHNEM

npoBepsieT MOAMUCH C BOCCTAHOBMNEHUEM MOAMUCAHHBIX LIEMMKOM
LaHHbIX

NPOAOIKAET OAHOBPEMEHHOE XELUMPOBAHUE U WNHPOBAHNE AAHHBIX
o 4acTam

npoposkaeT oAHOBPEMEHHOE pacluMdpoBaHe 1 XeLunpoBaHue
[laHHbIX MO YacTaM

NpOAOIKAET OAHOBPEMEHHYIO MOAMUCH W LUMPPOBAHNE AaHHbIX MO
yacTam

npoaoskaeT ofAHOBPEMEHHOE pacLuMdpoBaHMe 1 MPOBEPKY NOANUCH
[l@aHHbIX, NOAMMUCAHHBIX MO YacTsM

reHepUpyeT CEKPETHBIN Koy Ha PyTokeH

reHepvpyeT napy «OTKPbITbIA/3aKPbITbIA KITOY»

wmndpyeT Koy
pacwmndgpoBbIBaET KIoY
BblpabaTbiBaeT Koy 13 OCHOBHOTO KIloua

3afjaeT nHuuuanuavpyoulee 3HadeHne ang reHepatopa Cﬂy‘-{al;lelX
vucen

reHepupyeT CryyainHoe Y1cno
ycTapesLuasi (yHKUWs, BCEeraa Bo3spallaeT
CKR_FUNCTION_NOT_PARALLEL

ycTapesLuas (pyHKLWs, BCeraa BosspallaeT
CKR_FUNCTION_NOT_PARALLEL



* Ycrpowictea PyTokeH, ceptudmumpoBaHHble PCB, He nogaepxusatoT cosgaHue (MmnopT) kntoven dyHkumen C_Cr eat eCbj ect no anroputmam FOCT
28147-89, FOCT 34.10-2001 n FOCT 34.10-2012 B gonroBpeMeHHyto namsTb (¢ onarom CKA_TOKEN = TRUE).
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