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BBegeHune

DyHKLUMOHANBbHOCTb YCTPONCTB PyTOKEH OXBaTbIBAET LUMPOKUIA CNeKTp 3afgay obecnedeHns nHpopmaumoHHon 6e3onacHocTu. YcTponcTea PyTokeH mMoryT
BbITb MPUMEHEHBI AN CTPOrol AByX(aKTOPHOM ayTEHTUUKALIMK, 3aLUMUTLI ANIEKTPOHHON NEPENUCKM, YCTaHOBMNEHUS 3aLUULLEHHBIX COEAUHEHUIA,
6e3onacHoro NpoBeAeHNst MHAHCOBLIX TPaH3aKLMIA 1 KpUNTorpadpuyeckon 3alumTbl MHOPMaLIUK.

PytokeH S

PyTokeH S — 310 HOCMTENb KNoYeBON MHpopMaLmm 1 yCTPOMUCTBO ANs aBTOPMU3aLIMU B KOMMbIOTEPHBLIX CUCTEMAX U 3aLUMTbl MePCOHanbHbIX AaHHbIX C
peanu3auuvelt OTe4eCTBEHHOro CTaHaapTa LWwudpoBaHus "Ha 6opTy".

Yepes nHtepdeiic PKCS#11 gocTynHbl crnegytowme BO3MOXHOCTU PyTokeH S:

co3faHune, 3anucb, YTeHNe, U3MeHeHue, yaaneHe ABONYHbIX pannos,

reHepauust 1 UMNopT krtoven wudgposarusa FOCT 28147-89,

wmndpoBaHue faHHbIx no anroputmy FOCT 28147-89 B pexxumax NpoCTon 3aMeHbl, raMMUPOBaHUSi U raMMUPOBaHMS ¢ 0bpaTHOW CBA3bIO,
BblYMCrEeHe MUTOBCTaBkK no anroputmy FOCT 28147-89 gnuHoii 32 6uT,

reHepaums nocnefoBaTenbHOCTY CyYalHbIX Yncen AnuHon 256 eut.

OmG)HquHMﬂ Rutoken S

PyTokeH S ansa paboTbl TpebyeT ycTaHoBkM apaiieepos: Anst Windows, ans Linux, ans macOS.

PyTokeH S He nogaepxuBaeTcs 6ubnuoTtekon rtpkes11ecp.

Pytoken S B8 OC Windows nopaepxusaetcs yctapesiien 6ubnuotekon tPKCS11.dll n oueHb orpaHnyeHHo nogaepxusaeTcs 6ubnuoTekoi open
sc-pkes11 u3 cocrasa OpenSC.

PyTokeH Lite

PyTokeH Lite — aTo kntoueBon HocuTenb Ans 6e30nacHOro XpaHeHs KnoYen WndpoBaHWUSA U 3NEKTPOHHOM NOANUCK, Naponen u Apyrnx AaHHbIX BO
BCTPOEHHON 3aLLUMLLEHHON NaMSATU yCTPOWCTBA.

Yepes nHtepdeiic PKCS#11 gocTynHbl crnefyroLme BO3MOXHOCTU PyTokeH Lite:

® cosgaHue, 3anucb, YTeHWe, M3MEHeHUe, yaaneHne ABONYHbIX (halnnos.

PyTtokeH 3LIM 2.0

PyTtokeH SUIM 2.0 — aneKTpOoHHbI NAEHTUUKATOP C annapaTHOW peanusaumein 0Te4eCTBEHHBIX U 3apybeXXHbIX CTaHAAPTOB 3NIEKTPOHHOM NOANMCH,
LWMpoBaHUS U XELUMPOBAHUS.

Yepes nHtepdeiic PKCS#11 goctynHbl crnegytolme Bo3MoXHOCT PyTokeH SLIM 2.0:

® anroputmbl FOCT P 34.10-2012 1 TOCT P 34.10-2001: reHepauus Krno4eBbIX Nap C NPOBEPKOW KayecTBa, UMMNOPT KIoYeBbIX nap,
dopMupoBaHMe 1 NpoBepka AN1EKTPOHHON noanucuy,
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® anroputmbl FOCT P 34.11-2012 u FOCT P 34.11-94: BbluUCnEHNE 3HAYEHUS XELL-PYHKLMMN [aHHBIX, B TOM YACHE C BO3MOXHOCTbLIO
nocneaytoLiero opMMpoBaHUsSt ANEKTPOHHON NOANWUCY BHYTPWU YCTPOWCTBA,

® anroputmbl FOCT 28147-89: reHepauusi U UMMNOPT KIoYen WndpoBaHus, LWMdpoBaHMe AaHHbIX B peXrMax NpoCToi 3aMeHbl, raMMUPOBaHUS 1
raMMnpoBaHus ¢ 06paTHON CBA3bIO, BbIYMCNEHNE N NPOBEPKA KPUNTOrpacMieCKon KOHTPOMbHON CYMMbIl AaHHbLIX (MIMUTOBCTaBKM).

® BbIpaboTKa CECCUOHHBIX KIoYel (knoyen napHow ceasn): no cxemam VKO GOST R 34.10-2012 (RFC 7836), VKO GOST R 34.10-2001 (RFC
4357), pacwudposaHue no cxeme EC El-Gamal.

® anroputm RSA: nopaepxka kntoyein paamepom Ao 2048 61T, reHepaums KMYEBbIX Nap ¢ HacTpamBaeMol NPOBEPKO KavecTsa, MMNOPT
KrnoyeBbIX nap, opMvpoBaHue 3MeKTPOHHON NOANUCH.

® reHepauusa nocnegoBaTenbHOCTM CyYalHbIX Yncen Tpebyemon AnuHbl.

PytokeH 3L|I1 3.0

PyTtoken SUIM 3.0 — HOBBIV 3NEKTPOHHbLIN MAEHTUdMKATOP C annapaTHoW peanuaaumeit OTeYeCTBEHHbIX 1 3apyBeXHbIX CTaHAAPTOB 3MEKTPOHHOW
noanucu, WngpoBaHUs 1 XeLMpoBaHus.

Yepes nHtepdeiic PKCS#11 poctynHbl crnegytolme Bo3MoxHocT PyTokeH SLM 3.0:

® anroputmbl FOCT P 34.10-2012 n FOCT P 34.10-2001: reHepauus KnoYeBbIX Nap ¢ NPOBEPKON kKayecTBa, UMMOPT KIKYEBbLIX Nap,
dopmMMpoBaHUe 1 NpoBepKa 3NEKTPOHHOM NoANucK,

® anroputmbl FTOCT P 34.11-2012 n FOCT P 34.11-94: BbluncneHne 3HayeHusi xel-OyHKLUUK AaHHbIX, B TOM Y1CHE C BO3MOXHOCTbIO
nocneayoLero opMMpoBaHNS ANEKTPOHHOW NOANUCK BHYTPU YCTPOWCTBA,

® anroputMbl FOCT 28147-89 n TOCT P 34.12-2015: reHepauus n MNOPT Kntovewn WwudgpoBaHus, iMgpoBaHne AaHHbIX B peXMMax NpocTon
3aMeHbl, raMMVPOBaHWS 1 raMMUPOBaHWS ¢ 0BpaTHON CBSA3bIO, BbIYMCIEHWE U MPOBEPKA KPMMTOrpacuieckon KOHTPOIIbHOM CyMMbl JaHHbIX
(MmuTOBCTaBKM).

® BbIpaboTka CECCMOHHBIX Krtovew (kntoyer napHon cessn): no cxemam VKO GOST R 34.10-2012 (RFC 7836), VKO GOST R 34.10-2001 (RFC
4357), pacwndposaHue no cxeme EC El-Gamal.

® anroput™ RSA: nogaepxka kntoyen paamepom o 4096 6uT, reHepaums KrnodeBbIX Nap ¢ HAaCTpaMBaeMoun NPOBEPKON KayecTBa, UMMNopT
KntoYeBbIX Nap, GopMUpoBaHne SMEKTPOHHOW NOANUCK.

® anroputm ECDSA c kpuBbiMu secp256k1 1 secp256r1: reHepauys KnioveBbIX nNap ¢ HacTpamBaeMol NPOBEPKO Ka4ecTBa, MMMOPT KITH0YeBbIX
nap, hopMmnpoBaHve 3NeKTPOHHOM NOANUCU.

® reHepauusi nocneaoBaTenNbHOCTU CryYaiHbIX Ynucen Tpebyemoit AnvHbI.

Hauyano paboTbl

MopknioueHne GubnuoTeku

[nsi paboTbl ¢ ycTporcTBamu PyTokeH Yepes nporpammHbii MHTepdenc PKCS#11 npunoxeHve AOMKHO NpeaBapuTenbHO 3arpy3nTtb 6ubnumoTeky,
copepxallyto peanu3aumio yHKUMIN 1 MexaHnamoB ctaHgapta PKCS#11.

Pytoken SDK npepoctaensiet ase 6ubnuotekm tPKCS11 n tPKCS11ECP, nogpobHee 06 oco6eHHOCTSAX BbIGOpa M MCNONb30BaHNUS KOTOPbIX MOXHO
03HakoMuTbCs B pasgene Vicnonb3oBaHue bubnunotek rtPKCS11 n tPKCS11ECP. OcHoBHas pasHuua 3akrovaeTcs B TOM, YTO POCCUINCKME anropuTMbl
[0CTynHbl B 6ubnuoteke tPKCS11ECP, a 3apybexHble — B tPKCS11.

Kpome dpyHkumii ctaHgapTHoro nHtepderica PKCS#11 61ubnunotekn akcnopTMpyoT (hyHKLMKU pacLUMpeHnsi, KOTopble MOryT ObiTb YA06HbI Npu
Mcnonb3oBaHUM cneumgurieckon yHKLMOHaNbHOCTU YCTPOUCTB PyTOKEH.

Mocne 3arpy3ku GUBNNOTEKM HYXXHO NOMNYYNTL aapec IKCopTUpyemolt GrubnunoTtekoi dpyHkummn C_Get Funct i onlLi st () 1 BbI3BaTb ee Ans NonyyYeHust
cnucka yHkunin PKCS#11. Tenepb Bce rotoBo Ans paboTbl ¢ GMbnmoTekon.

[ns paboTbl ¢ hyHKUMAMY paclumpeHusi Heobxoammo nonyunTb agpec pyHkummn CK_C EX_Get Functi onLi st Ext ended() v BbI3BaTbh ee Ans
nony4eHus cnncka yHKUMin paclumpenns PKCS#11.

Mocne paboTbl ¢ BUOBNMOTEKON €€ HYXHO BbIrpy3nUTb U3 NamsTy.

3arpyska 6mbnuoTteku 1 cnmcka cpyHkumin PKCS#11

I*  PKCS#11 */
#ifdef _WN32

/* S, Lite RSA */
#defi ne PKCS11_LI BRARY_NAME "rtPKCS11.dl "
/* Lite, RSA */
#def i ne PKCS11ECP_LI BRARY_NAME "rt PKCS11ECP. dI | "
#endi f
#i fdef __unix__
/* Lite, RSA */
#defi ne PKCS11_LI BRARY_NAME "librtpkcsllecp. so"

#defi ne PKCS11ECP_LI BRARY_NANMVE "librtpkcsllecp. so"
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#endi f
#ifdef _ APPLE _

/* Lite, RSA */
#defi ne PKCS11_LI BRARY_NAME "librtpkcsllecp.dylib"
#defi ne PKCS11ECP_LI BRARY_NAME "librtpkcsllecp.dylib"
#endi f
HMODULE hMbdul e = NULL_PTR; /1 PKCS#11
CK_FUNCTI ON_LI ST_PTR pFuncti onLi st = NULL_PTR, /1 PKCS#11, CK_FUNCTI ON_LI ST
CK_C_Get Functi onLi st pf Get FunctionLi st = NULL_PTR; /1 C_Get Functi onLi st
CK_RV rv = CKR_X; Il
whil e (TRUE)
{
/* */

printf("Loading library %", PKCS11ECP_LI BRARY_NAME);
hMbdul e = LoadLi brary( PKCS11ECP_LI BRARY_NAME) ;
if (hModul e == NULL_PTR)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> O\ n");

/* */
printf("Getting GetFunctionList function");
pf Get FunctionLi st = (CK_C_Get Functi onLi st) Get ProcAddr ess( hivbdul e, "C_Cet Functi onList");
if (pfCGetFunctionList == NULL_PTR)
{
printf(" -> Failed\n");
break;

}
printf(" -> OK\n");

/* */

printf("Getting function list");

rv = pf Get Functi onLi st (&Functi onLi st);
if (rv = CKR.OK)

{
printf(" -> Failed\n");
break;
}
printf(" -> OK\n");
br eak;
}
/* */
if (hModul e)
{
printf("Unloading library");
if (FreeLibrary(hMdule) !'= TRUE)
printf(" -> Failed\n");
el se
printf(" -> O\ n");
hMbdul e = NULL_PTR;
}

MHnumanusaumsa v aemHumanusauus onbnuorexku
Mocne 3arpy3ku GBUBNMOTEKN ee HY>KHO MHULIManU3npoBaTk BbI30BOM dyHkummn C | niti al i ze() . Mapametp NULL npu BbI30Be AaHHON YHKLUM
03HayaeT, YTo PYHKUMK BubnunoTekn He ByayT BbI3bIBATHCS M3 HECKOSIBbKMX NOTOKOB, B MPOTUBHOM Cry4Yae B napameTpe JoMmkeH ObiTb NepefaH ykasartenb

Ha cTpykTypy Tvna CK_I NI TI ALI ZE_ARGS.

[insa 3aBepLueHns paboTbl C GUOBNMOTEKON ee HYXKHO AeMHULIMAanu3npoBaTh Bbi3oBOM dyHKUmmn C_Fi nal i ze() .

WHnumanusaumsa 6ubnuorekm
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/* */
printf("Initializing library");
rv = pFunctionList->C Initialize(NULL_PTR);
if (rv = CKR.OK)
printf(" -> Failed\n");

el se
printf(" -> OK\n");
/* */
if (pFunctionlList)
{
printf("Finalizing library");
rvTenp = pFuncti onLi st->C Finalize(NULL_PTR);
if (rvTenp !'= CKR.OK)
printf(" -> Failed\n");
el se
printf(" -> OK\n");
pFunctionList = NULL_PTR,
}

OnpegeneHne NOAKMIOYEHHbIX YCTPOCTB
ﬂOCTyI’l K KaXxgomMmy NoaKno4YeHHoOMy yCTpOI;ICTBy ocyLllecTBnAeTcAa ¢ NOMOLUbHO I/I,CleHTM(bMKaTOpa CroTa, K KOTOPOMY OHO NMOAKIHOYEHO. ,D,J'Iﬂ

nosny4eHns cnncka Bcex CroToB npeaHasHadeHa dyHkuma C_Cet Sl ot Li st () . 3HayeHne nepBoro napameTpa ykasbiBaeT, AOIDKEH N CNMCOK BKIOYaTh
CNOTbI TONBKO € NoAKMtoYeHHbIM TokeHamu (CK_TRUE) nnu Bce cnoTtbl (CK_FALSE).

I'IonyquMe CnncKa TOKeHOB

CK_SLOT_I D _PTR aSlots = NULL_PTR; 11
CK_ULONG ul Sl ot Count = 0; /1
whi | e( TRUE)
{

/* c */

printf(" Getting nunber of connected slots");
rv = pFunctionList->C Get Sl ot Li st (CK_TRUE, NULL_PTR, &ul Sl ot Count);
if (rv = CKR.XK)
{
printf(" -> Failed\n");
break;
}
printf(" -> O\n");

aSlots = (CK_SLOT_I D*) mal | oc(ul Sl ot Count * sizeof (CK_SLOT_ID));
if (aSlots == NULL)

{
printf("Menory allocation for aSlots failed! \n");
br eak;
}
menset (aSl ots, 0, (ul SlotCount * sizeof (CK_SLOT_ID)));
/* c */
printf(" Getting list of connected slots");
rv = pFunctionLi st->C Get Sl ot Li st (CK_TRUE, aSl ots, &ul Sl ot Count);
if (rv = CKR.K)
{

printf(" -> Failed 9%\ n", (int)rv);
br eak;

}
printf(" -> O\n");

printf(" Slots avail able: 0x%8.8X\n", (int)ulSlotCount);
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break;

}
if (aSlots)
{
free(aSlots);
aSlots = NULL_PTR;
}

[nsi nony4eHus akTyanbHON MHPOPMaLMM O COCTOSIHUM KOHKPETHOrO croTa Bbi3biBaeTcs dyHkumsa C_CGet Sl ot | nf o() , B koTopyto nepepaetcst
naeHtTndmkatop cnota. Ee BbI3oB 3anyckaeT o6HoBNeHWE MHopmMaumm 060 Bcex cnotax. Ecnv TokeH n3sneyb U3 pasbemMa 1 3aTeM CHOBA BCTaBUTL B

TOT Xe CaMblii pa3beM, TO OH MOXET NOAKMIOUNTLCS K No6oMy cBOBGOAHOMY CrOTY, a He 06513aTesIbHO K TOMY >Ke CamoMmy.

MoHUTOpUHT cOObITUIA B CrOTe

[N MOHUTOPUWHIa COBbITUI U3BNEYEHUS U MOAKIIOYEHNSI TOKEHOB [M1si BCEX COTOB McnonbayeTcs yHkums C Wi t For Sl ot Event (), 3anyweHHas B

OoTAEeNIbHOM MNOTOKe.

Mpu BbI3oBe C_Wai t For Sl ot Event () c cdonarom CKF_DONT_BLOCK dyHkums Bo3spaluaeTt kog CKR_NO_EVENT npu oTcyTcTBMM COObITUIA unu kog CKR

OK npv ero Hanuuum (BMecTe € AEHTUUKATOPOM COOTBETCTBYHOLLETO COOBLITUIO CrOTa).

Mpwu BbI3oBe C_Wai t For Sl ot Event () c cdonarom 0 BbinonHeHne dyHKUMM 6r1oKMpyeTcs A0 BO3HUKHOBEHNS COBbITUS 1 hyHKUMS BO3BpaLlaeT kog CKR_Ck

M HOMep COOTBETCTBYHOLLEro croTa.

MOHUTOPUHI CObbITHIA B CrioTax

/* - x
#def i ne MONI TORI NG_THREADS_NUMBER 1

/=, */
typedef struct _MONI TORI NG_THREADS_PARAMS
{
CK_FUNCTI ON_LI ST_PTR m pFuncti onLi st ;
CK_FLAGS m f ags;
DWORD m dwThr ead_Nunber ;
} MONI TORI NG_THREADS_PARAMS, * PMONI TORI NG_THREADS_PARAMS;

/* .
*/

void Monitoring_Slots(IN void* param) // MONI TORI NG_THREADS _PARANMS
{
CK_FUNCTI ON_LI ST_PTR pFunctionLi st = NULL_PTR; /1 PKCS#11, CK_FUNCTI ON_LI ST
CK_SLOT_I D sl ot| D = OxFFFFFFFF; I,
CK_SLOT_I NFO sl ot I nf o; 11 CK_SLOT_I NFO
CK_FLAGS ckFl ags = 0; /1 s C_ cWii t For Sl ot Event
DWORD dwThr eadNunber = 0; /1
CK_RV rv = CKR_CK; 11
/* MONI TORI NG_THREADS_PARANS */

PMONI TORI NG_THREADS_PARAMS pMbni t or i ng_Thr eads_Par am = ( PMONI TORI NG_THREADS_PARAMS) par am

pFuncti onLi st = pMonitoring_Threads_Param >m pFuncti onLi st ;
ckFl ags = pMonitoring_Threads_Param >m fl ags;
dwThr eadNurber = pMbni t ori ng_Thr eads_Par am >m dwThr ead_Nunber ;

whi | e ( TRUE)
{
| * , C_Wii t For Sl ot Event ckFl ags */
sl ot 1 D = OxFFFFFFFF;
rv = pFunctionLi st->C Wit For Sl ot Event (ckFlags, // O

&sl ot | D, 11
NULL_PTR);
if (rv == CKR_CRYPTOKI _NOT_I NI TI ALI ZED)
{
printf("Wrk with PKCS#11 has been finished.\n");
break;
}

if (rv == CKR_NO EVENT)
{

CKF_DONT_BLOCK
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printf(" -> Failed \n"
"No nore slot events...\n");

br eak;
}
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
menset (&l otlnfo, 0, sizeof (CK SLOT_INFO);
/* */
rv = pFunctionList->C GetSlotlnfo(slotlD,
&sl ot nfo);
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
/* */
printf("\n Mnitoring thread: 0x%8.8x \n", (int)dwThreadNunber);
printf(" Slot ID 0x%8.8x \n", (int)slotlD);

if (slotlnfo.flags & CKF_TOKEN_PRESENT)
printf(" Token has been attached!\n");

el se
printf(" Token has been detached!\n");

}

printf("Exiting fromthread: Ox%8.8x \n\n", (int)dwThreadNunber);
}
int main(int argc, char* argv[])
{

DWORD i = O; /1

whil e (TRUE)

{

printf("\nPl ease attach or detach Rutoken and press Enter...\n");
getchar();

i =1;
whi | e (TRUE)
{
printf("Events counter: Ox¥%8.8x \n", (int)i);
/* , */
printf("C WitForSlotEvent");
rv = pFuncti onLi st->C Wit For S| ot Event ( CKF_DONT_BLOCK, 11
&sl ot | D, I,
NULL_PTR) ; I, NULL_PTR
if (rv == CKR_NO_EVENT)
{
printf(" -> O\ n");
printf("No nore slots events.\n");
break;
}
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;
}
printf(" -> O\n");
}
if ((rv !'= CKR_.NO EVENT) && (rv !'= CKR_ X))
br eak;
/* -
*/

whi l e (TRUE)



MONI TORI NG_THREADS_PARAMS aThr eads_W t h_BI ocki ng[ MONI TORI NG_THREADS_NUVBER] ;
uintptr_t aThreads[ MONI TORI NG_THREADS_NUMBER] ;
for (i = 0;

i < MONI TORI NG_THREADS_NUMBER;

i ++)

printf("Starting nonitoring thread nunber O0x%8.8X \n", (int)i);
nenset (& Threads_Wth_Bl ocking[i],

0,

si zeof (MONI TORI NG_THREADS_PARAMS) ) ;
aThreads_Wth_Bl ocki ng[i].mpFunctionList = pFunctionList;
aThreads_Wth_Blocking[i].mflags = 0;
aThreads_Wt h_Bl ocki ng[i].m dwThread_Nunber = i;

aThreads[i] = CreateProc(&Threads[i], NULL_PTR, &\bnitoring_Slots,
&aThreads_Wth_Bl ocking[i]);
}
printf("\n\nPl ease attach or detach Rutoken or press Enter to exit.\n");
getchar();
break;
}
br eak;

OnpepenexHve TMNa yCTPOMCTB

Cranpgapt PKCS#11 npepnaraet onpegensiTe TMN yCTPOWCTBa No napameTpam, Bo3spaLuaembim dyHkuusamm C_Cet Sl ot | nf o() n C_Get Tokenl nf o() .
PyHkums C_Get Sl ot I nf o() BosBpawaeT cTpykTypy Tuna CK_SLOT_I NFO, cogepxaluyto B none sl ot Descri pti on umsa cuutbiBaTens u B nosne na
nuf act ur er | D npousBoanTens yctponctaa (Akt i v Co. ). PyHkumss C_Get Tokenl nf o() BosspaiaeT cTpykTypy Tuna CK_TOKEN | NFO,
cogepxatuyto B none nodel HaumeHoBaHwWe modenu yCcTporcTea. iMs cunTbiBaTeENs MM HaMMeHOBaHWe YCTPOCTBa 0ObIYHO NO3BONSAET OAHO3HAYHO
MAEeHTUMMLMPOBATL TUN NOAKMIOYEHHOrO YCTPOWCTBa. B Tabnuue npveeaeHsbl 3Ha4YeHNs Ans Kaxaoro U3 yCTpoucTs PyTokeH.

Mogenb PyTokeH 3HaueHue sl ot Descri ption cTpyktypbl CK_SLOT_|I NFO 3HauveHue nodel cTpykrypel CK_TOKEN | NFO

PyTtokeH S Aktiv Co. ruToken 0 Rutoken S 64K, roe 64K - paamep namatu
PyTokeH Lite Aktiv Rutoken lite O Rutoken lite
PyTtoken OUMN Aktiv Rutoken ECP 0 Rutoken ECP

Bonee yno6bHeim cnocobom nonyunts MHpopmaLmio 0 NOAKMYEHHOM K CIOTY TOKEHE MOXHO C NOMOLLbIO PyHKUMK pacumpenns C_EX_Get Tokenl nf oEx
t ended( ) , koTOpasi BO3BpaLLaeT pacluMpeHHble AaHHble B BUAe CTPyKTypbl Tuna CK_TOKEN_| NFO_EXTENDED. Mons ul TokenC ass n ul TokenType ¢
ofepxaTt uHopMaLmio O Kracce 1 Tune yCTPoWCTBa COOTBETCTBEHHO U MOTYT GbITb MCMOSb30BaHb! AN UX ONpPeaeneHus.

Onpeaenexue knacca TokeHa

CK_C _EX Get Functi onLi st Ext ended pf Get Functi onLi st Ex = NULL_PTR; 11 C_EX_Get Functi onLi st Ext ended
CK_FUNCTI ON_LI ST_EXTENDED_PTR pFunctionLi st Ex = NULL_PTR; /1 PKCS#11,

CK_FUNCTI ON_LI ST_EXTENDED

CK_TOKEN_| NFO_EXTENDED t okenl nf oEx; 11 CK_TOKEN_| NFO_EXTENDED
whi | e( TRUE)

{

printf("Determ ning token type");

/* */
pf Get Functi onLi st Ex = (CK_C_EX_Get Functi onLi st Ext ended) Get Pr ocAddr ess( hModul e,

" C_EX_Cet Functi onLi st Ext ended");
if (pfGetFunctionListEx == NULL_PTR)

{
printf(" -> Failed\n");


http://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1-C_EX_GetTokenInfoExtended()
http://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1-C_EX_GetTokenInfoExtended()

break;

}

/* */
rv = pf Get Functi onLi st Ex( &Functi onLi st Ex) ;
if (rv = CKR.OK)

{
printf(" -> Failed\n");
break;

}

menset ( & okenl nf oEx,

0,
si zeof (CK_TOKEN_| NFO_EXTENDED) ) ;
t okenl nf oEx. ul Si zeof Thi sStructure = si zeof (CK_TOKEN_I NFO_EXTENDED) ;
/* */
rv = pFunctionLi st Ex- >C_EX_Get Tokenl nf oExt ended( aSl ot s[ 0], Il

&t okenl nf 0Ex) ;

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
br eak;
}
/* */
swi tch (tokenl nfoEx. ul TokenC ass)
{
case TOKEN_CLASS_S:
printf(": Rutoken / Rutoken S\n");
case TOKEN_CLASS ECP:
printf(": Rutoken ECP\n");
case TOKEN _CLASS LI TE:
printf(": Rutoken Lite\n");
defaul t:
printf(": undefined\n");
}
br eak;

OTKpbITME U 3aKpbITUE Ceccum

BonblunHcTBO dhyHKUMiA PKCS#11 TpebyeT Hanmume oTKpbITOM CECCUM MEXIY TOKEHOM U MPUINOXEHNEM.

[nsa oTkpbITUA ceccum ucnonbayeTtcs dpyHkumsa C_OpenSessi on( ) , Ans 3akpbiTus ceccum — C_Cl oseSessi on( ) , ANS 3aKpbITUS BCEX OTKPbITBIX

ceccunn — C_Cl oseAl | Sessi ons().

11

Ceccus MoxeT ObITb OTKpbITa TOSBbKO AMNst YTEHUS OGBEKTOB Ha TOKeHe Unn Ans YTeHus u 3anucun (dbnar CKF_RW SESSI ON). Mocne oTkpbITUsSi ceccum

npunoXxexHue nonyyaeT 4OCTyn K I'Iy6]'IVNHbIM o6bekTam Ha TokeHe. Onsa A0CTyna K NnpuBaTHbLIM 06beKToM nosnb3oBaTenb OOJMKeH nonyyuTb AoCTyn

Monb3oBaTtens unu AgmuHuctpartopa yHkumn C_Logi n() .

I'IpM 3aKpbITUN CeCcCuUn BCE CECCUOHHbIE 06bEeKTbI YHUHTOXaKTCA, AaXe eClnn NpUnoXxeHne ncnonb3yeT atu 06bEeKTbI B APYyrnux ceccusax.

MOHUTOPUHT COBbLITHIA B CrioTax

CK_SESSI ON_HANDLE hSession = NULL_PTR 11

/* RW */
printf("Qpening Session");
rv = pFuncti onLi st->C _OpenSessi on(aSl ots[ 0],

CKF_SERI AL_SESSI ON |
OKF_RW SESSI ON, /1

NULL_PTR,

NULL_PTR,

&hSessi on); /1
if (rv 1= CKR_OK)

11



printf(" -> Failed\n");
el se
printf(" -> O\n");

/* */
printf("C_C oseAll Session");
rv = pFunctionLi st->C _Cl oseAl | Sessions(aSlots[0]);
if (rvTenp != CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\n");
hSession = NULL_PTR;

MonyyeHue u c6poc npaB gocryna

B PKCS#11 poctynHbl ABe rmobanbHble ponu: CKU_USER — nonb3oBaTens PytokeH, CKU_SO— agmuHucTpaTtop PyTokeH. MoMUMo HUX, yCTporcTBa
PyTokeH JLIM nmetoT nokanbHble ponu, NPo KOTOpble MOXHO 03HAKOMUTLCS B pasferne YcTaHoBka 1 cMeHa nokansHoro PIN-koaa.

ﬂJ‘Iﬂ ayTeHTI/ICbI/IKaLWIVI npensaputenibHoO HeO6X0,E|I/IMO OTKPbITb CECCUID.

MOHUTOPUHT COBLITHIA B CrioTax

/* DEMO PI N- */

CK_UTF8CHAR USER_PI N[ ] ={11, "2, '3, '4,'5,'6,"'7, "8},

/* */

printf("Logging in");

rv = pFunctionLi st->C_Logi n( hSessi on, 11
CKU_USER, 11
USER_PI N, /'l PIN
si zeof (USER_PIN)); /Il PIN

if (rv 1= CKR_OK)

printf(" -> Failed\n");
el se

printf(" -> O\n");

/* */

printf("Logging out");

rv = pFunctionLi st->C_Logout (hSessi on);

if ((rv ==CKR.OK) || (rv == CKR_USER _NOT_LOGGED | N))
printf(" -> O\ n");

el se
printf(" -> Failed\n");

YHpaBneHme 00bekTaMn Ha TOKEHe

O6wwue aTpubyTbl 06BLEKTOB

Cranpgapt PKCS#11 pasnuuyaeT Heckonbko knaccoB o6bekToB. O6beKThbl cogepxaTt Habop aTpnbyToB, KaXabIi U3 KOTOPbIX UMEET TONbKO OAHO
ornpeaeneHHoe 3HayeHue.

ATpunbyt CKA_TOKEN onpegensieT, 6yaeT nv co3gaHHblil 0GbEKT XPaHUTLCS TONbKO B paMkax Tekyluen ceccum (3Havenme CK_FALSE), unu 6yget
coxpaHeH B namsTu PyTokeH (3HavyeHne CK_TRUE). CeCcCMOHHbIN 06beKT ByaeT yHUUTOXEH aBTOMaTUYeCKN NPy 3aKpbITUN CECCUN, @ COXPaHEHHbIN Ha
TOKEHe OOCTYNEH BNNoThb A0 PU3NYECcKoro yaaneHus obbekTa.

ATpunbyTt CKA_ PRI VATE onpegensieT goctynHocTe obbekTa. MNonb3oBaTenb He UMEET AOCTyna K npuBaTHOMY 06bekTy (3HadeHne CK_TRUE) go Tex nop,
noka He BbINOMHUT ayTeHTUMDUKaLMIO Ha ToKeHe. MyBnunyHbIN e 06bekT AocTyneH 6e3 ayTeHTudmKauum (3HaveHne CK_FALSE).



ATpnbyt CKA_MODI FI ABLE oTBe4YaeT 3a BO3MOXHOCTb M3MeHeHUsi aTpnbyToB o6bekTa nocne ero cosgaHus. o ymonyanuo atpubyTt npuHumaeT
3HaveHne CK_TRUE, npy KOTOPOM peaakTupoBaHue atpubyToB o6bekTa CTaHOBUTCSH BO3MOXHbIM. 3HaveHne CK_FAL SE o3HavaeT, uto
CO34aHHbIN 06beKT ByaeT AOCTYNEH «TOMbKO AN YTeHUA» U 3HaYeHust aTpubyToB obbekTa nocne ero co3aaHns He MoryT ObiTb M3MEHEHBbI.

CreHepupoBaHHble ycTpoiicTBaMu PyTOKEH 3aKpbiTble U CEKPeTHbIE KItoYeBble 06beKThI B Liensix 6e30nacHOCTY ABNAETCA HemaBriekaeMbiMu, JTO
03HayaeT, YTO 3HayeHue kntova (3HaveHne atpubyta CKA_VALUE) HeBO3MOXHO nonyymntb Yepes dyHkumio C_Get At tri but eVal ue() . Bece
KpunTorpaduyeckue onepaLmm ¢ TakUMu Krodamu NpousBoaATCS BHYTPU yCTponcTBa 6e3 nepeaayun 3HaueHnst Kroda Hapysy.

Co3pnaHue obbekTa Ha TokeHe

[lns cosapaHns 06bEeKTOB Ha TokeHe NpefHasHaveHa dyHkums C_Cr eat eoj ect () . B Hee nepepaeTcs npeABapUTeNbHO CO3AaHHbIN WAabNoH ¢
aTpmbyTamm cozgaBaeMoro obbekTa, pa3mep wabnoHa u XaHAN OTKPbITOM ceccum ¢ npaBamu Monb3oBaTtensi. PyHKUMS BO3BpaLLaeT X3HAM CO34aHHOro C
yKasaHHbIMV aTpubyTamm obbekTa.

YctponcTea PyTokeH, ceptTudmumpoBaHHble PCB, He noaaepxuBatoT cozaaHve (MmnopT) knoden dyHkumen C_Cr eat eObj ect no anroputmam FOCT
2 -89, FOCT P 34.10-2001 u FOCT P 34.10-2012 B gonroBpeMeHHyto namsaThb (¢ onarom CKA_TOKEN = TRUE).

Co3spanve obbekta Tna CKO_DATA Ha TokeHe

CK_OBJECT_CLASS ocData = CKO_DATA;

CK_UTF8CHAR | abel [] = "Data object sanple";
CK_UTF8CHAR application[] = "Rutoken Control Panel";
CK_BYTE data[] = "Sanple data";

CK_BBOOL true = CK_TRUE;

CK_ATTRI BUTE attrDataTnpl[] = {

{CKA_CLASS, &ocData, sizeof(ocData)},
{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_VALUE, data, sizeof(data)},
{ CKA_APPLI CATI ON, application, sizeof(application)-1},
{CKA_TOKEN, &true, sizeof(true )}
b

OK_OBJECT HANDLE hData; // CKO DATA

printf("Create object");
rv = pFunctionLi st->C_Creat eCbj ect ( hSession, /1
attrDataTnpl,
/1
arraysi ze(attrDataTnpl),//
&hDat a) ;
/1
if (rv 1= CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\n");

MMnopT 06beKToB Ha TOKeH

[nsa umnopTa o6bEKTOB Takke ncnonbayetca yHkuma C_Cr eat eObj ect () . B Hee nepenaeTca npeaBapuTenbHO CO3AaHHbIN LWabnoH ¢ atpubyTamu
MMNopTMpyemoro obbekTa (B TOM yucne u 3HaveHnem CKA_VALUE), pa3mep wabnoHa u xaHan oTKpbITon ceccum ¢ npaBamu Monb3oBaTtens. OyHKums
BO3BPALLAET X3HAN CO34aHHOrO C yka3aHHbIMU aTpubyTamu obbekTa.

YcTpoinctea PyTokeH, cepTudmumpoBaHHble PCB, He nogaepxusatoT co3gaHme (MMnopT) kntoven dyHkumen C_Cr eat eCbj ect no anroputmam FOCT
2 -89, FTOCT P 34.10-2001 n FTOCT P 34.10-2012 B gonroBpemMeHHyto namsTb (¢ donarom CKA_TOKEN = TRUE).

MMnopT ceptudukara

I * */

CK_BYTE chCertificate[] = { O0x30, 0x82, 0x03, 0x36, 0x30, 0x82, 0x02, Oxe5,
0Oxa0, 0x03, 0x02, 0x01, 0x02, 0x02, O0xO0a, 0x24,
Oxab, 0x24, 0x63, 0x00, 0x02, 0x00, 0x01, Oxa7,
0x15, 0x30, 0x08, 0x06, 0x06, Ox2a, 0x85, 0x03,



0x02, 0x02, 0x03, 0x30, 0x65, 0x31, 0x20, 0x30
Oxle, 0x06, 0x09, O0Ox2a, 0x86, 0x48, 0x86, Oxf7
0x0d, 0x01, 0x09, 0x01, 0x16, 0x11l, 0x69, Ox6e
0x66, Ox6f, 0x40, 0x63, 0x72, 0x79, O0x70, 0x74
Ox6f, 0x70, 0x72, Ox6f, Ox2e, 0x72, 0x75, O0x31
0x0b, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, O0x11
0x06, 0x03, 0x55, 0x04, OxOa, 0x13, OxOa, 0x43
0x52, 0x59, 0x50, 0x54, O0x4f, 0x2d, 0x50, 0x52
Ox4f, 0x31, Ox1f, 0x30, Ox1ld, 0x06, 0x03, 0x55
0x04, 0x03, 0x13, 0x16, 0x54, 0x65, 0x73, 0x74
0x20, 0x43, 0x65, Ox6e, 0x74, 0x65, 0x72, 0x20
0x43, 0x52, 0x59, 0x50, 0x54, O0x4f, 0x2d, 0x50
0x52, Ox4f, 0x30, Oxle, 0x17, 0x0d, O0x31, 0x31
0x31, 0x31, 0x32, 0x32, 0x31, 0x30, 0x31, 0x33
0x34, 0x32, Ox5a, 0x17, 0x0d, 0x31, 0x34, 0x31
0x30, 0x30, 0x34, 0x30, 0x37, 0x30, 0x39, 0x34
0x31, Oxb5a, 0x30, 0x65, 0x31, 0x10, 0x30, O0x0e
0x06, 0x03, 0x55, 0x04, 0x03, 0x13, 0x07, 0x49
0x76, 0x61, Ox6e, Ox6f, 0x66, 0x66, 0x31, OxOb
0x30, 0x09, 0x06, 0x03, O0x55, 0x04, 0x06, 0x13
0x02, 0x52, 0x55, 0x31, O0x14, 0x30, 0x12, 0x06
0x03, 0x55, 0x04, 0x05, 0x13, 0x0b, 0x31, 0x32
0x33, 0x31, 0x32, 0x33, 0x31, 0x32, 0x33, 0x31
0x32, 0x31, O0x1d, 0x30, Ox1lb, 0x06, 0x09, Ox2a
0x86, 0x48, 0x86, Oxf7, 0x0d, 0x01, 0x09, 0x01
0x16, Ox0Oe, 0x69, 0x76, 0x61, Ox6e, O0x6f, 0x76
0x40, 0x6d, 0x61, 0x69, 0x6c, O0x2e, 0x72, O0x75
0x31, O0xOf, 0x30, 0x0d, O0x06, 0x03, O0x55, 0x04
0x08, 0x13, 0x06, 0x4d, Ox6f, 0x73, 0x63, O0x6f
0x77, 0x30, 0x63, 0x30, Oxlc, 0x06, 0x06, Ox2a
0x85, 0x03, 0x02, 0x02, 0x13, 0x30, 0x12, 0x06
0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle
0x01, 0x03, 0x43, 0x00, 0x04, 0x40, Oxfb, 0x3c
Oxdc, 0x59, 0xc3, 0x9c, Ox4a, 0x43, 0x89, 0x87
Oxc7, 0xd7, Oxfe, 0x50, 0x19, O0xb3, 0x0c, O0x8b
0x76, 0x97, O0xa9, Oxdf, Oxb7, Oxca, 0x2c, Ox6c
0x3b, 0xa9, 0x13, O0xf4, 0xe0, 0x69, 0x02, 0x59
0x92, 0x47, 0x21, Oxla, Oxef, 0x90, 0x61, O0x91
0x40, 0x30, O0xdd, Ox7c, Oxb0O, Ox4f, 0x64, Ox5f
0x24, 0x9a, Oxf1l, O0xd6, 0xOf, Oxa9, O0xf0O, 0x86
0xd9, O0x35, 0x2b, O0x3e, O0xf2, Oxf3, Oxa3, 0x82
0x01, 0x73, 0x30, 0x82, 0x01, Ox6f, 0x30, 0xO0b
0x06, 0x03, 0x55, 0x1d, OxOf, 0x04, 0x04, 0x03
0x02, 0x04, 0xfO0, 0x30, 0x26, 0x06, 0x03, 0x55
Ox1d, 0x25, 0x04, Ox1f, 0x30, 0x1d, O0x06, 0x07
Ox2a, 0x85, 0x03, 0x02, 0x02, 0x22, 0x06, 0x06
0x08, 0x2b, 0x06, 0x01, 0x05, 0x05, 0x07, 0x03
0x02, 0x06, 0x08, 0x2b, 0x06, 0x01, 0x05, 0x05
0x07, 0x03, 0x04, 0x30, Ox1ld, 0x06, 0x03, 0x55
Ox1d, OxOe, 0x04, 0x16, 0x04, 0x14, 0x8a, 0x24
0x35, 0x74, Ox6b, Oxf7, 0x91, 0x17, 0x92, 0xb2
Oxcf, Ox8f, 0x63, 0x87, Oxb7, 0x69, 0x06, Oxel
0x71, Oxf2, 0x30, Ox1f, 0Ox06, 0x03, 0x55, 0x1d
0x23, 0x04, 0x18, 0x30, 0x16, 0x80, 0x14, Ox6d
0x8f, 0Ox5e, 0x05, 0xd9, O0x5f, Oxac, 0x91, 0x17
0x94, Oxle, 0x95, 0x9a, 0x05, 0x30, 0x38, 0x37
Ox7a, 0x10, Ox2a, 0x30, O0x55, 0x06, 0x03, 0x55
Ox1d, Ox1f, 0x04, Ox4e, 0x30, Ox4c, 0x30, Ox4a
Oxa0, 0x48, 0xa0, 0x46, 0x86, 0x44, 0x68, 0x74
0x74, 0x70, Ox3a, O0x2f, 0Ox2f, Ox77, 0x77, Ox77
0Ox2e, 0x63, 0x72, 0x79, 0x70, O0x74, Ox6f, 0x70
0x72, Ox6f, Ox2e, 0x72, 0x75, Ox2f, 0x43, 0x65
0x72, 0x74, 0x45, 0Ox6e, 0x72, Ox6f, 0x6c, O0x6¢C
0x2f, 0x54, 0x65, 0x73, 0x74, 0x25, 0x32, 0x30
0x43, 0x65, Ox6e, 0x74, 0x65, 0x72, 0x25, 0x32
0x30, 0x43, 0x52, 0x59, 0x50, 0x54, O0x4f, 0x2d
0x50, 0x52, O0x4f, 0x28, 0x32, 0x29, 0x2e, 0x63
0x72, Ox6c, 0x30, 0x81, Oxa0, 0x06, 0x08, 0x2b
0x06, 0x01, 0x05, 0x05, 0x07, 0x01, 0x01, 0x04



0x81, 0x93, 0x30, 0x81, 0x90, 0x30, 0x33, 0x06,
0x08, 0x2b, 0x06, 0x01, 0x05, 0x05, 0x07, 0x30,
0x01, 0x86, 0x27, 0x68, 0x74, 0x74, 0x70, O0x3a,
ox2f, Ox2f, 0x77, O0x77, 0x77, Ox2e, 0x63, 0x72,
0x79, 0x70, 0x74, Ox6f, 0x70, 0x72, O0x6f, Ox2e,
0x72, 0x75, Ox2f, Ox6f, 0x63, 0x73, 0x70, Ox6e,
0x63, 0x2f, O0x6f, 0x63, 0x73, 0x70, Ox2e, O0x73,
0x72, 0x66, 0x30, 0x59, 0x06, 0x08, 0Ox2b, 0x06,
0x01, 0x05, 0x05, 0x07, 0x30, 0x02, 0x86, 0x4d,
0x68, 0x74, 0x74, 0x70, Ox3a, Ox2f, O0x2f, O0x77,
0Ox77, 0x77, Ox2e, 0x63, 0x72, 0x79, 0x70, O0x74,
Ox6f, 0x70, 0x72, Ox6f, 0x2e, 0x72, 0x75, Ox2f,
0x43, 0x65, 0x72, 0x74, 0x45, Ox6e, 0x72, Ox6f,
Ox6c¢c, Ox6c, O0Ox2f, 0x70, O0x6b, 0x69, 0x2d, 0x73,
0x69, 0x74, 0x65, O0x5f, 0x54, 0x65, 0x73, 0x74,
0x25, 0x32, 0x30, 0x43, 0x65, 0x6e, O0x74, 0x65,
0x72, 0x25, 0x32, 0x30, 0x43, 0x52, 0x59, 0x50,
0x54, O0x4f, 0x2d, 0x50, 0x52, Ox4f, 0x28, 0x32,
0x29, O0x2e, 0x63, 0x72, 0x74, 0x30, 0x08, 0xO06,
0x06, O0x2a, 0x85, 0x03, 0x02, 0x02, 0x03, 0x03,
0x41, 0x00, O0x2b, 0xd2, Oxfe, 0x64, 0x54, Ox3a,
Oxel, Oxf6, 0x89, 0x75, Oxfe, Oxbb, Oxa6, 0x29,
Oxed, 0xO0b, 0x92, 0xcO, Oxa4, 0x84, 0x15, 0x59,
0x23, 0x12, 0x08, Oxbb, 0xd3, Oxab, 0x8e, O0x2e,
0x75, 0xb9, Oxbf, O0x9e, 0xdl, 0x9d, Oxle, Oxf9,
Ox6a, 0x24, Oxed, 0xb8, 0x58, 0x15, O0x1f, 0xO03,
Ox11, Oxfa, Oxd3, 0x85, Oxf1l, 0x34, 0x96, Oxac,
0x20, 0x8e, 0Oxdd, Oxad, Ox4e, Oxae, 0x55, O0x3e,
0x8d, O0xd1, Oxff,
b

/* *)
CK_ATTRI BUTE Cert Tnpl [] =

{
{ CKA_CLASS, &ocCert, sizeof(ocCert)}, I/
{ CKA_ID, &KeyPairl|DGOST1, sizeof (KeyPairlDGOST1) - 1}, /1
{ CKA_TOKEN, &bTrue, sizeof(bTrue)}, /1
{ CKA_PRI VATE, &bFal se, sizeof (bFalse)}, Il
{ CKA_VALUE, &cbCertificate, sizeof(cbCertificate)} 11
I
CK_OBJECT_HANDLE hCert; /1

printf("lInmport certificate");
rv = pFunctionLi st->C _CreateObj ect ( hSession, /1
Cert Tnpl , /1

arraysi ze(CertTnpl),//
&hCert); /1
if (rv 1= CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\ n");

Mounck 06 bEKTOB Ha TOKEeHe

[ns noucka o6bEKTOB Ha TOKeHe npeaHa3HadeHbl Tpu dyHkumm C_Fi ndObj ectsinit (), C_Fi ndOoj ects() u C_Fi ndObj ect sFi nal (). CHavana
onepauus noncka nHnumanuavpyetcst dyHkumen C_Fi ndCbj ect sl ni t (), B koTopyto nepefaeTcst ykasatenb wabnoH aTpubyToB Ansi novcka obbekTa n
ero pasmep, 3atem dyHkuma C_Fi ndObj ect s() BbINOMHSAET NONCK OOGBEKTOB COrMacHo 3agaHHbIM aTpubyTam 1 BO3BpaLLaeT XaHA bl BCEX HaNOEHHbIX
obbekToB B MaccvBe. C_Fi ndObj ect sFi nal () 3aBepluaeT npoueaypy nomcka.

Monck 06eKTOB HA TOkeHe

| * 28147-89 */
CK_ATTRI BUTE attrG0ST28147SecKey[] =
{
{ CKA_ ID, &SecKeylD, sizeof(SecKeylD) - 1} /1 -

3



CK_OBJECT HANDLE_PTR phCbj ect = NULL_PTR /1 .

CK_ULONG ul bj ect Count = 0; 11
CK_RV rvTenp = CKR_K; 11
whi | e (TRUE)
{
whi | e( TRUE)
{
/* */

printf("C_FindOojectslnit");
rv = pFuncti onLi st->C_Fi ndCbj ectslnit
(hSessi on, I
attr GOST28147SecKey,

arraysi ze(attrGOST28147SecKey) ) ;
if (rv = CKR.K)

{
printf(" -> Failed\n");
br eak;

}

printf(" -> O\n");

/* , */

printf("C_FindCbjects");

I, 100

phQbj ect = (CK_OBJECT_HANDLE*) mal | oc(100 * si zeof (CK_OBJECT_HANDLE));
if (phCbject == NULL)

{
printf("Menory allocation for aSlots failed! \n");
break;
}
menset (phObj ect,
0,
(100 * sizeof (CK_OBJECT_HANDLE)));
rv = pFunctionLi st->C_Fi ndObj ect s( hSessi on, I
phoj ect, 11
100,
pul Obj ect Count ) ; /1
if (rv 1= CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\n");
br eak;
}
/* */
printf("C_FindObj ectsFinal");
rvTenp = pFuncti onLi st->C_Fi ndQbj ect sFi nal (hSessi on); /1

if (rvTemp != CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\ n");
if (rv == CKR_OK)
printf("Search has been conpleted.\n"
"Cbjects found: % \n",
(int)ul Coj ectCount);

el se
{
printf("Search failed!'\n");
if (phQbject)
{
free(phQbject);
phObj ect = NULL_PTR;
ul Obj ect Count = 0;
}
}
br eak;



UTeHne u namMeHeHmne o6BEeKToB

[nsi yteHus aTpubyToB co3gaHHOro obbekTa ncnonbayetcs pyHkumsa C_Get At t ri but eVal ue() . Ecnm o6bekTbl unu ero atpubyTbl He ABRSOTCS
3aLUMLLIEHHBIMK OT 3anucu (Hanpumep, 3HaveHve atpubyta CKA_MODI FI ABLE paBHo CK_TRUE), To 3Ha4eHuss aTpubyToB MOryT BbiTb M3MEHEHBI
dyHkumen C_Set At tri but eVal ue().

CI’GEEPMPOBaHHbIe ycTporcTBaMu PyTOKEH 3aKpbITblE U CEKPETHbIE KIOUYEBbIE OGHEKTHI B LiENsix 6€e30MacHOCTU SIBMSETCS HEM3BekaeMbIMU. 3To

o3kavlaeT, 4To 3HaveHue knova (3HaveHne atpubyta CKA VALUE) HeBO3MOXHO nony4uTb Yyepes dyHkumio C Get At tri but eVal ue() . Bce
KpunTorpaduyeckune onepaumm ¢ TakKumu Kniodamu Nnpon3BoasTCsl BHYTPU yCTpocTBa 6e3 N3BNeYeHUs Knoda v nepeaaydn ero 3Ha4eHust Hapyxy.

YreHue n nameHeHne atpubyToB obbekTa

CK_BYTE new data[] = "Sanpl e Rutoken data";

CK_ATTRI BUTE attrDat aReadTnpl [] {CKA_VALUE, NULL_PTR, NULL};
CK_ATTRI BUTE attrDataEditTnpl[] = {CKA_VALUE, new_ data, sizeof(new data)};

whil e(true)
{
/* */
printf("Setting object value");
rv = pFunctionList->C Set Attri but eVal ue( hSessi on, /1
hDat a, 11
&at t r Dat aEdi t Tnpl , /1
1); /1
if (rv = CKR.OK)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> O\ n");
/* CKA_VALUE*/
printf("Getting object value size");
rv = pFunctionList->C GetAttributeVal ue(hSession, /1
hDat a, /1
&at t r Dat aReadTnpl , 1/
1); /1
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}

printf(" -> OK\n");

/* */
at tr Dat aReadTnpl . pVal ue = (CK_BYTE*) mal | oc(attrDat aReadTnpl . ul Val ueLen);
if (attrDataReadTnpl.pVal ue == NULL)

{
printf("Menory allocation for attrDataReadTnpl failed! \n");
br eak;
}
menset (attrDat aReadTnpl . pVal ue,
0,
(attrDat aReadTnpl . ul Val ueLen * sizeof (CK_BYTE)));
/* */
printf("Getting object value");
rv = pFunctionList->C GetAttributeVal ue(hSession, /1
hDat a, /1
&at t r Dat aReadTnpl , /1
1); I

if (rv 1= CKR_OK)
{



printf(" -> Failed\n");

br eak;
}
printf(" -> O\ n");
/* */
printf("Data is:\n");
for (i = 0;
i < attrDataReadTnpl . ul Val ueLen;
i ++)
printf("%", attrDataReadTnpl.pValue[i]);
break;
}
if (attrDataReadTnpl . pVal ue)
{
free(attrDataReadTnpl . pVal ue);
at tr Dat aReadTnpl . pVal ue = NULL_PTR;
at t r Dat aReadTnpl . ul Val ueLen= 0;
}

YnaneHne o6beKToB Ha TOKeHe
[na ynaneHusi o6bekTa Ha TOKEHe HEOBXOAMMO 3HaTb €ro XaHAS, KOTOPbIN cneayeT nepeaats B dyHkuuio C_Dest r oyQbj ect () (npeasapuTenbHO

[omkHa BbITb OTKpbITa ceccus ¢ npasamu MNonb3oBatens). Ecnu xaHan obbekTa HensBecTeH, To Mo Nobomy 13BecTHOMy aTpubyTy 06bekTa MOXHO
nonyynTb ero xaHan Yepes rpynny dpyHkumn C_Fi ndCbj ect sl nit (), C_Fi ndObj ects() C_FindObjectsFinal ().

YnaneHue o6LEKTOB Ha TOKeHe

/* */
for (i =0
i < ul vj ect Count;
i ++)
{
printf(" C DestroyCbject %", (int)(i + 1));
rv = pFunctionLi st->C _DestroyQbj ect (hSessi on, /1
phQoj ect[i]); /1
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;
}

printf(" -> O\n");
}
if (ul jectCount !'= 0)
printf("Destruction objects has been conpl eted successfully.\n");
free(phoject);
phQbj ect = NULL_PTR;
ul Obj ect Count = O;

FeHepaumsa Kno4eBow napbi

ATpunGyThI KIOYEBbLIX 06BHEKTOB

Bce nopaepxvBaemble ycTporicTBamun PyTokeH aTpubyTbl 06beKTOB NpeacTaBreHbl B pasgene O6bektsl PKCS #11.

MNMoanepxxveBaemble TUMbI KIloYen
YctponcTea PyTokeH nogaepuBatoT criegytoLme Tunbl Knoyen acuMmmeTpryHon kpuntorpadum (CK_KEY_TYPE) :

® CKK_GOSTR3410 ans kntovert TOCT P 34.10-2001 n TOCT P 34.10-2012 (256 6uT),
® CKK_GOSTR3410_512 pans kntoven FTOCT P 34.10-2012 (512 6uT),
® CKK_RSA pans kntoyen RSA,


http://dev.rutoken.ru/pages/viewpage.action?pageId=3178511

® CKK_EC gns kntoyeint ECDSA.

Mpumepk! wabnoHos knovent FOCT P 34.10-2012

Hwxe npeacTtaBneHbl npumepbl LWabnoHOB 3aKpbIToro 1 oTkpbiToro kitova MOCT P 34.10-2012 ¢ nosicHEHWAIMU.

LLla6roH 3akpbiToro knioda FOCT P 34.10-2012

CK_OBJECT_CLASS ocPrivKey = CKO PRI VATE_KEY;

CK_UTF8CHAR PrivKeyLabel [] = { "GOST Private Key" };

CK_BYTE KeyPairI D[] = { "GOST keypair" };

CK_KEY_TYPE keyTypeGost R3410 = CKK_GOSTR3410; /1 256
CK_KEY_TYPE keyTypeGost R3410_512 = CKK_GOSTR3410_512; /1 512
CK_BBOOL bTrue = CK_TRUE;

1* A 34.10-2012(256) */
CK_BYTE par anet er sGost R3410_2012_256[] = { 0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
1

/* A 34.10-2012(512) */
CK_BYTE par amet er sGost R3410_2012_512[] = { 0x06, 0x09, O0x2a, 0x85, 0x03, 0x07, 0x01, 0x02,
0x01, 0x02, 0OxO01 };

/* 34.11-2012(256) */
CK_BYTE par anet er sCost R3411_2012_256[] = { O0x06, 0x08, 0x2a, O0x85, 0x03, 0x07, 0x01, 0x01,
0x02, 0x02 };
/* 34.11-2012(512) */
CK_BYTE par amet er sGost R3411_2012_512[] = { 0x06, 0x08, O0x2a, 0x85, 0x03, 0x07, 0x01, 0xO01,
0x02, 0x03 };
CK_ATTRI BUTE GOST34_10_2012_256_Pri vat eKey[] = { /1 256
{ CKA_CLASS, &ocPrivKey, sizeof(ocPrivKey)}, /1
{ CKA_LABEL, &PrivKeyLabel, sizeof(PrivKeyLabel) - 1}, /1
{ CKA_ID, &KeyPairlD, sizeof(KeyPairlD) - 1}, 11 #1 ( )
{ CKA_KEY_TYPE, &keyTypeCGost R3410, si zeof (keyTypeCGost R3410)}, /1
{ CKA_TOKEN, &bTrue, sizeof(bTrue)}, /1
{ CKA_PRI VATE, &bTrue, sizeof(bTrue)}, /1
{ CKA _DERIVE, &bTrue, sizeof(bTrue)}, /1 (

{ CKA_GOSTR3410_PARAMS, par anet er sGost R3410_2012_256, si zeof (paranet er sGost R3410_2012_256) },//
{ CKA_GOSTR3411_PARAMS, paranetersCost R3411_2012_256, si zeof (paranet ersCGost R3411_2012_256) } 11
34.11-2012( 256)
b

CK_ATTRI BUTE GOST34_10_2012_512_PrivateKey[] = { /1 512
{ CKA_CLASS, &ocPrivKey, sizeof(ocPrivKey)}, /1
{ CKA_LABEL, &PrivKeylLabel, sizeof(PrivKeyLabel) - 1}, 11
{ CKA_ID, &KeyPairlD, sizeof(KeyPairlD) - 1}, /1 #1 ( )
{ CKA_KEY_TYPE, &keyTypeCGost R3410_512, si zeof (keyTypeGost R3410_512)}, /1
{ CKA_TOKEN, &bTrue, sizeof(bTrue)}, /1
{ CKA PRI VATE, &bTrue, sizeof(bTrue)}, 11
{ CKA_DERIVE, &bTrue, sizeof(bTrue)}, /1 (

{ CKA_GOSTR3410_PARANMS, paranetersCGost R3410_2012_512, si zeof (paranet er sGost R3410_2012_512)},//
{ CKA_GOSTR3411_PARAMS, paramnet er sGost R3411_2012_512, si zeof (paranet er sGost R3411_2012_512) } 11

34.11-2012(512)
}

LLla6roH otkpbiToro knioda FOCT P 34.10-2012

CK_OBJECT_CLASS ocPubKey = CKO PUBLI C_KEY;

CK_UTF8CHAR PubKeyLabel [] = { "GOST Public Key" };
CK_BYTE KeyPairI D[] = { "GOST keypair" };
CK_KEY_TYPE keyTypeGost R3410 = CKK_GOSTR3410; /1 256

CK_KEY_TYPE keyTypeGost R3410 512 = CKK_GOSTR3410_512; 11 512



CK_BBOOL bTrue = CK_TRUE;
CK_BBOOL bFal se = CK_FALSE;

/* A 34.10-2012(256) */
CK_BYTE par anmet er sGost R3410_2012_256[] = { 0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01

/* A 34.10-2012(512) */
CK_BYTE par anet er sGost R3410_2012_512[] = { 0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x02,
0x01, 0x02, 0xO01 };

/* 34.11-2012(256) */

CK_BYTE par anmet er sGost R3411_2012_256[] = { 0x06, 0x08, O0x2a, 0x85, 0x03, 0x07, 0x01, 0xO1,

0x02, 0x02 };

/* 34.11-2012(512) */

CK_BYTE par anet er sGost R3411_2012_512[] = { 0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01,

0x02, 0x03 };

CK_ATTRI BUTE GOST34_10_2012_256_Publ i cKey[] = { 11 s 256
{ CKA_CLASS, &ocPubKey, sizeof (ocPubKey)}, /1

CKA_LABEL, &PubKeyLabel, sizeof (PubKeyLabel) - 1}, /1
CKA_I D, &KeyPairlD, sizeof(KeyPairlD) - 1}, /1

{

{

{ CKA_KEY_TYPE, &keyTypeCostR3410, sizeof (keyTypeCGost R3410)},
{ CKA _TOKEN, &bTrue, sizeof(bTrue)},

{ CKA_PRI VATE, &bFal se, sizeof (bFalse)},

{ CKA_DERI VE, &bTrue, sizeof(bTrue)},

11

11
11
11

{ CKA_GOSTR3410_PARAMS, paranet ersCost R3410_2012_256, si zeof (paranet er sGCost R3410_2012_256) }, /1
{ CKA_GOSTR3411_PARAMS, paranetersCost R3411_2012_256, si zeof (paranetersCGost R3411_2012_256) } /1
I
CK_ATTRI BUTE GOST34_10_2012_512_PublicKey[] = { 11 , 512
{ CKA_CLASS, &ocPubKey, sizeof (ocPubKey)}, 11
{ CKA_LABEL, &PubKeylLabel, sizeof(PubKeyLabel) - 1}, /1
{ CKA_ID, &KeyPairlD, sizeof(KeyPairlD) - 1}, 11
{ CKA_KEY_TYPE, &keyTypeCost R3410_512, si zeof (keyTypeGost R3410_512)}, /1
{ CKA_TOKEN, &bTrue, sizeof(bTrue)}, I
{ CKA_PRI VATE, &bFal se, sizeof (bFalse)}, /1
{ CKA_DERIVE, &bTrue, sizeof(bTrue)}, 11 (

{ CKA_GOSTR3410_PARAMS, paranet er sGost R3410_2012_512, si zeof (par anet er sGost R3410_2012_512)}, //
{ CKA_GOSTR3411_PARAMS, paranetersCost R3411_2012_512, sizeof (paranetersCost R3411_2012_512)} //
34.11-2012(512)
b

I'Iomep)KMBaeMble MeXxaHn3mMbl reHepauum Kriioyen
YcTpoiicTBa PyTOoKeH noaaepXxmBaioT crieaytoline MexaHn3Mbl reHepaLum Ko4YeBoii napbi:

CKM_GOSTR3410_KEY_PAI R_GEN ansi reHepauum kntodesown napbl FOCT P 34.10.2001 n FOCT P 34.10.2012 ¢ anvHon knoya 256 6ur,
CKM_GOSTR3410_512_KEY_PAI R_GEN ansi reHepauumu kntoyeBor napbl FOCT P 34.10.2012 ¢ anuHon kniova 512 6w,
CKM_RSA_PKCS_KEY_PAI R_GEN ans reHepauum knoyeBoi napbl RSA,

CKM_EC_KEY_PAI R_GEN ans reHepauumu kntoyeBori napsl ECDSA.

Mpumep reHepauum kntoyesoi napbl FOCT P 34.10-2012

I'Ipe,qBapMTeano AOJKHa ObITb OTKpbITa ceccua YyTeHus/3anmcu ¢ aBTopmaaumeﬂ C npaBamMu nonb3oBartensa PyTOKeH.

[eHepauus knioyesoit napsl FOCT P 34.10-2012

/* */
#defi ne arraysi ze(a) (sizeof (a)/sizeof(a[0]))



OK_MECHANI SM gost R3410_256KeyPai r GenMech = { CKM GOSTR3410_KEY_PAI R GEN, NULL_PTR 0 };
34. 10- 2012( 256)

CK_MECHANI SM gost R3410_512KeyPai r GenMech = { CKM GOSTR3410_512_KEY_PAIR GEN, NULL_PTR 0 };
11 34.10- 2012(512) */

OK_OBJECT HANDLE hPubl i cKey 256 = NULL_PTR /1

CK_OBJECT_HANDLE hPrivat eKey 256 = NULL_PTR; /1

OK_OBJECT_HANDLE hPubl i cKey 512 = NULL_PTR /1

CK_OBJECT HANDLE hPrivateKey 512 = NULL_PTR 11

printf("Generating 256 bit key pair");
rv = pFuncti onLi st->C_Gener at eKeyPai r (hSessi on, 11
&gost R3410_256KeyPai r GenMech, /1
GOST34_10_2012_256_Publ i cKey, /1
arraysi ze(GOST34_10_2012_256_Publ i cKey), /1
G0ST34_10_2012_256_Pri vat eKey, Il
arraysi ze(G0ST34_10_2012_256_Pri vat eKey), /1
&hPubl i cKey_256, /1
&hPri vat eKey_256) ; Il

if (rv 1= CKR_OK)

printf(" -> Failed\n");
el se

printf(" -> O\n");

printf("Generating 512 bit key pair");
rv = pFunctionLi st->C_Gener at eKeyPai r (hSessi on, /1
&gost R3410_512KeyPai r GenMech, /1
GOST34_10_2012_512_Publ i cKey, /1
arraysi ze( GOST34_10_2012_512_Publ i cKey), 11
GOST34_10_2012_512_Pri vat eKey, 11
arraysi ze(G0OST34_10_2012_512_Pri vat eKey), /1
&hPubl i cKey_512, /1
&hPri vat eKey_512); /1

if (rv 1= CKR_OK)
printf(" -> Failed\n");

el se
printf(" -> O\ n");

Mpumeps! wWabnoHos kniovern ECDSA

Hwxe npeacTtaBneHbl npumepbl LWabnoHOB 3aKpbITOro 1 oTkpbiToro kntova ECDSA kntoya

LLla6noHbl OTKPLITOrO M 3akpbIToro kntoya ECDSA

CK_OBJECT_CLASS publ i cKeyObj ect = CKO_PUBLI C_KEY;
CK_OBJECT_CLASS privat eKeyQhj ect = CKO_PRI VATE_KEY;

/* ECDSA */
CK_UTF8CHAR publ i cKeyLabel Ecdsa[] = { "Sanpl e ECDSA Public Key (Aktiv Co.)" };

/* ECDSA */
CK_UTF8CHAR pri vat eKeyLabel Ecdsa[] = { "Sanple ECDSA Private Key (Aktiv Co.)" };

/* 1D ECDSA */
CK_BYTE keyPair|dEcdsa[] = { "ECDSA sanple key pair |ID (Aktiv Co.)" };

CK_KEY_TYPE keyTypeEcdsa = CKK_EC;
CK_BBOOL attributeTrue = CK_TRUE;
CK_BBOOL attributeFal se = CK_FALSE;

11 EC
CK_BYTE secp256k1G d[] = { Ox06, 0x05, Ox2B, 0x81, 0x04, 0x00, OxOA };
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CK_ATTRI BUTE publ i cKeyTenpl ate[] =

{
{ CKA_CLASS, &publicKeyObject, sizeof(publicKeyCbject)}, 11
{ CKA_LABEL, &publicKeyLabel Ecdsa, sizeof (publicKeyLabel Ecdsa) - 1}, //
{ CKA_ID, &keyPairldEcdsa, sizeof(keyPairldEcdsa) - 1 }, /1
{ CKA_KEY_TYPE, &keyTypeEcdsa, sizeof(keyTypeEcdsa) }, 11
{ CKA_TOKEN, &attributeTrue, sizeof(attributeTrue)}, /1
{ CKA PRI VATE, &attributeFal se, sizeof(attributeFalse)}, /1
{ CKA_EC PARAMS, secp256k10 d, sizeof (secp256k1iQ d) } /1
}
/*************************************************************************
* ECDSA *
*************************************************************************/
CK_ATTRI BUTE pri vat eKeyTenpl ate[] =
{
{ CKA_CLASS, &privateKeyCbject, sizeof(privateKeyCbject)},
{ CKA_LABEL, &privateKeyLabel Ecdsa, sizeof (privateKeyLabel Ecdsa) - 1 },
{ CKA_ID, &keyPairldEcdsa, sizeof(keyPairldEcdsa) - 1},
{ CKA_KEY_TYPE, &keyTypeEcdsa, sizeof(keyTypeEcdsa) },
{ CKA_TOKEN, &attributeTrue, sizeof(attributeTrue)},
{ CKA_PRIVATE, &attributeTrue, sizeof(attributeTrue)}
b

Mpumep reHepaumm kntoyesoi napbl ECDSA

[eHepauus knoyesoi napsl ECDSA

/* */
#defi ne arraysi ze(a) (sizeof (a)/sizeof (a[0]))

OK_MECHANI SM ecdsaKeyPai r GenMech = { CKM EC KEY_PAIR GEN, NULL_PTR 0 };

CK_OBJECT_HANDLE hPubl i cKey_Ecdsa = NULL_PTR; /1
CK_OBJECT_HANDLE hPrivat eKey_Ecdsa = NULL_PTR; 11
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printf("\nGenerating ECDSA key pair...\n");

rv = pFunctionLi st->C_Gener at eKeyPai r (hSessi on, &ecdsaKeyPai r GenMech,
publ i cKeyTenpl ate, arraysi ze(publicKeyTenpl ate),
privat eKeyTenpl ate, arraysize(privateKeyTenpl ate),
&hPubl i cKey_Ecdsa, &hPrivateKey_Ecdsa);

if (rv = CKR.K)
printf(" -> Failed\n");

el se
printf(" -> OK\n");

'eHepaunsa cekpeTHOro Knroya

ATpuOYTbI KIIOYEBbLIX 0OBHEKTOB

#1 (

- ECDSA

Bce nopnepxuBaemMble ycTpoicTBamMmu PyTokeH aTpubyThl 06 bEKTOB NpeacTaBneHsl B padaene OGbekTsl CEKPETHBIX KITHOYEil.

MopnepxxvBaemble TUMbI KIlOYen

)


http://developer.rutoken.ru/pages/viewpage.action?pageId=3178529#id-2.6-

YcTtponcTBa PyTokeH NoaaepxuBatoT creaytoLime Tunbl cekpeTHblx knoven (CK_KEY_TYPE) :

CKK_GENERI C_SECRET ans abcTpaKTHbIX KrtoYe Npon3BObHOW ASNNHDI,

CKK_G0OST28147 gns kntoden FTOCT 28147-89,

CKK_MAGVA ans ucnonb3oBaHus B anroputmax wmdposanmsa FOCT 34.12-2018 (TOCT P 34.12-2015) ¢ anuHow 6noka 64 6uT,
CKK_KUZNECHI K pans ncnonb3oBaHus B anroputMax wmndposanHns FOCT 34.12-2018 (FTOCT P 34.12-2015) ¢ anvHon 6noka 128 6uT,
CKK_MAGVA_TW N_KEY ans ncnonb3oBaHus B anroputme akcrnopTa 1 umnopTta kntoden P 1323565.1.017-2018, nocTpoeHHOM Ha OCHOBaHMU
6noyHoro wndgpa «Marmay,

® CKK_KUZNECH K_TW N_KEY ansi ncnonb3oBaHusi B anroputMme akcrnopTa n umnopta kntover P 1323565.1.017-2018, nocTpoeHHOM Ha
OCHOBaHUM 6noYHOoro Wwudpa «KysHeumky,

Mpumepbl WabnoHa cekpeTHOro Kroya

LLla6noH cekpeTHoro knoya MOCT 28147-89

OK_OBJECT_CLASS ocSecKey CKO_SECRET_KEY;

CK_UTF8CHAR SecKeyLabel [] = {"GOST Secret Key"};

CK_BYTE SecKeyl OO ] = {"GOST Secret Key"};
CK_KEY_TYPE KeyType = CKK_G0ST28147;

CK_BBOOL bTrue = CK_TRUE;
CK_BBOOL bFal se = CK_FALSE;

/* A 28147-89 */

CK_BYTE GOST28147par ans| ] { 0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, O0OxO01 };

CK_ATTRI BUTE attr GOST28147_89SecKey[] =

{
{ CKA_CLASS, &ocSecKey, sizeof(ocSecKey)}, /1 28147- 89
{ CKA_LABEL, &SecKeylLabel, sizeof (SecKeyLabel) - 1}, 11
{ CKA_ ID, &SecKeylD, sizeof(SecKeylD) - 1}, /1
{ CKA_KEY_TYPE, &KeyType, sizeof (KeyType)}, Il
{ CKA_ENCRYPT, &bTrue, sizeof(bTrue)}, 11
{ CKA_DECRYPT, &bTrue, sizeof(bTrue)}, /1
{ CKA_TOKEN, &bTrue, sizeof(bTrue)}, I
{ CKA_PRI VATE, &bFal se, sizeof (bFalse)}, /1
{ CKA_GOST28147_PARAMS, GOST28147parans, sizeof (GOST28147parans)} //
b

LLla6noHbl cekpeTHbix kntoyen ana FOCT P 34.12-2015

CK_OBJECT_CLASS secr et KeyOhj ect = CKO_SECRET_KEY;

CK_UTF8CHAR secr et KeyKuznechi kLabel [] = { "Sanpl e Kuznechi k Secret Key (Aktiv Co.)" };
CK_UTFBCHAR secr et KeyMagrmaLabel [] = { "Sanpl e Magma Secret Key (Aktiv Co.)" };
CK_BYTE secr et KeyKuznechi kld[] = { "Kuznechik Secret Key ID (Aktiv Co.)" };

CK_BYTE secret KeyMagnal d[] = { "Magma Secret Key ID (Aktiv Co.)" };

CK_KEY_TYPE keyTypeKuznechi k = CKK_KUZNECHI K;

CK_KEY_TYPE keyTypeMagma = CKK_MAGVA;

CK_BBOOL attributeTrue = CK_TRUE;

CK_BBOOL attributeFal se = CK_FALSE;

IR R R R R R R R R R R AR R
* *
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CK_ATTRI BUTE kuznechi kKeyTenpl ate[] =

{
{ CKA_CLASS, &secretKey(bject, sizeof(secretKeyQoject) }, I -
{ CKA_LABEL, &secretKeyKuznechikLabel, sizeof (secretKeyKuznechi kLabel) - 1}, //
{ CKA_ID, &secretKeyKuznechikld, sizeof(secretKeyKuznechiklid) - 1}, 11
{ CKA_KEY_TYPE, &keyTypeKuznechik, sizeof(keyTypeKuznechik) 1}, Il -
{ CKA_ENCRYPT, &attributeTrue, sizeof(attributeTrue) }, /1
{ CKA_DECRYPT, &attributeTrue, sizeof(attributeTrue) }, /1
{ CKA_SIGN, &attributeFal se, sizeof(attributeFalse) }, I MAC
{ CKA_VERIFY, &attributeFal se, sizeof(attributeFal se) }, /1 MAC
{ CKA_TOKEN, &attributeTrue, sizeof(attributeTrue) }, /1
{ CKA_PRI VATE, &attributeTrue, sizeof(attributeTrue) }, /1
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CK_ATTRI BUTE magneKeyTenpl ate[] =

{
{ CKA_CLASS, &secretKeyObject, sizeof(secretKeyObject) }, /-
{ CKA_LABEL, &secretKeyMagnaLabel, sizeof (secretKeyMagnmaLabel) - 1}, //
{ CKA_ID, &secretKeyMagnald, sizeof(secretKeyMagnald) - 1}, /1
{ CKA_KEY_TYPE, &keyTypeMagma, sizeof(keyTypeMagne) }, /1 -
{ CKA_ENCRYPT, &attributeTrue, sizeof(attributeTrue) }, 11
{ CKA_DECRYPT, &attributeTrue, sizeof(attributeTrue) }, /1
{ CKA SIGN, &attributeFal se, sizeof(attributeFalse) }, 11 MAC
{ CKA_VERIFY, &attributeFal se, sizeof(attributeFalse) }, /1 MAC
{ CKA_TOKEN, &attributeTrue, sizeof(attributeTrue) }, /1l
{ CKA PRI VATE, &attributeTrue, sizeof(attributeTrue) }, 11
b

I'Iomep)KMBaeMble MexaHn3mMbl reHepauum Kriioyen
YcTpoiicTa PyToKeH noaaepXxmBaioT crneaytoLine MexaHn3Mbl reHepaLm CeKpeTHOrO Krova:

CKM GOST28147_KEY_CEN ans reHepauumn cekpeTHoro kntova FOCT 28147-89 (6ubnuotekon tPKCS11ECP),
CKM_GOST_KEY_GEN gns reHepauun cekpeTtHoro kntova FOCT 28147-89 (bubnuotekoi tPKCS11).
CKM_KUZNECHI K_KEY_GEN ans reHepauum cekpeTHoro kntova MOCT 34.12-2018 (FTOCT P 34.12-2015), ncnonb3yemoro B anroputmax
LwmndpoBaHus ¢ ANnHON 6roka 64 6uT.

® CKM MAGVA KEY_GEN ansi reHepaumm cekpeTtHoro kntova FOCT 34.12-2018 (TOCT P 34.12-2015), ucnonb3yemMoro B anroputmax LWncpoBaHus
C AnuHou 6noka 128 6uT.

Mpumep reHepauum CEKpeTHOro Kniouva
[ins reHepaumn cekpeTHOro Krtoya npeaHasHadeHa yHkums C_Gener at eKey () , B KOTOPYIO NepeaaeTcs MEXaHW3M reHepauuu v LabrioH kriova.

I'Ipe,qBapMTeano AOJKHa ObITb OTKpbITa ceccusa YTeHus/3anmcu c aBTopmsaumeﬂ C npaBamu Monb3oBartens.

[eHepauus cumMeTpuyHoro krtoua FOCT 28147-89

/* */
#defi ne arraysi ze(a) (sizeof (a)/sizeof (a[0]))
CK_MECHANI SM KeyGenMech = {CKM_GOST28147_KEY_GEN, NULL_PTR, 0}; // 28147-89.

CKM_KUZNECHI K_KEY_GEN CKM MAGMA_KEY_GEN

CK_OBJECT_HANDLE hSecKey = NULL_PTR Il c

printf("\'n Generating key");

rv = pFunctionLi st->C_Gener at eKey( hSessi on, /1
&KeyGenMech, /1
attr GOST28147_89SecKey, /1
arraysi ze(attrG0OST28147_89SecKey), /1
&hSecKey) ; 11

if (rv = CKR_K)

printf(" -> Failed\n");
el se

printf(" -> OK\n");

BelipaboTka ceaHCOBOro CUMMETPUYHOrO Krto4ya

PyHkumsa C_Der i veKey() nossonsieT nony4nTb OAMHAKOBbIA CUMMETPUYHBIV KITHOY AN CeaHCOBOW CBS3W Ha KaXOoW U3 CTOPOH, UMeS 3aKpbITbIN KIoY
O[HOW CTOPOHbI N OTKPLITBIN KMHOY APYrov CTOPOHbI.

yCTpOVICTBa PyTOKeH nogaepXxuBaroT cneayruine MexaHm3mbl cornacoBaHuna KIoYen:

® CKM GOSTR3410_DERI VE gnsi anroputma VKO GOST R 34.10-2001;
® CKM GOSTR3410_12_DERI VE ans anroputMa VKO GOST R 34.10-2012 (256 v 512 6uT).



® CKM KDF_TREE_GOSTR3411_2012_256 gns anroputma KDF_TREE_GOSTR3411_2012_256
® CKM_VENDOR_GOST_KEGpans anroputma Keg onpegenenHoro B ctaHgapte FOCT P 1323565.1.020-2018

VKO GOST R 34.10-2001

BbipaboTaHHbIvi 06wuii kntod cornacHo VKO GOST R 34.10-2001 moxeT ObITb BO3BpaLleH B OQHOM M3 crieaytoLmx hopmaTos:

® He amBepcuduumposaHHbiii Key Encryption Key (KEK)
® KEK, amBepcudumumpoBaHHbii no RFC-4357, n.6.5.

MapameTpbl mexaHnama CKM_GOSTR3410_DERIVE 3apatotcs ctpyktypont CK_GOSTR3410_DERIVE_PARAMS, koTopas umeeT crneaytoLiue nons:

ctpyktypa CK_GOSTR3410_DERIVE_PARAMS

typedef struct CK_GOSTR3410_DERI VE_PARAMS{
CK_EC_KDF_TYPE kdf;
CK_BYTE_PTR pPubl i cDat a;
CK_ULONG ul Publ i cDat aLen;
CK_BYTE_PTR pUKM
CK_ULONG ul UKMLen;

} CK_GOSTR3410_DERI VE_PARANS;

1. kdf — npeHTudukatop mexaHuama ameepcudmkaummn. MoxeT 6biTb MCMOMNb30BaH OAMH U3 ABYX MEXaHU3MOB:
® CKD_NULL - HeT auBepcudmkaumm
® CKD_CPDIVERSIFY_KDF

2. pPublicData — oTKpbITbIV KN4 nonyyaTtens

3. pUKM — cuHxponochbinka

VKO GOST R 34.10-2012 (256 61T 1 512 6u1T)

BbipaboTaHHbif 06wmin kntoy cornacHo VKO GOST R 34.10-2012 moxeT GbiTb BO3BpaLLEH TOSBLKO B hopmaTe He AvBepcuduumpoBaHHoro Key
Encryption Key (KEK).

MapameTpbl mexaHnama CKM_GOSTR3410_12_DERIVE 3apatotcsa 6aiToBbIM MaccyBOM, KOTOPbLIA MMEET CriedytoLLyo CTPYKTYpY:

1. 4 6awTa (little-endian, T.e. Mnagwwme GaiiTel cHayana) npeactaensaT coboit 3HaveHne KDF. 3HayeHre onpegenseT mexaHuam aveepcudukaumm:
® CKD_NULL - HeT guBepcudmkaumm
® CKM_KDF_4357
® CKD_CPDIVERSIFY_KDF
® CKM_KDF_GOSTR3411_2012_256
. 4 6aiiTa (little-endian) 3agatoT AnNMHY OTKPLITOro kKntoya B 6antax. (ans 256 6ut — ato 64. Ana 512 6ut — 128)
. OTKpbITBIV KntoY (n-6anToBbIn BekTop B little-endian), anvHa koToporo onpegeneHa NpeabIAyLLUM nonem
. 4 6anTa (little-endian) 3agatot gnuHy UKM (8 Gawit)
. UKM (n-6awToBelii BekTOp B little-endian) , anvHa onpeaenena Bbiwwe.

a b WN

KDF_TREE_GOSTR3411_2012_256

MexaHnam CKM_KDF_TREE_GOSTR3411_2012_256 no3BonsieT BbipabaTbiBaTb CEKPETHbIE U ABOWCTBEHHbIE KIMHOUN U3 Y)KEe MMEIOLLEroCs CEKPETHOro
Kntoya. OTOT MEXaHU3M MOXET NPUMEHSIETCS K Kntody, BbipaboTaHHOMY ¢ nomoLbto anroputma VKO.

MexaHn3m MoXeT NpUMEHNATbCS K Krtouam windpoBaHnsa CKK_GOST28147, CKK_KUZNYECHIK, CKK_MAGMA n CKK_GENERIC_SECRET.

Pesynbtatom paboTbl 3TOro MexaHuama MoryT 6biTb kntoumn Tuna CKK_GOST28147, CKK_KUZNYECHIK, CKK_MAGMA, CKK_GENERIC_SECRET,
CKK_KUZNYECHIK_TWIN_KEY n CKK_MAGMA_TWIN_KEY.

[na 3agaHus napaMeTpoB MexaHu3ma ucnonb3yetcs cTpykTypa CK_KDF_TREE_GOST_PARAMS :

cTpykTypa CK_KDF_TREE_GOST_PARAMS



typedef struct CK_KDF_TREE_GOST_PARAMS {
CK_ULONG ul Label Lengt h;
CK_BYTE_PTR pLabel ;
CK_ULONG ul SeedLengt h;
CK_BYTE_PTR pSeed;
CK_ULONG ul R;
CK_ULONG ul L;
CK_ULONG ul O f set ;
} CK_KDF_TREE_GOST_PARAMS;

. pLabel, pSeed — cTpoku 3agatowme napameTpbl label n seed.

ulR — konm4yecTBO BanT B CHETUMKE UTEPALMIA, C BOSMOXHbLIMU 3HaveHusmmn 1, 2, 3, 4.

. UlL — Heobxoanmas BGaiiToBas ANMHa BblpabaTbiBaeMOro KnoyYeBoro Matepumana.

. ulOffset — 6annToBOE cMelLLeHNe, B NOCneaoBaTENbHOCTY KIOYEBOro MaTtepuana, HaumMHas ¢ KOTOPOro NonyyYeHHble 6anTbl UCNONb3YyTCs AN
nony4eHust AMBepPCUMULMPOBAHHOTO KITtoYa.

AOWON

CKM_GOST _KEG

MexaHnam CKM_GOST_KEG nosBonsieT BblpabaTbiBaTh ABOWCTBEHHbIV KMHOY U3 3aKPbITOrO KMtova OTNpaBUTENs U OTKPLITOro Kroya nonyyarens.
MexaHn3m moxeT npumeHsaTbes K kntodam FTOCT P 34.10-2012 ¢ anvHon kntova 256 1 512 6uT.
Pesynbtatom paboTbl 3Toro MexaHuama moryT 6biTh kntoun Tuna CKK_KUZNYECHIK_TWIN_KEY n CKK_MAGMA_TWIN_KEY.

[nsi 3agaHus napameTpoB MexaHu3ama ucnonbayetcst cTpyktypa CK_ECDH1_DERIVE_PARAMS:

cTpykTypa CK_ECDH1_DERIVE_PARAMS

typedef struct CK_ECDH1_DERI VE_PARAMS {
CK_EC_KDF_TYPE kdf;
CK_ULONG ul Shar edbDat aLen;
CK_BYTE_PTR pShar edDat a;
CK_ULONG ul Publ i cDat aLen;
CK_BYTE_PTR pPubl i cDat a;

1. pPublicData — oTKpbITbIV KoY NonyyaTens
2. pUKM — cuHxponocbinka.

Mpumep BbipaboTkM O6LLEro kntoya napHom cessu no anroputmy VKO GOST R 34.10-2012

BbipaboTka ofLuero knio4a napHoii cBsian No cxeme knio4eBoro obMeHa VKO GOST 34.10-2001 Ha cTopoHe oTnpaBuTenst

/* */
#def i ne UKM_LENGTH 8

#defi ne DERI VE_PARAMS_256_LENGTH 84
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* VKO GOST R 34.10-2012- 256*
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CK_BYTE deri vePar anet er s2012_256[ DERI VE_PARAMS_256_LENGTH] = { 0x00, };

const CK_ULONG keyLengt hOf f set = 4; /1
const CK_ULONG publicKeyVal ueCfset = 8; [/
const CK_ULONG ukniengt hOffset = 72; /1 UKM
const CK_ULONG uknDat aCf fset = 76; /1 UKM

B R R R R R R R R R R R R R R R R R R
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voi d ul ongToBuf f er (CK_BYTE_PTR buffer, CK_ULONG val ue)

{
buffer[0] = value & OxFF;
buffer[1] = (value >> 8) & OxFF;
buffer[2] = (value >> 16) & OxFF;
buffer[3] = (value >> 24) & OxFF;

}

/* VKO GOST R 34.10-2012 */

OK_MECHANI SM gost R3410_12Der i vati onMech = { CKM GOSTR3410_12 DERIVE, NULL_PTR O };

/* */
CK_BYTE cbPubReci pi ent Key[] = { OxFF, 0x8D, 0xAB, Ox7F, 0x1C, O0xO0B, 0x74, OxA5, OxAD, Ox7F, 0x0B, Ox5F, 0x8D,
0x5B, 0x3C, 0x44,

0x58, 0x37, 0x98, 0xC9, 0x25, 0x86, 0x40, Ox7E,
OxEC, Ox6E, OxAF, 0x00, O0xCB, 0x44, 0x65, OxAS5,

0x22, Ox9A, 0x53, 0x56, 0x32, 0x97, 0x35, 0x80,
0x99, OxCA, Ox1E, 0x17, 0x21, Ox3A, 0x96, OxOE,

0x21, OxFB, 0xC6, OxOF, 0x25, 0x5B, 0x5D, 0x99,
Ox4E, OxC4, 0x5C, 0x42, 0x08, O0x7D, 0x06, 0x04 };

OK_OBJECT_CLASS ocSecKey = CKO SECRET_KEY;

CK_UTF8CHAR DerivedKeyLabel [] = { "Derived Key" };
CK_BYTE SecKeyl D[] = { "GOST Secret Key" };
CK_KEY_TYPE KeyType = CKK_GOST28147;
CK_BBOOL bTrue = CK_TRUE;
CK_BBOOL bFal se = CK_FALSE;
/* */
CK_ATTRI BUTE attr@G0ST28147Deri vedKey[] =
{
{ CKA_CLASS, &ocSecKey, sizeof (ocSecKey)}, /1 28147- 89
{ CKA_LABEL, &DerivedKeyLabel, sizeof(DerivedKeyLabel) - 1}, /1
{ CKA_KEY_TYPE, &KeyType, sizeof (KeyType)}, /1
{ CKA_TOKEN, &bFal se, sizeof(bFalse)}, /1
{ CKA_MODI FI ABLE, &bTrue, sizeof(bTrue)}, /1
{ CKA_PRI VATE, &bFal se, sizeof (bFalse)}, /1
{ CKA_EXTRACTABLE, &bTrue, sizeof(bTrue)}, /1
{ CKA_SENSITI VE, &bFal se, sizeof (bFal se)} 11
b
CK_ATTRI BUTE attrDerivedKeyVal ue = { CKA VALUE, NULL_PTR, 0 }; 11 CK_ATTRI BUTE
CKA_VALUE
CK_BYTE ukm
[ UKM_LENGTH] ; /11, UM
CK_OBJECT_HANDLE hDeri vedkey = NULL_PTR /1
CK_OBJECT_HANDLE
hObj ect ; /1

IR R R R R R R R R R R R R R R
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rv = pFuncti onLi st->C _Gener at eRandon{ hSessi on, ukm si zeof (ukn));
if (rv = CKR.K)
{

printf(" -> Failed\n");

goto exit;
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ul ongToBuf f er (deri vePar anet er s2012_256, CKM KDF_GOSTR3411_2012_256);
ul ongToBuf f er (deri vePar anet er s2012_256 + keyLengt hOf f set, si zeof (cbPubReci pi ent Key));



nencpy(deriveParanet ers2012_256 + publicKeyVal ueO fset, cbPubReci pi ent Key, sizeof (cbPubReci pi entKey));

ul ongToBuf f er (deri vePar anet er s2012_256 + uknLengt hOf f set, sizeof (ukm);
mencpy(deriveParamet ers2012_256 + uknDataOf fset, ukm sizeof (ukm));

gost R3410_12Deri vati onMech. pPar aneter = deri vePar anet er s2012_256;

gost R3410_12Deri vati onMech. ul Par amet erLen = si zeof (deri vePar anet er s2012_256) ;

/* 28147- 89 */
printf("C_DeriveKey");
rv = pFunctionLi st->C Deri veKey(hSessi on, Il
&gost R3410_12Der i vati onMech, 11
hPri vat eKey, Il
at t r GOST28147Der i vedKey, /1
arraysi ze(attrGOST28147Der i vedKey) , /1
&hDer i vedKey) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
goto exit;
}
printf(" -> O\n");
/* CKA_VALUE*/
printf("Getting object value size");
rv = pFunctionList->C GetAttributeVal ue(hSessi on, /1
hDer i vedKey,
&at tr Deri vedKeyVal ue, /1
1);

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
goto exit;

}
printf(" -> O\n");

/* */
attrDeri vedKeyVal ue. pVal ue = (CK_BYTE*) nal | oc(attrDeri vedKeyVal ue. ul Val ueLen);
if (attrDerivedKeyVal ue. pVal ue == NULL)

{
printf("Menory allocation for attrDerivedKeyValue failed! \n");
goto exit;
}
menset (attrDerivedKeyVal ue. pVal ue,
0,
(attrDerivedKeyVal ue. ul Val ueLen * si zeof (CK_BYTE)));
/* 28147-89 */
printf("Getting object value");
rv = pFunctionList->C GetAttributeVal ue(hSession, I
hDer i vedKey,
&at tr Deri vedKeyVal ue, /1
1);

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
goto exit;
}
printf(" -> O\n");
/* 28147-89 */
printf("Derived key data is:\n");
for (size_t i = 0; i < attrDerivedKeyVal ue. ul Val ueLen; i++)
{
printf("®2X ", ((CK_BYTE_PTR) attrDerivedKeyVal ue.pValue)[i]);
if ((i +1) %8 == 0)
printf("\n");
}
exit:

if (attrDerivedKeyVal ue. pVal ue)
{

/1

11



}

free(attrDerivedKeyVal ue. pVal ue);
attrDeri vedKeyVal ue. pVal ue = NULL_PTR;

at tr Deri vedKeyVal ue. ul Val ueLen

if (rv 1= CKR.OK)

{

}

pFuncti onLi st - >C_Dest royObj ect (hSessi on,

hDer i vedKey) ;
hDeri vedKey = NULL_PTR;

if (rv 1= CKR_OXK)
printf("\nDeriving failed!\n\n");

el se

= 6;

printf("Deriving has been conpl eted successfully.\n\n");

Mpumep BbIpabOTKM ABONCTBEHHOrO Krtoya no anroputvy KEG

BbipaboTka ABOWCTBEHHOrO Kriova no anroputMy KEG

/*

*/

#def i ne UKM KEG LENGTH
/1 #define UKM KEG LENGTH

CK_UTF8CHAR deri vedKuznechi kTwi nKeyLabel []

CK_UTF8CHAR deri vedMagmaTwi nKeyLabel []

CK_OBJECT_CLASS secr et Keyoj ect
CK_KEY_TYPE keyTypeKuznechi kTwi n = CKK_KUZNECH K_TW N_KEY;
CK_KEY_TYPE keyTypeMagmaTwi n = CKK_MAGVA_TW N_KEY;

CK_BBOOL attributeTrue = CK_TRUE;
CK_BBOOL attributeFal se = CK_FALSE;

/*

CK_BYTE cbPubReci pi ent Key[ ]
0x3C, 0x44,

0x5B,

OXEC,

0x99,

OXx4E,

/*

2012- 256*/

2012-512*/

[ * CK_BYTE cbPubReci pi entKey[] = {
0x71, OxE5, 0x89, 0x35, 0xC7,

O0xA3,

0xB3,

0x15,

0xF9,

OxBA,

OxBE,

0x03, 0x65, O0xDC, OxA4, OxAA, 0x59, 0x8B, 0OxDB };*/

= { OxFF, 0x8D, OxAB, Ox7F, O0x1C,

OxX6E, OxAF, 0x00, O0xCB, 0x44, 0x65, O0xA5,
OxCA, Ox1E, 0x17, 0x21, Ox3A, 0x96, OxOE,

0xC4, Ox5C, 0x42, 0x08, 0x7D, 0x06, 0x04 };

OxFC, OxDb5, 0xD3, 0x91, OxEF, 0x58, 0x66, 0x50, 0x26, 0x59, O0x6C,

OxF8, 0xB1, 0xD9, O0xCl, 0x77, O0xB3, 0x17,
OxDF, 0x43, 0x32, 0x54, 0xB4, 0x7C, Ox7D,
0xCC, OxFC, 0x28, 0xC6, OxAE, 0x91, 0x29,
0x4B, OxE9, 0x80, O0xA5, 0xBB, 0x18, O0x8E,
0xC7, Ox5F, OxFF, 0x02, 0x4C, O0x1C, Ox9E,

OxCF, 0x77, 0xB6, OxD7, 0x5D, OxFF, 0x35,

2012- 256
2012-512

= { "Derived Kuznechik twin key" };
= { "Derived Magma twin key" };
= CKO_SECRET_KEY;

0x0B, 0x74, OxA5, OxAD, Ox7F, 0x0B, Ox5F, 0x8D,

0x58,

0x22,

0x21,

0x35,

0x65,

OxF3,

0x58,

OXED,

OxFE,

0x3C,

0x37,

O0x9A,

O0xFB,

0x71,

0x0C,

0x3C,

OxFB,

0x43,

0x71,

0x35,

[ rRF Kk kR Kk Ak h kA kA K KA A KA h A K KA KA I AR KR I IR I AR KRk AR KAk Kk kA kKA h Ak Ak kR Kk Kk h kA kK ko

*

*

AR KKK KT A K IR KA I AR I KAK I AK AR K AK I K AK I AK A IAX KA I AR K AI A F A K KA I A XK A KA XK A K kXK

CK_ATTRI BUTE deri vedTwi nKeyTenpl at e[ ]

{

{ CKA_LABEL, &derivedKuznechi kTwi nKeyLabel,
si zeof (secr et KeyObj ect)

{ CKA_CLASS, &secretKeybject,

0x98,

0x53,

0xCs6,

0x28,

OX7E,

Ox1F,

0x75,

0xCC,

0xF2,

0x70,

0xC9,

0x56,

0xOF,

0xA4,

Ox6E,

0xD7,

0x14,

0x8D,

0xC3,

0x78,

si zeof (deri vedKuznechi kTwi nKeyLabel )

0x25, 0x86, 0x40, OXT7E,

0x32, 0x97, 0x35, 0x80,

0x25, 0x5B, 0x5D, 0x99,

OXxAD,

0x11,

OxEA,

0x7B,

Ox9E,

OxFD,

0x03,

- 1},

0x3C,

0x12,

0x02,

O0xOE,

0x39,

0xDs6,

OXED,

Il

0xD5,

oxC2,

OxE7,

0x99,

0x14,

0x1C,

Ox6E,

0x0A,

0x62,

0x70,

0x59,

Ox6A,

0x76,

O0x0A,



b -
{ CKA_KEY_TYPE, &keyTypeKuznechi kTwi n, si zeof

(keyTypeKuznechi kTwi n) }, I -
{ CKA TOKEN, &attributeFal se, sizeof

(attributeFal se)}, 11
{ CKA_MODI FI ABLE, &attributeTrue, sizeof

(attributeTrue)}, /1
{ CKA_PRIVATE, &attributeTrue, sizeof

(attributeTrue)}, Il
{ CKA_EXTRACTABLE, &attributeTrue, sizeof

(attributeTrue)}, /1
{ CKA _SENSITIVE, &attributeFal se, sizeof

(attributeFal se)} /1

}

[ X F KKK IR K I I AR KA KA I AR KA I AR IAK AR I I IAK AR KAKIAF AR K AK IR KA I KA I AR I A XK A KA kK
* *

KKK KK AR KA KKK F AR KK IR I AR IR K AR I AR AR I AR AR K AR KK AR K AR I XK AR K AK AR KA XA F ARk A * k[

/| CK_ATTRI BUTE derivedTwi nKeyTenpl ate[] =

114

/1 { CKA_LABEL, &derivedMagmaTwi nKeyLabel , si zeof (derivedMagmaTw nKeylLabel) - 1}, 11
/1 { CKA_CLASS, &secretKeyQbject, sizeof(secretKeyQhject)

b -

/1 { CKA_KEY_TYPE, &keyTypeMagnaTwi n, si zeof

(keyTypeMagmaTwi n) }, 11 -

/1 { CKA_TOKEN, &attributeFal se, sizeof

(attributeFal se)}, I/
/1 { CKA_MODI FI ABLE, &attributeTrue, sizeof

(attributeTrue)}, /1

/1 { CKA_PRIVATE, &attributeTrue, sizeof

(attributeTrue)}, /1
/1 { CKA_EXTRACTABLE, &attributeTrue, sizeof

(attributeTrue)}, I

/1 { CKA_SENSITIVE, &attributeFal se, sizeof

(attributeFal se)} /1

11}

CK_ECDH1_DERI VE_PARAMS keg256Der i vePar ans;

CK_MECHANI SM gost KegDeri fivati onMech = { CKM GOST_KEG &keg256Deri vePar ans, sizeof (keg256Deri veParans)};
CK_ATTRI BUTE attrDerivedKeyVal ue = { CKA VALUE, NULL_PTR, 0 }; /1 CK_ATTRI BUTE
CKA_VALUE

CK_BYTE ukm

[ UKM_KEG_LENGTH] ; /1, UM
CK_OBJECT_HANDLE hDeri vedkey = NULL_PTR 11
CK_OBJECT_HANDLE

hQbj ect ; Il

R R
/

* CK_VENDCOR_GOST_KEG_PARANVS *

* *

HAF KKK AR IR KKK AR IR AR I AR AR K AR I K ARKAK IR K AK KK AR K AKAXF AR KK AR I AR A KA KKk

rv = pFuncti onLi st->C_Gener at eRandon{ hSessi on, ukm sizeof (ukn));
if (rv 1= CKR_OK)
{

printf(" -> Failed\n");

goto exit;

IR R R R R R R R R R R R R R R
* *

CK_MECHANI SM ,
* *

Kk Rk ok Ak kA kA KKK A K kA KKK I AR KK AR KA KA KA KK A KA K AR Kk AR KA I Ak Ak Kk k Ak Kk Ak khkk k% [

keg256Deri vePar anms. kdf = CKD_NULL;

keg256Der i vePar ans. pPubl i cDat a = cbPubReci pi ent Key;

keg256Der i vePar ans. ul Publ i cDat aLen = si zeof (cbPubReci pi ent Key) ;
keg256Der i vePar ams. pUKM = ukm

keg256Deri vePar ans. ul UKMLen = si zeof (ukm;



gost KegDeri fivati onMech . pParaneter = &eg256Deri vePar ans;
gost KegDeri fivati onMech . ul ParaneterLen = sizeof (keg256Deri vePar ans) ;

/* */

printf("C DeriveKey");

rv = pFunctionLi st->C DeriveKey(hSession, /1
&gost KegDeri fi vati onMech, 11
hPri vat eKey, /1
deri vedTwi nKeyTenpl at e, 11
arraysi ze(deri vedTwi nKeyTenpl ate), /1

&hDer i vedKey) ;
if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
goto exit;
}
printf(" -> O\n");
/* CKA_VALUE*/
printf("Getting object value size");
rv = pFunctionList->C GetAttributeVal ue(hSessi on, /1
hDer i vedKey,
&at tr Deri vedKeyVal ue,
1);

if (rv = CKR.K)

{
printf(" -> Failed\n");
goto exit;

}

printf(" -> O\n");

/* */
attrDeri vedKeyVal ue. pVal ue = (CK_BYTE*) nal | oc(attrDeri vedKeyVal ue. ul Val ueLen);
if (attrDerivedKeyVal ue. pVal ue == NULL)

{
printf("Menory allocation for attrDerivedKeyVal ue failed! \n");
goto exit;
}
nenset (attrDeri vedKeyVal ue. pVal ue,
0,
(attrDerivedKeyVal ue. ul Val ueLen * sizeof (CK_BYTE)));
/* */
printf("Getting object value");
rv = pFunctionList->C Get AttributeVal ue(hSession, /1
hDer i vedKey,
&att r Deri vedKeyVal ue,
1);

if (rv 1= CKR_OX)

{
printf(" -> Failed\n");
goto exit;
}
printf(" -> OK\n");
/* */
printf("Derived key data is:\n");
for (size_t i =0; i < attrDerivedKeyVal ue. ul Val ueLen; i++)
{
printf("9®2X ", ((CK_BYTE_PTR)attrDerivedKeyVal ue.pValue)[i]);
if ((i +1) %8 ==0)
printf("\n");
}
exit:
if (attrDerivedKeyVal ue. pVal ue)
{

free(attrDerivedKeyVal ue. pVval ue) ;
attrDeri vedKeyVal ue. pVal ue = NULL_PTR;

11

11
/1

11
11



attrDerivedKeyVal ue. ul Val ueLen = 0;

}
if (rv 1= CKR_OX)
{
pFuncti onLi st->C_DestroyObj ect (hSessi on,
hDeri vedKey) ;
hDerivedKey = NULL_PTR;
}

if (rv 1= CKR_OK)

printf("\nDeriving failed!'\n\n");

el se

printf("Deriving has been conpl eted successfully.\n\n");

MackupoBaHMe CEeKpeTHOro Kroya

[ns nony4veHus ceaHcosoro kntod (CEK), sawmndposaHHoro Ha KEK ¢ cuixponoceinkon CEK, Heobxoammo nocne nony4eHus knoya
dyHkumein C_DeriveKey() ncnonbsoBaTb dyHKUMo Mackuposanuns C_WrapKey().

[ns BbipaboTkm ceaHcoBoro knioy (CEK) B onepatnBHON namsT TokeHa, 3awmndpoBaHHoro Ha KEK ¢ cuHxponocbinkon CEK, Heobxogumo
ncnoneb3osaTb MyHKUMIO pacumpenns C_EX_WrapKey().

[na MacknpoBaHms (LuMpoBaHUS) CUMMETPUYHOTO Krtoda ncnonb3ayrotes dyHkumsa C_ W apKey() ans mackuposanusa u C_Unwr apKey () ans obpaTHom
npoueaypbl.

B aTom npumMepe Mbl reHepupyem criydaiiHbiM 06pa3oM ceccuoHHbIn kitod (CEK), a 3aTteM mackupyem ero obwmm kntovom KEK, nonyyeHHbIM 13
dyHkumm C_Derive() .

MackupoBaHue obwwero BblpaGOTaHHOFO Kroya

/* */

#defi ne UKM_LENGTH 8
/* 28147-89  */
#defi ne GOST_28147_KEY_SI ZE 0x20

I* A 28147-89 */
CK_BYTE GOST28147params[] = { Ox06, O0x07, Ox2a, Ox85, 0x03, 0x02, 0x02, Ox1f, OxOl };

OK_BYTE ukni UKM LENGTH = {0x01, Ox02 ,0x03, 0x04, 0x05, 0x06, 0x07, 0x08}; //

* 1
CK_MECHANI SM  ckmW apMech = { CKM GOST28147_KEY WRAP, NULL_PTR, 0 };

OK_OBJECT_CLASS ocSecKey = CKO SECRET KEY;

CK_UTF8CHAR W apKeyLabel [] = { "GOST Wapped Key" };
CK_UTF8CHAR UnW apKeyLabel [] = { "GOST Unw apped Key" };
CK_KEY_TYPE KeyType = CKK_GOST28147;
CK_BBOOL bTrue = CK_TRUE;
CK_BBOOL bFal se = CK_FALSE;
/* */
CK_ATTRI BUTE at t r GOST28147KeyToW ap[] =
{
{ CKA_CLASS, &ocSecKey, sizeof(ocSecKey)}, /1 28147- 89
{ CKA_LABEL, &W apKeylLabel, sizeof(WapKeyLabel) - 1 }, 11
{ CKA _KEY_TYPE, &KeyType, sizeof (KeyType)}, 11
{ CKA_TOKEN, &bFal se, sizeof(bFalse)}, /1
{ CKA_MODI FI ABLE, &bTrue, sizeof(bTrue)}, I
{ CKA_PRI VATE, &bFal se, sizeof (bFalse)}, /1
{ CKA VALUE, NULL_PTR, 0}, /1l
{ CKA_EXTRACTABLE, &bTrue, sizeof(bTrue)}, 11
{ CKA_SENSI TI VE, &bFal se, sizeof (bFal se)} /1
}
/* */

CK_ATTRI BUTE attrGOST28147Unwr appedKey[] =
{



CKA_CLASS, &ocSecKey, sizeof (ocSecKey)}, /1
CKA_LABEL, &UnW apKeylLabel, sizeof (UnW apKeyLabel) - 1}, 11
CKA_KEY_TYPE, &KeyType, sizeof (KeyType)}, /1
CKA_TOKEN, &bFal se, sizeof (bFal se)}, /1
CKA_MODI FI ABLE, &bTrue, sizeof(bTrue)}, 11
CKA_PRI VATE, &bFal se, sizeof (bFal se)}, 11
CKA_EXTRACTABLE, &bTrue, sizeof(bTrue)}, 11
CKA_SENSI Tl VE, &bFal se, sizeof (bFal se)} /1

e e an e M e N Raaa)

}s

e CK_ATTRI BUTE CKA_VALUE */
OK_ATTRI BUTE attrValue = { CKA VALUE, NULL_PTR 0 };

CK_OBJECT_HANDLE hDer i vedKey; /1
CK_BYTE_PTR pbt Sessi onKey = NULL_PTR; /1 ,

CK_BYTE_PTR pbt W appedKey = NULL_PTR; /1
CK_ULONG ul W appedKeySi ze = 0; Il
CK_BYTE_PTR pbt Unwr appedKey = NULL_PTR; /1 ,

CK_ULONG ul Unwr appedKeySi ze = 0; /1 s
CK_OBJECT_HANDLE hTenpKey = NULL_PTR /1

/* */
ckmA apMech. ul Par anet er Len = si zeof (ukm);
ckmW apMech. pPar anet er = ukm

/* */
Cener at eRandonDat a( GOST_28147_KEY_SI ZE, &pbt Sessi onKey) ;
for (int i =0; i < arraysize(attrGOST28147KeyToW ap); i++)
if (attrG0OST28147KeyToWap[i].type == CKA_VALUE)
{
attrGOST28147KeyToW ap[i]. pVal ue = pbt Sessi onKey;
attr GOST28147KeyToW ap[i]. ul Val ueLen = GOST_28147_KEY_SI ZE;
br eak;

}

IR R R R R R R R R R SRR R
* *

HAK KKK KA KKK IR I AR I KAKIAK AR K AK I K ARIAK AR I AK KA I AR K AK AR I AR KA I AR IR KA K A KAk K

/* */
printf("Creating the GOST 28147-89 key to wap");
rv = pFunctionLi st->C_Creat eCbj ect (hSessi on,
at t r GOST28147KeyToW ap, 11
arraysi ze(attrGOST28147KeyToW ap) , /1
& TenpKey) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
goto wap_exit;
}
printf(" -> OK\n");

/* , */

printf("Defining wapping key size");

rv = pFunctionLi st->C_W apKey(hSessi on,
&ckmW apMech, /1
hDer i vedKey, /1
hTenpKey, I,
NULL_PTR, /1
&ul W appedKeySi ze) ; /1

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
goto wap_exit;

}

printf(" -> OK\n");

pbt W appedKey = (CK_BYTE*) mal | oc(ul W appedKeySi ze) ;
if (pbtWappedKey == NULL)

28147-89

[N



printf("Menory allocation for pbtWappedKey failed! \n");
goto wap_exit;

}

menset (pbt W appedKey,
0,
ul W appedKeySi ze * sizeof (CK_BYTE));

/* */

printf("Wappi ng key");

rv = pFunctionLi st->C_W apKey( hSessi on, I,
&ckmN apMech, /1
hDer i vedKey, I,
hTenpKey, o,
pbt W appedKey, 11
&ul W appedKeySi ze) ; 11

if (rv = CKR.OK)

{
printf(" -> Failed\n");
goto wrap_exit;

}

printf(" -> OK\n");

/* */

printf("Wapped key data is:\n");

for (int i =0; i < ul WappedKeySi ze; i ++)

{

printf("9®2X ", pbtWappedKey[i]);
if ((i +1) %9 == 0)
printf("\n");

wrap_exit:
if (hTenpKey)
{
pFuncti onLi st - >C_DestroyObj ect (hSessi on,
hTenpKey) ;
hTenpKey = NULL_PTR;
}

if (rv == CKR_OK)
printf("\nWappi ng has been conpl eted successfully.\n");

el se

{
printf("\nWapping failed!'\n");
goto exit;

}

/*************************************************************************
* *
*************************************************************************/
printf("Unw appi ng key");

rv = pFuncti onLi st->C_Unw apKey( hSessi on,

&ckmA apMech, /1
hDer i vedKey, I,
pbt W appedKey, I/
ul W appedKeySi ze, 11
at t r GOST28147Unwr appedKey, 11
arraysi ze(attrGOST28147Unw appedKey) , /1
& TenpKey) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
goto unwrap_exit;
}
printf(" -> O\ n");

/* */

11



printf("Getting unwapped key value...\n");

/* CKA_VALUE */
printf("Getting object value size");
rv = pFunctionList->C GetAttributeVal ue(hSession, I,

hTenpKey, o,
&attrVal ue, // ,
1); 11
if (rv = CKR.OK)
{
printf(" -> Failed\n");
goto unwrap_exit;
}

printf(" -> OK\n");

/* */
attrVal ue. pval ue = (CK_BYTE*) nal | oc(attrVal ue. ul Val ueLen);
if (attrValue.pVal ue == NULL)

{
printf("Menory allocation for attrValue failed! \n");
goto unwrap_exit;

}

menset (attrVal ue. pval ue,

0,
(attrVal ue. ul Val ueLen * si zeof (CK_BYTE)));

/* CKA_VALUE */
printf("Getting object value");
rv = pFunctionList->C GetAttributeVal ue(hSession, I,

hTenpKey, I,
&attrVal ue, // ,
1); 11
if (rv = CKR.K)
{
printf(" -> Failed\n");
goto unw ap_exit;
}
printf(" -> O\n");
/* */
printf("Unw apped key data:\n");
for (int i =0; i < attrValue.ul Val ueLen; i++)
{
printf("9%®2X ", ((CK_BYTE_PTR)attrValue.pValue)[i]);
if ((i +1) %8 ==0)
printf("\n");
}

unwr ap_exit:
if (hTenpKey)

{
pFuncti onLi st - >C_DestroyObj ect (hSessi on,
hTenpKey) ;
hTenpKey = NULL_PTR;
}

if (rv == CKR_OXK)
printf("Unw appi ng has been conpleted successfully.\n\n");

el se

{
printf("\nUnw apping failed!'\n\n");
goto exit;

}

/* */

if ((ul Unw appedKeySize != GOST_28147_KEY_SI ZE)
|| (menmcnp( pbt Sessi onKey,
at tr val ue. pVal ue,
GOST_28147_KEY_SI ZE) != 0))
printf("\nThe unw apped key is not equal to the session key!\n");
el se
printf("The unw apped key is equal to the session key.\n");



exit:
printf("Finish");

Mpumep akcnopTta u uMnopTa Knoya no anroputmy Kexp15

MackmpoBaHue obLuero BbipaboTaHHOIO Knio4a

/* KExp15 */

CK_BYTE gost Kuznechi kKExp15Uknf{] = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0xO00 };

I+ KExp15 */
CK_BYTE gost MagmaKExp15Ukn{] = { 0x00, 0x00, 0x00, 0x00 };

1+ KExp15 *

CK_MECHANI SM gost Kuznechi kKExp1l5Mech = { CKM KUZNECHI K_KEXP_15_WRAP, &gost Kuznechi kKExpl5Ukm si zeof

(gost Kuznechi kKExp15Ukn) };
/* KExp1l5 */

CK_MECHANI SM gost MagnmaKExp15Mech = { CKM_MAGVA_KEXP_15_WRAP, &gost MagmaKExpl5Ukm si zeof (gost MagneKExp15Ukn) };

CK_MECHANI SM _PTR gost KExpl5Mech = &gost Kuznechi kKExpl5Mech;
/| CK_MECHANI SM gost KExpl15Mech = gost MagnaKExpl5Mech;

/* DEMO> */

CK_UTF8CHAR sessi onKeyLabel [] = { "GOST 28147-89 key to wrap" };
CK_UTF8CHAR sessi onKuznechi kkeyLabel [] = { "Kuznechik key to wap" };
CK_UTF8CHAR sessi onMagmaKeyLabel [] = { "Magna key to wap" };
CK_OBJECT_CLASS secr et KeyQbj ect = CKO_SECRET_KEY;

CK_KEY_TYPE keyTypeGost 28147 = CKK_G0ST28147;

CK_KEY_TYPE keyTypeKuznechi k = CKK_KUZNECHI K;

CK_KEY_TYPE keyTypeMagma = CKK_MAGWA;

CK_BBOOL attributeTrue = CK_TRUE;

CK_BBOOL attributeFal se = CK_FALSE;

[ R F KK AR K KKK AR IR AR K AR IR I KK AR I K AR I AR AR K AR IR AR K AR IR K AR KA K IR I AR KA KA kK

* *

KKK KK AR K AR KA I AR KA KA R F AR KA KA KKK IR KA KKK AR KA KA KA KKK AR KA KA K AR KA I Ak kA kx|

CK_ATTRI BUTE sessi onKeyTenpl ate[] =
{

{ CKA_LABEL, &sessionKuznechi kKeyLabel, sizeof (sessionKuznechi kkeyLabel) -

{ CKA_CLASS, &secretKeyObject, sizeof(secretKeyObject)
IS -
{ CKA_KEY_TYPE, &keyTypeKuznechik, sizeof (keyTypeKuznechik)},

{ CKA TOKEN, &attributeFal se, sizeof
(attributeFal se)},
{ CKA_MODI FI ABLE, &attributeTrue, sizeof
(attributeTrue)}, /1
{ CKA_PRIVATE, &attributeTrue, sizeof
(attributeTrue)},
{ CKA_VALUE, NULL_PTR

0},
11
{ CKA_EXTRACTABLE, &attributeTrue, sizeof
(attributeTrue)}, 11
{ CKA_SENSITI VE, &attributeFal se, sizeof
(attributeFal se)} /1
}

/

11

IR R R R R e R R R R R R R R

* *

HAK KKK AR I A K IR K AR KK AR I AR AR K AK I K ARIAK IR I AX KK AR K AK IR I AR KA K AR I AR AR K A KA kK

/| CK_ATTRI BUTE sessi onKeyTenpl ate[] =

11{

/1 { CKA_LABEL, &sessionMagnaKeylLabel, sizeof (sessi onMagnaKeylLabel)
I { CKA_CLASS, &secretKeyQbject, sizeof(secretKeybject) },

/1 { CKA_KEY_TYPE, &keyTypeMagnm, si zeof (keyTypeMagnmm)},

/1 { CKA_TOKEN, &attributeFal se, sizeof(attributeFal se)},

11 { CKA_MODI FI ABLE, &attributeTrue, sizeof(attributeTrue)},

/

13,11
/1

11
11

11},

/1

11

11



11
11
11
11
I}

[ R F K KRR I A KKK AR I AR I R K AR KA KA I AR I K AR I AR IR K AR I AR AR K AR KA F AR KA KA F AR K AR kK

28147-89

Kk Rk kA Kk Kk A K KA I AR kA KKK I AR KK AR KA KA I AR KA I AR K AR Ak AR KRR Ak Ak Kk kA h kA hk ok ok k* [

*

{ CKA_PRI VATE, &attributeTrue,
{ CKA_VALUE, NULL_PTR, 0},

{ CKA_EXTRACTABLE, &attributeTrue, sizeof(attributeTrue)},
{ CKA_SENSITIVE, &attributeFal se, sizeof(attributeFal se)}

/| CK_ATTRI BUTE sessi onKeyTenpl ate[] =

111
/1
/1
/1
/1
11
/1
/1
11
/1
11}

[ X F KK A I R K AT AR KA K AR I AR KA K IR IAK A KA I AR AR KAXIAK AR K AK I XK A XK A KA F A KK XK kK

*

KKK KK AR K AR I F AR KK IR I AR IR F AR I AR IR I AR AR K AR I AR AR K AR KK AR K AR AR KA X KA F ARk A x x|

CK_ATTRI BUTE unwr apSessi onKeyTenpl at e[ ]

{

b

{
{
{
{
{
{
{
{
{

{ CKA_TOKEN, &attributeFal se,

CKA_LABEL, &sessionKeylLabel,
CKA_CLASS, &secretKeyOhj ect,

si zeof (attributeTrue)},

*

si zeof (sessi onKeyLabel ) - 1 },
si zeof (secret KeyObj ect) 1},

CKA_KEY_TYPE, &keyTypeCost 28147, sizeof (keyTypeCost28147)},

CKA_TOKEN, &attributeFal se,

si zeof (attributeFal se)},

CKA_MODI FI ABLE, &attributeTrue, sizeof(attributeTrue)},

CKA_PRI VATE, &attributeTrue,
CKA VALUE, NULL_PTR, 0},

si zeof (attributeTrue)},

CKA_EXTRACTABLE, &attributeTrue, sizeof(attributeTrue)},

CKA_SENSI TI VE, &attri buteFal

*

{ CKA_LABEL, &sessionKuznechi kKeyLabel,
{ CKA_CLASS, &secretKeybject, si

(attributeFal se)},

{ CKA_MODI FI ABLE, &attributeTrue,

(attributeTrue)},

{ CKA_PRI VATE, &attributeTrue, si

(attributeTrue)},

(attributeTrue)},

{ CKA_SENSITI VE, &attributeFal se,

(attributeFal se)}

}s

IR R R R R R R R R R R R R R R R

*

HAK KKK KA KKK IR I AR I KAKIAK AR K AK I K ARIAK AR I AK KA I AR K AK AR I AR KA I AR IR KA K A KAk K

*

/| CK_ATTRI BUTE sessi onKeyTenpl ate[] =

11
11
/1
i1
/1
/1
/1
/1
/1
I}

[ R F KK AR KKK AR IR I R KA KKK IR I AR AR K AR I AR AR K AX KK AR K AR IR K AR K A KA F AR KA KA XK

28147-89 *

KKK KK KKK AR KA I AR KA KA R IR IR K AR KA KA K AR AR K AR KA KA K AK KA KA KK AR AR KA AKX F ARk A h* [

*

{
{
{
{
{
{
{
{

CKA_LABEL, &sessionVagmaKeylLabel,

CKA_CLASS, &secret Keyhj ect,
CKA_KEY_TYPE, &keyTypeMagme,

se, sizeof (attributeFal se)}

zeof (secret KeyQoj ect)
I -

{ CKA_KEY_TYPE, &keyTypeKuznechik, sizeof (keyTypeKuznechik)},

si zeof

{ CKA_EXTRACTABLE, &attributeTrue, sizeof

si zeof

Il
zeof

11
si zeof

I

si zeof (secret KeyQbj ect) },
si zeof (keyTypeMagnm) },

CKA_TOKEN, &attributeFal se, sizeof(attributeFal se)},
CKA_MODI FI ABLE, &attributeTrue, sizeof(attributeTrue)},

CKA_PRI VATE, &attributeTrue,

si zeof (attributeTrue)},

CKA_EXTRACTABLE, &attributeTrue, sizeof(attributeTrue)},
CKA_SENSI TI VE, &attributeFal se, sizeof(attributeFal se)}

/| CK_ATTRI BUTE sessi onKeyTenpl ate[] =

11
/1
/1
11
/1
/1
11

{
{
{
{
{
{

CKA_LABEL, &sessionKeylLabel,
CKA_CLASS, &secretKeyOhj ect,

si zeof (sessi onKeyLabel ) - 1},
si zeof (secret KeyCbj ect) },

CKA_KEY_TYPE, &keyTypeCost 28147, sizeof (keyTypeCost28147)},

CKA_TOKEN, &attributeFal se,

si zeof (attributeFal se)},

CKA_MODI FI ABLE, &attributeTrue, sizeof(attributeTrue)},

CKA_PRI VATE, &attributeTrue,

sizeof (attributeTrue)},

si zeof (sessi onKuznechi kKeyLabel )

si zeof (sessi onMagneKeyLabel )

11
11
11
11

-1}

13,11

11

11
11
11
11
11

11
11
11
I
11
11

28147-89

/1

28147-89

I



11 { CKA_EXTRACTABLE, &attributeTrue, sizeof(attributeTrue)},

/1 { CKA_SENSITIVE, &attributeFal se, sizeof(attributeFalse)}
/1},
/* CK_ATTRI BUTE CKA_VALUE */

CK_ATTRI BUTE attrValue = { CKA VALUE, NULL_PTR, O };

CK_OBJECT_HANDLE hDer i vedTw nKey; /1
CK_BYTE_PTR pbt Sessi onKey = NULL_PTR; /1 ,
CK_BYTE_PTR pbt W appedKey = NULL_PTR; /1 ,
CK_ULONG ul W appedKeySi ze = 0; /1 s
CK_BYTE_PTR pbt Unwr appedKey = NULL_PTR; /1 ,
CK_ULONG ul Unwr appedKeySi ze = 0; /1 s
CK_OBJECT_HANDLE hTenpKey = NULL_PTR; I, /
/* */
Gener at eRandonDat a( GOST_28147_KEY_SI ZE, &pbt Sessi onKey) ;
for (int i =0; i < arraysize(sessi onKeyTenpl ate); i++)

if (sessionKeyTenplate[i].type == CKA VALUE)

{

sessi onKeyTenpl ate[i]. pVal ue = pbt Sessi onKey;
sessi onKeyTenpl ate[i]. ul Val ueLen = GOST_KUZNECH K_KEY_SI ZE;
break;

}

[ RF Kk A KR Kk Ak kA K AR K AR IR I AR KA KA I AR KA KA R KA KKK AR KA KA AR AR KA KA Ak AR KA F A Ak A KK kK
* *
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/* */

printf("Creating the GOST 28147-89 key to wap");

rv = pFunctionLi st->C _Creat eQvj ect (hSessi on, I,
sessi onKeyTenpl at e, /1
arraysi ze(sessi onkKeyTenpl ate), /1
& TenpKey) ;

if (rv = CKR.OK)

{

printf(" -> Failed\n");
goto wap_exit;

}

printf(" -> OK\n");

/* , */

printf("Defining wapping key size");

rv = pFunctionLi st->C W apKey( hSessi on,
gost KExp15Mech, 11
hDer i vedTw nKey, I,
hTenpKey, I,
NULL_PTR, /1
&ul W appedKeySi ze) ; 11

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
goto wap_exit;

}

printf(" -> O\ n");

pbt W appedKey = (CK_BYTE*) nal | oc(ul W appedKeySi ze) ;
if (pbtWappedKey == NULL_PTR)

{ printf("Menory allocation for pbtWappedKey failed! \n");
goto wap_exit;

insmset ( pbt W appedKey,
SI W appedKeySi ze * sizeof (CK_BYTE));

/* */

printf("Wappi ng key");



rv = pFunctionLi st->C W apKey(hSessi on,

gost KExp15Mech, 11
hDer i vedTw nKey, I,
hTenpKey,
pbt W appedKey, 11
&ul W appedKeySi ze) ; 11

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
goto wap_exit;

}

printf(" -> O\ n");

/* */

printf("Wapped key data is:\n");

for (int i =0; i < ul WappedKeySi ze; i ++)

{

printf("9%®2X ", pbtWappedKey[i]);
if ((i +1) %9 == 0)
printf("\n");

wrap_exit:
if (hTenpKey)
{
pFuncti onLi st - >C_Dest royObj ect (hSessi on,
hTenpKey) ;
hTenpKey = NULL_PTR;
}

if (rv == CKR_OK)

printf("\nWappi ng has been conpl eted successfully.\n");

el se

{
printf("\nWapping failed!'\n");
goto exit;

}

11
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*
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printf("Unw appi ng key");
rv = pFuncti onLi st->C_Unw apKey( hSessi on,

gost KExp15Mech,

hDer i vedTwi nKey,

pbt W appedKey,

ul W appedKeySi ze,

unwr apSessi onKeyTenpl at e,

arraysi ze(unw apSessi onKeyTenpl at e),

& TenpKey) ;

if (rv = CKR.K)

{
printf(" -> Failed\n");
goto unwap_exit;

}

printf(" -> O\n");

/* */
printf("Getting unwapped key value...\n");

/* CKA_VALUE */

printf("Getting object value size");

rv = pFunctionList->C Get AttributeVal ue(hSessi on,
hTenpKey, I,
&attrVal ue, // ,
1); /1

if (rv = CKR.K)

{

I
/1
I,
11
11

11

/1

11



printf(" -> Failed\n");
goto unwrap_exit;

}
printf(" -> O\ n");

/* */
attrVal ue. pval ue = (CK_BYTE*) mal | oc(at trVal ue. ul Val ueLen);
if (attrValue.pValue == NULL_PTR)

{
printf("Menory allocation for attrValue failed! \n");
goto unwrap_exit;

}

menset (attrVal ue. pval ue,

0,
(attrVal ue. ul Val ueLen * si zeof (CK_BYTE)));

/* CKA_VALUE */
printf("Getting object value");
rv = pFunctionList->C GetAttributeVal ue(hSession, I,

hTenpKey, 1,
&attrVal ue, // ,
1); I
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
goto unwrap_exit;
}
printf(" -> OK\n");
/* */
printf("Unw apped key data:\n");
for (int i =0; i < attrValue.ul ValuelLen; i++)
{
printf("9®2X ", ((CK_BYTE_PTR)attrValue.pValue)[i]);
if ((i +1) %8 ==0)
printf("\n");
}

unw ap_exit:
if (hTenpKey)

{
pFuncti onLi st->C_DestroyObj ect (hSessi on,
hTenpKey) ;
hTenpKey = NULL_PTR;
}

if (rv == CKR_OK)
printf("Unw appi ng has been conpleted successfully.\n\n");
el se

{
printf("\nUnw apping failed!'\n\n");
goto exit;

}

/* */

if ((ul Unwr appedKeySi ze ! = GOST_KUZNECHI K_KEY_SI ZE)
|| (menmcnp( pbt Sessi onKey,
at tr Vval ue. pVval ue,
GOST_KUZNECHI K_KEY_SI ZE) != 0))
printf("\nThe unw apped key is not equal to the session key!\n");
el se
printf("The unw apped key is equal to the session key.\n");

exit:
printf("Finish");

BbluncneHve 3HavyeHus xew-gyHKLnn

MoanepxvuBaeMbie MexaHUsMbl



YcTponcTtea PyTokeH NoaaepXuBatoT crneaylolime MexaHu3mbl XeLwpoBaHUst:

CKM_MD2 gnsi xewwumpoBaHust anroputMom MD2 (Tonbko nNporpaMMHo),

CKM_NMD5 ans xewmpoBaHusi anroputmom MD5 (Tonbko nporpammHo),

CKM_SHA 1 ans xewwmpoBaHus anroputmom SHA-1 (Tonbko nporpaMmmMHo),

CKM_SHA256 ans xelumpoBaHus anroputmoM SHA-256 (Tonbko nporpaMmmHo),

CKM_SHA512 ans xewwmpoBaHus anroputmom SHA-512 (Tonbko nporpamMmmHo),

CKM_GOSTR3411 ans xewwuposaHus anroputmom FOCT P 34.11.94 (nporpaMmHO 1 annapaTHo),

CKM GOSTR3411_12_256 pansa xewmposaHusi anroputmom FOCT P 34.11.2012 ¢ gnunHomn 3HaveHus 256 61T (nporpaMMHO 1 annaparHo),
CKM_GOSTR3411_12_512 pns xewwupoBanus anroputMom FOCT P 34.11.2012 ¢ gnuHoOM 3akpbITOro kntoya 512 6ut (nporpammHo u
annapaTHo).

XelumposaHue AaHHbIX

[ns xewmpoBaHus faHHbIx cnyxat dpyHkummn C_Di gest I nit () u C_Di gest () . CHayana onepauuio XeLmpoBaHusi Hy>HO MHUUManu3nposaTtb Yepe3 C
Di gest | ni t (), nepenas B Hee NAEHTUUKATOP CECCUM U CCINMKY HA MEXaHWU3M XeLuMpoBaHus. 3aTem pasmep Gydepa XelumpoBaHHbIX AaHHBIX MOXHO
onpenenuTtb, Bbi3BaB C_Di gest (), 1 BbINONHUTL XeLUMpoBaHue AaHHbIX, BbidBaB C_Di gest () BTOpoii pas.

MpenBapuTenbHO AoMmKHa OblTb OTKPbITA CECCUS YTEHMSI/3anucu.

Mpumep xewwmpoBaHus gaHHbIx no anroputmy NOCT P 34.11-94 u TOCT P 34.11-2012

XelumpoBaHue gaHHbix no anroputMmy FOCT P 34.11-94 / TOCT P 34.11-2012

/* */
CK_BYTE pbtData[] = { O0x3C, 0x21, 0x50, 0x49, Ox4E, 0x50, 0x41, 0x44, 0x46, 0x49, 0x4C, 0x45, 0x20, 0x52, 0x55,
Ox3E,

0x3C, 0x21, Ox3E, OxED, OxE5, OxE2, OxE8, OxE4, OxE8, OxEC, O0xFB,
OxE9, 0x20, OxF2, OxE5, OxEA };

I+ 34.11-94 */

COK_MECHANI SM gost R3411_946HashMech = { CKM GOSTR3411, NULL_PTR 0};

e 34.11- 2012(256) */

OK_MECHANI SM gost R3411_12_256HashMech = { CKM GOSTR3411 12 256, NULL_PTR 0};
/* 34.11-2012(512) */

OK_MECHANI SM gost R3411_12_512HashMech = {CKM GOSTR3411_12 512, NULL_PTR 0 };

CK_BYTE_PTR pbt Hash = NULL_PTR; /1
CK_ULONG ul HashSi ze = 0; I
whi | e( TRUE)
{
/* */
printf("C_Digestlnit");
rv = pFunctionLi st->C Di gest ! nit(hSession, /1

&gost R3411_946HashMech ) ; 11

/] gostR3411_946HashMech, gostR3411_12_256HashMech gostR3411_12_512HashMech
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;
}
printf(" -> O\n");

/* */
printf("C_Digest step 1");

rv = pFunctionLi st->C _Di gest( hSessi on, 11
pbt Dat a, /1
arraysi ze(pbt Data), /1
pbt Hash, /1
&ul Hashsi ze) ; /1

if (rv != CKR OK)
{



printf(" -> Failed\n");
br eak;

}
printf(" -> O\ n");

pbt Hash = (CK_BYTE*) mal | oc(ul HashSi ze) ;
if (pbtHash == NULL)

{
printf("Menory allocation for pbtHash failed! \n");
br eak;
}
menset ( pbt Hash,
0

(ul HashSi ze * sizeof (CK_BYTE)));
/* */
printf("C_Digest step 2");

rv = pFunctionLi st->C_Di gest (hSessi on, /1
pbt Dat a, /1
arraysi ze(pbt Dat a), I
pbt Hash, /1
&ul HashsSi ze) ; /1
if (rv = CKR.K)
{
printf(" -> Failed\n");
break;
}
printf(" -> O\n");
break;

Beiuncnenne MAC (Message Authentication Code)

MopaepxusaeMble MeXaHU3MbI

YcTpoinctea PyTokeH nogaepxusaeT co3gaHne MAC Ha kntodax Trna CKK_KUZNECHI K, CKK_MAGVA 1 CKK_G0ST28147. O61bekTbl Kitoyen, Ha
KOTOpbIX BblumcnseTcs u nposepsieTcs MAC, Takke AomKHbI umeTb atpnbyTtel CKA_SI GNun CKA_VERI FY yctaHoBneHHble B CK_TRUE.

BbiuncnenHne MAC

Ons Bbluncnenns MAC cnyxat dpyHkumm C_Si gnl nit () n C_Si gn() . CHayana onepaumto nonyyeHuss MAC HyxxHO nHuumanuauposaTtb Yyepe3d C_Si gnl
ni t (), nepeaas B Hee MAEHTUUKATOP CECCUM U CCbINKY Ha MexaHuaM. Pasmep 6ydepa nog MAC moxHo onpegenuTb, BbidBaB C_Si gn() C HyneBbIM
ykasaTenem Ha BbIXOAHble AaHHble. BbizeaB C_Si gn() C He HyneBbIM yKasaTenem Ha BbIXOAHbIE AaHHbIe Mbl NONyYnM BblYMCeHHbIN MAC.

MpenBapuTenbHO A0MmKHa OblTb OTKPbITA CECCUS YTEHMSI/3anucu.

Mpumep nony4venuss MAC ot aaHHbix no anroputmy FOCT P 34.12-2015

MonyyeHne MAC oT gaHHbIx no anroputMy FOCT P 34.12-2015

/* */
CK_BYTE pbtData[] = { 0x3C, 0x21, 0x50, 0x49, Ox4E, 0x50, 0x41, O0x44, 0x46, 0x49, 0x4C, 0x45, 0x20, 0x52, 0x55,
O0x3E,

0x3C, 0x21, Ox3E, OxED, OxE5, OxE2, OxE8, OxE4, OxE8, OxEC, OxFB,
OxE9, 0x20, OxF2, OxE5, OxEA };

I+ 28147-89 */
OK_MECHANI SM gost 28147MacMech = { CKM GOST28147_MAC, NULL_PTR, 0} ;
e 34.12-2015 */

OK_MECHANI SM kuznechi kMacMech = { CKM KUZNECH K_MAC, NULL_PTR, O };
CK_MECHANI SM magmaMacMech = { CKM MAGMA MAC, NULL_PTR 0 };

CK_BYTE_PTR pbt Mac = NULL_PTR; 11 MAC
CK_ULONG ul MacSi ze = 0; /1

whi | e( TRUE)



/* MAC* /
printf("C.Signlnit");
rv = functionLi st->C_Si gnl ni t (hSessi on, /1
&kuznechi kMacMech, /1 MAC
hSecr et Key) ; 11 , MAC
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;

}
printf(" -> OK\n");

/* MAC */
printf("C_Sign step 1");
rv = pFuncti onLi st->C_Si gn( hSessi on, 11
pbt Dat a, /1

arraysi ze(pbtData), /1
pbt Mac, 11
&ul MacSi ze) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> O\ n");

pbt Mac = (CK_BYTE*) mal | oc(ul MacSi ze) ;
if (pbtHash == NULL)
{
printf("Menory allocation for pbtMac failed! \n");
br eak;
}
menset ( pbt Mac,
0,
(ul MacSi ze * sizeof (CK_BYTE)));
/* NMAC */
printf("C_Sign step 2");
rv = pFunctionList->C Sign( hSession, 11
pbt Dat a, /1
arraysi ze(pbt Dat a) , /1
pbt Mac, /1
&ul MacSi ze) ; /1
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> OK\n");
br eak;

Mpoeepka MAC
Ons npoepkn MAC cnyxaT dyHkumm C Veri fylnit () n C Verify().CHayana onepaumio npoepkn MAC HyXHO nHuumanuanpoBaTtb Yepe3d C Ver i

fylnit(), nepenas B Hee NAEHTUMUKATOP CECCUM U CCbINIKY Ha MexaHn3M. Nposepka MAC npoucxoaut npu Bbidose dyHKkummn C_Verify() ¢
nepenaHHbIM ykasatenem Ha AaHHble n MAC.

MpenBapuTenbHO AoMmKHa OblTb OTKPbITA CECCUS YTEHMS/3anucu.

Mpumep nposepkn MAC ot gaHHbix no anroputmy FOCT P 34.12-2015

Mposepka MAC ot gaHHbix no anroputMy FOCT P 34.12-2015



/* */
CK_BYTE pbtData[] = { 0x3C, 0x21, 0x50, 0x49, Ox4E, 0x50, 0x41, O0x44, 0x46, 0x49, 0x4C, 0x45, 0x20, 0x52, 0x55,
Ox3E,

0x3C, 0x21, Ox3E, OxED, OxE5, OxE2, OxE8, OxE4, OxE8, OxEC, O0xFB,
OxE9, 0x20, OxF2, OxE5, OxEA };

/* MAC  34.12-2015 */
CK_MECHANI SM kuznechi kMacMech
CK_MECHANI SM magnaMacMech = {

{ CKM KUZNECH K_MAC, NULL_PTR, 0 };
M MAGVMA MAC, NULL_PTR, 0 };

whi | e( TRUE)
{

/* MACH/
printf("C Verifylnit");
rv = functionList->C Verifylnit(hSession, 11
&kuznechi kMacMech, /1 MAC
hSecr et Key) ; I ,
MAC
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;

}
printf(" -> O\n");

/*  MAC */
printf("C Verify");
rv = pFunctionList->C Verify( hSession, I
pbt Dat a, 11

arraysi ze(pbt Dat a) , I
pbt Mac, /1
&ul MacSi ze) ; /1l
if (rv 1= CKR_OX)
{
printf(" -> Failed\n");
break;
}
printf(" -> OK\n");
br eak;

Mognuck un npoBepkKa noanncun

MoanepxvuBaeMbie MexaHUaMbl
yCTpOI;ICTBa PyTOKeH noaaepXuearoT cneayrlme mexaHmambl nognnucu:

CKM_GOSTR3410 nognwucu anroputMom NOCT P 34.10.2001 u TOCT P 34.10.2012 ¢ AnuHoW 3aKpbITOro krto4va 256 6uT,

CKM_GOSTR3410_W TH_GOSTR3411 gns coBMECTHOro xewmpoBaHus anroputMom CKM GOSTR3411 u nognucu anroputmom CKM_GOSTR3410,

CKM_GOSTR3410_512 ansa nognucu anroputmom FOCT P 34.10.2012 ¢ onvHom 3akpbIToro kntova 512 6ur,

CKM_GOSTR3410_W TH_GOSTR3411_12_256 ans coBMecTHOro xewumMpoBaHust anropyutmom CKM _GOSTR3411_12_256 1 nognvcu Ha

KntoYye anuHom 256 6ut,

® CKM GOSTR3410_W TH_GOSTR3411_12_512 anst COBMECTHOMO XeLUMpoBaHus anroputMom CKM GOSTR3411_12_ 512 v nognucu Ha
Kno4e AnuHom 512 6ut,

® CKM_RSA_PKCS gnst nognucu anropytmom RSA.

® CKM MD5_RSA PKCS, CKM SHA1_RSA PKCS, CKM SHA224 RSA PKCS, CKM SHA256_RSA PKCS, CKM SHA384_ RSA_PKCS,
CKM_SHA512_RSA PKCS ans anroputma B3siTUS XeLla ¢ NOCneayroLwmm B3aTMeM noanucu no anroputmy RSA

® CKM _ECDSA pgnst nognucu anropytmom ECDSA.

Moanucb AaHHbIX



[ns BbluncneHns nognucy coobenus cnyxat dpyHkumm C_Si gnl nit () u C_Si gn() . CHayana onepaumio NoANUCH HYXHO MHULManu3nposaTtb Yepes C_
Si gnl ni t (), nepeaas B Hee naeHTUMKATOP CECCUM, MEXaHU3Ma W 3aKpbITOro kntoya. 3atem pa3mep Gydepa Ans NoANMCaHHbIX AaHHBIX MOXHO
onpenenuTb, BbidBaB C_Si gn() c ykasaTenem Ha anvHy bydepa, paBHOM Hynto, 1 noanucaTb AaHHble, BbiaBaB C_Si gn() BTOpoW pas.

dyHkumsa C_Si gn(), Kak n HekoTopble Apyrne dyHkumn nHtepderica PKCS#11, Bo3BpallaeT 3Ha4YeHWs pas3nuyHoOn AnvHbl U NOAYMHSAETCS
COOTBETCTBYIOLLEMY COrfaLleHuno BbI30Ba Ans Noao6HbIX hyHKUMI, onucaHHoMy B nyHkTe 11.2 ctangapta PKCS#11. KpaTkas ero cyTb CBOAMTCS K TOMY,
4TO cyLlecTByeT ABa crocoba Bbi3oBa Takux yHKUMIA. B nepBom crnyyae dyHKLUSi MOXeT ObiTb Bbi3BaHa C NyCTbIM yka3aTenem Aslsi BO3BpaLlaemoro
Bydepa (NULL_PTR), B Takom cnyyvae dyHKUMSA BEpHET pa3mep Bo3Bpallaemoro 6ydepa B 6aritax B COOTBETCTBYIOLLYIO NepeMeHHyto. Bo BTopom cnyyae
yHKLUMS MOXeT BbITb Bbl3BaHa C HEMYCTbIM yka3aTenem Ans Bo3spallaemoro 6ydepa u ykasaHHbIM 3Ha4YeHeM AnuHbl Bydepa, B TakoM cryyae
YHKLUNA BEPHET pe3ynbTaT BbIMOMHEHNSA KpunTorpaduyeckor onepaummn B COOTBETCTBYIOLLYIO NEPEMEHHYIO NPU YCMOBUM AOCTAaTOYHOCTN pasmepa
6ydepa. Ecnu ykasaHHast AnuHa Bydhepa HegocTaToudHa Ans BO3BPaLLeHUst BCero peaynbTart, (yHKUms BepHeT owwmbky CKR_BUFFER_TOO_SMALL. Mpwu
yCNeLHOM BbINOSIHEHNM DYHKLUUSI BO3BpaLLaeT kof owmnbku CKR_OK.

Mpun ncnonb3oBaHWM COBMECTHbIX anropMTMOB XeLUMpPOBaHuUs 1 nognucu (Hanpumep, CKM_GOSTR3410_W TH_GOSTR3411) B C _Si gn() nepepaetcs
OTKPbITHIN TEKCT ANA NOANUCH, MPU UCNONb30BaHUM TONLKO anroputma nognuck (Hanpumep, CKM_GOSTR3410) — yxe NpoxeLunmpoBaHHble JaHHble.

I'Ipm MCNoJsib30BaHUN COBMECTHbIX anroputMoB XeLnpoBaHna n noanmcu B MexaHn3me OOJHKHbI ObITb 3adaHbl NapamMeTpbl anropnTtMma xewwnpoBaHua.

B kavecTBe faHHbIX Ha NOANMCL MOXET OblTb NepeaaH 3anpoc Ha cepTudukaT, NpeacTaBneHHbIn B 6anT-koge.

Moannck AaHHbIX OTAENbHBIMA MEXaHM3Mamm XeLmpoBaHus n nognucu

Mpu Ucnonb3oBaHWUM OTAENBHBIX MEXAHW3MOB XELLUMPOBAHWSA U NOANMUCU CoobLLEeHNe cHavYana xewmpyeTtcs yHkumamm C Di gestInit () n C_Digest ()
, @ 3aTeM 3HayeHve xewa noanucbiBaeTcsa dpyHkumammn C_Signlnit () n C_Sign().

Mpumep noanucu ganHHbIX no anroputmy FOCT P 34.10-2012 otaenbHbIMM MEXaHU3MaMM XEeLLUMPOBAHUA U NOAMUCK ONA BCEX
yCTpOMCTB PyTOKEH

Moanuck AaHHLIX no anroputMmy FOCT P 34.10-2012

/* */
CK_BYTE pbtData[] = { 0x3C, 0x21, 0x50, 0x49, Ox4E, 0x50, 0x41, 0x44, 0x46, 0x49, 0x4C, 0x45, 0x20, 0x52, 0x55,
0x3E,

0x3C, 0x21, Ox3E, OxED, OxE5, OxE2, OxE8, OxE4, OxE8, OxEC, OxFB,
OxE9, 0x20, OxF2, OxE5, OxEA,

O0xF1, OxF2, 0x3C, Ox4E, Ox3E, 0xD4, 0xC8, OxCE, 0x3A, 0x3C, 0x56,
Ox3E, OxCF, OxE5, OxF2, OxFO,

OXEE, OxE2, 0x20, OxCF, OxE5, O0xF2, O0xFO, 0x20, OxCF, OxE5, OxF2,
OxFO, OxEE, OxE2, OxE8, O0xF7,

0x20, OxCC, OxEE, OxFl1, OxEA, OxE2, OxEO, 0x2C, 0x20, OxCF, OxES8,
OxEE, OxED, OxE5, OxF0, OxF1,

OxEA, OxEO, OxFF, 0x20, O0xF3, OxEB, 0x2C, 0x20, OxE4, Ox2E, 0x20,
0x33, 0x2C, 0x20, OxEA, OxE2,

0x2E, 0x20, 0x37, 0x32 };

I+ 34.11- 2012(256) */
OK_MECHANI SM HashMech256 = { CKM GOSTR3411 12 256, NULL_PTR 0};

I+ 34.11-2012(512) */
OK_MECHANI SM HashMech512 = {CKM GOSTR3411_12_512, NULL_PTR 0};

I* 1 34.10-2012, 256 */
OK_MECHANI SM  Si gVer Mech256 = { CKM GOSTR3410, NULL_PTR 0};

I* 1 34.10-2012, 512 */
OK_MECHANI SM  Si gVer Mech512 = { CKM GOSTR3410_512, NULL_PTR, 0};

CK_BYTE_PTR pbt Hash = NULL_PTR; /1
CK_ULONG ul HashSi ze = 0; /1
CK_BYTE_PTR pbt Si gnat ure = NULL_PTR; /1 ,
CK_ULONG ul Si gnatureSi ze = 0; I, ,
whi | e( TRUE)

{



/* */
printf("C_Digestlnit");
rv = pFunctionLi st->C_Di gest|nit(hSession,

(HashMech256 HashMech512)
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;

}
printf(" -> OK\n");

/* */
printf("C_Di gest step 1");
rv = pFunctionLi st->C _Di gest( hSessi on,

if (rv = CKR.K)

{
printf(" -> Failed\n");
break;

}
printf(" -> O\n");

pbt Hash = (CK_BYTE*) nal | oc(ul HashSi ze) ;
if (pbtHash == NULL_PTR)

{
printf("Menory allocation for pbtHash failed!
break;
}
menset ( pbt Hash,
0,
(ul HashSi ze * sizeof (CK_BYTE)));
/* */

printf("C_Digest step 2");
rv = pFuncti onLi st->C_Di gest (hSessi on,

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
br eak;

}
printf(" -> O\ n");

/* */
printf("C.Signlnit");
rv = pFunctionList->C_Signlnit( hSession,

(Si gVer Mech256 Si gVer Mech512)

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
br eak;

}
printf(" -> O\ n");

/* */
printf("C_Sign step 1");
rv = pFunctionLi st->C_Sign( hSession,

/1
&HashMech256) ;

11
pbt Dat a,

arraysi ze(pbt Data),
pbt Hash,

&ul HashsSi ze) ;

\n");

11
pbt Dat a,
arraysi ze(pbt Dat a),
pbt Hash,
&ul HashsSi ze) ;

Il
&Si gVer Mech256,

hPrivateKey );

Il
pbt Hash,
ul HashSi ze,
pbt Si gnat ure,
&ul Si gnat ur eSi ze) ;

/1
11
11
11
/1
11
/1
11
11
/1
/1
/1
/1
11

11



if (rv = CKR.OK)

{
printf(" -> Failed\n");
break;

}
printf(" -> O\n");

pbt Si gnature = (CK_BYTE*) mal | oc(ul Si gnat ureSi ze);

if (pbtSignature == NULL)
printf("Menory allocation for pbtSignature failed! \n");
break;
}
nenset ( pbt Si gnature,
0,
ul Si gnatureSi ze * sizeof (CK_BYTE));
/* */
printf("C_Sign step 2");
rv = pFunctionLi st->C_Sign( hSession, /1
pbHash,
ul HashSi ze,

pbt Si gnat ure,
&ul Si gnat ur eSi ze) ;
if (rv = CKR.K)
{
printf(" -> Failed\n");
break;

}
printf(" -> O\n");

/* */
printf("Signature buffer is: \n");

for (i = 0;
i < ul SignatureSize;
i ++)
{
printf("9®2X ", pbtSignature[i]);
if ((i +1) %8 == 0)
printf("\n");
}
br eak;

Mognucbk coBMECTHLIM MEXaHW3MOM XeLUMPOBaHUS U NOANUCH

11
11

/1

/1

Mpu ncnonb3oBaHUM COBMECTHOTO MEXaHWU3Ma W XeLUMpPOBaHWe, U Noanuck BeinonHsaTesa dpyHkumern C_Si gn() . CHavana B doyHkumio C_Signl nit () ne
pefaeTcs COBMECTHbIN MexaHuam (Hanpumep, CKM GOSTR3410_W TH_GOSTR3411), a 3atem B cpyHkumio C_Si gn() — coobLueHwe.

Mpumep nognucu gaHHbIx no anroputmy NOCT P 34.10-2012 coBMECTHLIM MEXaHW3MOM XELUMPOBAHUA M NOAMNUCH

Moanuck aaHHbIX no anroputmy FOCT P 34.10-2012

| *

CK_BYTE pbt Dat a[ ]

O0x3E,

OxE9,

0x3E,

OxFO,

OXEE,

0x33,

*/

0x3C, 0x21, Ox3E, OxED, OxE5, O0xE2, OxES,
0x20, OxF2, OxE5, OxEA,
OxF1, OxF2, 0x3C, Ox4E, Ox3E, 0xD4, 0xC8,
0xCF, OxE5, O0xF2, O0OxFO,
OxEE, OxE2, 0x20, OxCF, OxE5, OxF2, O0xFO,
OXEE, OxE2, OxE8, O0xF7,
0x20, OxCC, OxEE, OxF1, OxEA, OxE2, OxEO,
OxED, OxE5, OxFO, OxF1,
OXEA, OxEO, OxFF, 0x20, OxF3, OxEB, 0x2C,
0x2C, 0x20, OxEA, OxE2,

Ox2E, 0x20, 0x37, 0x32 };

OxE4,

OxCE,

0x20,

0x2C,

0x20,

OxES8,

Ox3A,

0xCF,

0x20,

OxE4,

OXEC,

0x3C,

OXES5,

0xCF,

0x2E,

= { O0x3C, 0x21, 0x50, 0x49, Ox4E, 0x50, O0x41, O0x44, 0x46, 0x49, 0x4C, 0x45, 0x20, 0x52, 0x55,

0xFB,

0x56,

0xF2,

OxES8,

0x20,



I* 34.11-2012, 256 */
CK_BYTE GOST3411_256_params[] = { Ox06, 0x08, Ox2a, O0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02 }

/* 34.10- 2012 34.11-2012 (256 )*/
CK_MECHANI SM HashSi gVer Mech256 = { CKM GOSTR3410_W TH GOSTR3411_12_256, GOST3411_256_par ans, si zeof
(G0ST3411_256_parans) };

I* 34.11-2012, 512 */
CK_BYTE GOST3411_512_params[] = { Ox06, 0x08, Ox2a, O0x85, 0x03, 0x07, O0x01, 0x01, 0x02, 0x03 }
I* 34. 10- 2012 34.11-2012 (512 )*/

CK_MECHANI SM HashSi gVer Mech512 = {CKM GOSTR3410_W TH_GOSTR3411_12_512, GOST3411_512_parans, sizeof
(G0ST3411_512_parans) };

CK_BYTE_PTR pbt Si gnature = NULL_PTR; /1 ,
CK_ULONG ul Si gnatureSi ze = 0; I, ,
whi | e( TRUE)
{
/* */
printf("C.Signlnit");
rv = pFunctionLi st->C_Signlnit(hSession, /1
&HashSi gVer Mech256, 11
(HashSi gver Mech256 HashSi gVer Mech512)
hPrivat eKey ); 11
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;
}
printf(" -> OK\n");
/* */
printf("C_Sign step 1");
rv = pFuncti onLi st->C_Si gn(hSessi on, /1
pbt Dat a, /1
arraysi ze(pbtData), //
pbt Si gnat ure, /1
&ul Si gnat ur eSi ze) ; I/
if (rv 1= CKR_OX)
{
printf(" -> Failed\n");
break;
}
printf(" -> OK\n");
pbt Si gnature = (CK_BYTE*) mal | oc(ul Si gnatureSi ze);
if (pbtSignature == NULL)
{
printf("Menory allocation for pbtSignature failed! \n");
break;
}
nenset ( pbt Si gnature,
0,
ul Si gnatureSi ze * sizeof (CK_BYTE));
/* */
printf("C_Sign step 2");
rv = pFuncti onLi st->C_Si gn(hSessi on, /1
pbt Dat a, /1
arraysi ze(pbtData), //
pbt Si gnat ure, /1
&ul Si gnat ureSi ze) ; /1

if (rv = CKR.OK)

{
printf(" -> Failed\n");
break;



}
printf(" -> O\n");

/* */
printf("Signature buffer is: \n");
for (i = 0;
i < ul SignatureSize;
i ++)
{

printf("9®2X ",
if ((i +1) %8 == 0)
printf("\n");

break;

pbt Si gnature[i]);

Mpumep nopnucy faHHbIX No anroputmy ECDSA otaenbHbIMY MEXaHU3MaMK XEeLLMPOBaHUSI U NOANUCH

Moanuck AaHHbIX No anroputmy ECDSA

[ X F KK A K IR K AT AR I A K IR I AR KA KA IAK AR I A IAK AR K AXIAK AR K AK A XK A I KA I AR I A XK A KA kK

*

*

KKK KK AR KK I AT AR KK IR I AR IR K AR I AR AR I AR AR K ARIAK AR K AR IR K AR KA KA K AR I A F ARk A x k[

0x04, 0x05, 0x06, 0x07,
0x01, O0x02, 0x03, 0x04, 0x05, 0x06, 0x07,
0x01, O0x02, 0x03, 0x04, 0x05, 0x06, 0x07,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07 };

CK_BYTE pbt Dat a[ ]

= { 0x00, 0x01, 0x02, 0xO03,
0x00,
0x00,
0x00,

CK_MECHANI SM sha256Mech = { CKM SHA256, NULL_PTR, O };
OK_MECHANI SM ecdsaSi gVer Mech = { CKM ECDSA, NULL_PTR 0 };

CK_BYTE_PTR pbt Si gnat ure;
CK_ULONG ul Si gnat ureSi ze ;

CK_BYTE_PTR pbt Hash ;
CK_ULONG ul HashSi ze;

whi | e (TRUE)

{

/* */

/1
/1

Il
11

rv = pFunctionLi st->C _Di gestlnit(hSession, &sha256Mech);

if (rv = CKR_OK)

{
printf(" -> Failed\n");
break;

}
printf(" -> O\n");

/* */
printf("C_Digest step 1");

rv = pFuncti onLi st->C_Di gest (hSessi on,

if (rv = CKR.OK)

{
printf(" -> Failed\n");
break;

}
printf(" -> OK\n");

pbt Dat a,

pbt Hash = (CK_BYTE*) nal | oc(ul HashSi ze) ;

if (pbtHash == NULL_PTR)
{

si zeof (pbt Dat a) ,

printf("Menory allocation for pbtHash failed! \n");

NULL_PTR, &ul HashSi ze);



break;

}
menset ( pbt Hash,

0,

(ul HashSi ze * sizeof (CK_BYTE)));
/* */

printf("C_Digest step 2");
rv = pFunctionLi st->C_Di gest (hSession, pbtData, sizeof(pbtData), pbtHash, &ul HashSize);
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;

}
printf(" -> OK\n");

/* */
printf("C.Signlnit");
rv = pFunctionLi st->C Signlnit(hSession, &ecdsaSi gVerMech, hPrivateKey);
if (rv = CKR.K)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> O\n");

pbt Si gnature = (CK_BYTE*) mal | oc(ul Si gnat ureSi ze);
if (pbtSignature == NULL_PTR)

{
printf("Menory allocation for pbtSignature failed! \n");
br eak;
}
menset (pbt Si gnat ure,
0,
ul Si gnatureSi ze * sizeof (CK_BYTE));
/* */

printf("C_Sign step 2");
rv = pFunctionLi st->C_Si gn(hSession, pbtHash, ul HashSize, NULL_PTR, &ul SignatureSize);
if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
br eak;
}
printf(" -> OK\n");
/* */
printf("Signature buffer is: \n");
for (i = 0;
i < ul SignatureSize;
i ++)
{

printf("9®2X ", pbtSignature[i]);
if ((i +1) %8 == 0)
printf("\n");

break;

MpoBepka noanucu

[ns npoBepku noanucy aaHHbix cnyxat dyHkuum C Veri fylnit () n C_Veri fy() . CHayana onepauuto Noanmcu Hy>KHO nHuumanusuposaTb yepes C_V
erifylnit(), nepenas B Hee nAeHTUMKATOP CECCUM, MEXAHM3MA M OTKPBITOrO Krtova. 3aTeM MOXHO npoBepuTb noannck dyHkumen C_Veri fy().

CoBMeCTHbIe MeXaHN3Mbl XeLmMpoBaHus 1 nognucu (Hanpumep, CKM_GOSTR3410_W TH_GOSTR3411) He nogaepxusatotess C Verifylnit(). C Ve
ri fy() nepegaTcs npegBapuTenbHO NpoxelunpoBaHHble dyHkumen C_Di gest () ncxogHble faHHbIe.



MpoBepka nognucu

whi | e( TRUE)
{
R
printf(" CVerifylnit");
rv = pFunctionList->C_Verifylnit(hSession, Il
&Si gVer Mech, /1
hPubl i cKey) ; /1
if (rv = CKR.K)
{
printf(" -> Failed\n");
break;

}
printf(" -> OK\n");

/* */
printf(" C Verify");
rv = pFunctionLi st->C Verify(hSession, /1
pbHash, /1
ul HashSi ze, /1
pbt Si gnat ure, 11
ul Si gnat ur eSi ze) ; I/
if (rv 1= CKR_OX)
{
printf(" -> Failed\n");
break;
}
printf(" -> OK\n");
br eak;

}
if (pbtSignature)

{
free(pbtSignature);

pbt Si gnature = NULL_PTR;
}

i f (pbHash)

free(pbHash);
pbHash= NULL_PTR;

MoToyHas noanuch U NpoBepka NoANUCH

Mpun paboTe ¢ 6oMbLUNM KONMYECTBOM AaHHbLIX BbiBaeT yaobHO OTNPaBnAaTL AaHHbIe TOKeHy YacTaMW. [Npu Takom pexxnme paboTe ¢ TOKEHOM Heo6Xx0aAMMO
ncnoneb3oBaTb dyHKUMM C_Signlnit/ C _Verifylnit, C_Si gnUpdate/ C VerifyUpdate n C_Si gnFi nal / C_Veri fyFinal .

MpvMep noanucK AaHHbIX B HECKOSLKO UTepaumni

/* */
printf("C.Signlnit");
rv = pFunctionList->C Signlnit( hSession, I
&Si gVer Mech256, /1
(Si gVer Mech256  Si gVer Mech512)
hPrivat eKey ); /1
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> O\ n");
for (size_t i=0; i < datalLen; i+=bl ockLen)
{

size_t len = (datalLen-i) < blockLen? (datalLen-i) : bl ockLen;



11

rv = pFuncti onLi st->C_Si gnUpdat e( hSessi on, /1
pData +
i, /1
len); Il
if (rv = CKR.K)
break;
}
if (rv 1= CKR_OX)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> OK\n");
/* */
printf("C_SignFinal step 1");
rv = pFuncti onLi st->C_Si gnFi nal (hSessi on, /1
pbt Si gnat ure, /1
&ul Si gnat ur eSi ze) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> O\ n");
pbt Si gnature = (CK_BYTE*) mal | oc(ul Si gnat ureSi ze);
if (pbtSignature == NULL)
{
printf("Menory allocation for pbtSignature failed! \n");
br eak;
}
menset ( pbt Si gnature,
0,
ul Si gnatureSi ze * sizeof (CK_BYTE));
/* */
printf("C_SignFinal step 2");
rv = pFunctionLi st->C_Si gnFi nal (hSessi on, Il
pbt Si gnat ure, /1
&ul Si gnat ur eSi ze) ; /1
if (rv = CKR.OK)
{
printf(" -> Failed\n");
break;
}

printf(" -> O\n");

LWndposaHmne n pacumdpposaHme

MopnepxvBaemMbie MexaHU3Mbl
YcTponcTea PyTokeH NopaepkuBaroT criedyiolme MexaHuamMbl LW poBaHus:

CKM_GOST28147_ECB anst wuudposanus anroputmom FOCT 28147-89 B pexume NpOCTOi 3aMeHb!,

CKM_G0OST28147 ans wudposaHust anroputmom FOCT 28147-89 B pexmme rammmpoBaHusi ¢ 06paTHoO CBA3bIO (MPorpaMMHOe 1 annapaTHoe),
CKM_KUZNECHI K_ECB ans wudpoBaHus anroputmom KysHeuuk B pexume npocton 3ameHbl (FTOCT 34.13-2018),

CKM_KUZNECHI K_CTR_ACPKM pgnsi wmdpoBaHus anroputmom KysHeunk B pexume rammupoanns CTR ¢ mewmHrom ACPKM (P
1323565.1.017-2018),

CKM_MAGVA_ECB ans wudpoBaHus anroputMom Marma B pexxume npocton 3ameHbl (FTOCT 34.13-2018),

CKM_MAGVA_CTR_ACPKM ans wudposaHusa anroputMom Marma B pexxume rammmupoBaHnus CTR ¢ mewwmnHrom ACPKM (P 1323565.1.017-2018),
CKM_RSA_PKCS pansi wudpoBaHus anroputmom RSA.



BHumaHme!

Tak kak B pexume npocToin 3ameHbl (MexaHnam CKM_GOST28147_ECB) wmudpoBaHue kaxaoro 6roka faHHbIX OCYLLECTBSIETCS OOHUM U TEM e KIT04OM,
3TOT MeXaHW3M JOIMKEeH MPMMEHSATHLCS TONbKO ANs AaHHbIX HebOoMbLLOro pasmepa (Hanpumep, kntoyeit). B npoTMBHOM cryyae CTOMKOCTb anroputma
CHWXaeTcs.

[ns Toro, 4To6bI WM poBaHMe/paclundpoBaHme GbiNo BLINOMHEHO annapaTHO CaMUM YCTPOMCTBOM, KIOY JOMKEH HAXOAUTLCS Ha TOKEHe (TO ecTb
aTpubyT CKA_TOKEN Mcrnonb3yeMoro Ans LnMdpoBaHus Krova AomkeH 6biTb paBeH 3HaveHuno TRUE). Ecnin atpubyt CKA_TOKEN kntoya, KOTopbIv
ncnonb3yeTcs Ans LWndpoBaHus/paclumdpoBaHus, paBeH FALSE, To onepauusi 6yaeT BbINOMHATLCS NPOrpamMMHoO.

LLncdppoBaHue faHHbIX

[nsa wudpoBaHus gaHHbIX ogHUM 6nokom cnyxaT cyHkumm C_Encrypt I nit () wu C_Encrypt (), ans notoyHoro— _Encryptinit(),
C_Encrypt Update() uC_EncryptFinal ().

CHavana onepauuio LMpoBaHUS HY>KHO MHULIMANM3MpoBaTh BbI30BOM (hyHKUmMM C_Encr ypt | ni t (), nepenas B Hee naeHTUdMUKaTOp ceccuu,
MexaHu3Ma 1 CekpeTHoro knioya. B napametpax mexanmamoB ans FOCT 28147-89 n FOCT P 34.12-2015 mMoxHO 3agaTb BEKTOP MHULMANMU3aALMN U ero
ONUHY.

[anee wupoBaHMe MOXHO BbINMONHUTL ANs Bcero 6roka AaHHbIX Lenunkom, BeiaBas pyHkumio C_Encrypt (), unm no yactsim, Beisbiass C_Encr ypt Upd
at e() ans kaxgoro HenocnegHero 6noka u C_Encrypt Fi nal () ans 3aBepatowero 6noka. Ecnn B C_Encrypt Fi nal () nepegatb nycton 6nok
AaHHbIX, TO PYHKLMA BEPHET CyMMapHbI pa3Mep BCex 610KOB 3aluMdpoBaHHbIX AaHHbIX.

Mpumep windpoBaHus aaHHbIX o anroputmam FOCT 28147-89 u FOCT P 34.12-2015

LLincpposaHue aaHHbIX no anroputmam MOCT 28147-89 FOCT P 34.12-2015 B pexMMe NpoCTOM 3aMeHb!

/* */

CK_BYTE pbtData[] = { 0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0xO07,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0xO08,
0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,
0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x00 };

[* | *]
CK_MECHANI SM EncDecMech =

{ CKM G0ST28147_ECB, NULL_PTR, 0 }; // 28147- 89
11 { CKM_KUZNECHI K_ECB, NULL_PTR, 0 }; //

/1 { CKM MAGVA ECB, NULL_PTR, 0 }; I
CK_BYTE_PTR pbt Encr ypt edDat a = NULL_PTR; /1 ,
CK_ULONG ul Encrypt edDat aSi ze = 0; /1 s
whi | e( TRUE)
{

R

printf("C_Encryptlinit");

rv = pFunctionLi st->C _Encrypt|nit(hSession, 11

&EncDecMech, /1
hSecKey) ; I
/1
CKA_TOKEN TRUE, ,
/1 -
if (rv = CKR.K)
{
printf(" -> Failed\n");
br eak;

}

printf(" -> O\n");

/* */

printf("Getting encrypted data size");

rv = pFunctionLi st->C_Encrypt (hSessi on, 11

pbt Dat a, /1
arraysi ze(pbt Dat a), /1 ,

NULL, /1



&ul Encr ypt edDat aSi ze) ; 11
if (rv = CKR.K)
{
printf(" -> Failed\n");
br eak;

}
printf(" -> O\ n");

pbt Encrypt edData = (CK_BYTE*) nal | oc(ul Encrypt edDat aSi ze) ;
if (pbtEncryptedData == NULL)

{
printf("Menory allocation for pbtEncryptedData failed!' \n");
br eak;
}
menset ( pbt Encr ypt edDat a,
0,
(ul Encrypt edDat aSi ze * sizeof (CK_BYTE)));
/* */
printf("C _Encrypt");
rv = pFunctionLi st->C_Encrypt (hSessi on, 11
pbt Dat a, Il
arraysi ze(pbt Data), /1 ,
pbt Encrypt edDat a, 11
&ul Encr ypt edDat aSi ze) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}

printf(" -> O\ n");

printf("Encrypted buffer is:\n");

for (i = 0;
i < ul EncryptedDat aSi ze;
i ++)
{
printf("9%2X ", pbtEncryptedDatalil]);
if ((i +1) %8 ==0)
printf("\n");
}
break;

LLincppoeanune aanHHbix no anroputmam MOCT 28147-89 B pexume raMmmpoBaHus ¢ o6patHom cessbio n FOCT P 34.12-2015 B pexxume raMMUpoBaHus

CTR ¢ mewwmnHrom ACPKM

I+ */

CK_BYTE pbt Dat af ] = { 0x00, 0x01, 0x02, Ox03, 0x04, 0x05, 0x06, 0x07,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, OxO08,
0x02, 0x03, 0x04, Ox05, Ox06, Ox07, Ox08, OX09,
0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, O0x00 };

CK_BYTE IV[] = {0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

0x00, } ; /1 28147- 89

/1 CKM KUZNECH K_CTR ACPKM CKM MAGMA CTR ACPKM

/1 , .

11 32-

/1 Bi gEndi an .

/1 , ACPKM CTR, 34.13-2018.

CK_BYTE kuznechi kEncMechParans[] = { 0x00, 0x00, O0x00, 0x00, O0x00, 0x00, Ox00, 0x00, 0xOO0,
0x00, 0x00, 0x00, }; /1 34.12- 2015

CK_BYTE magrmaEncMechPar ans| ] = { 0x00, 0x00, O0x00, 0x00, 0x00, 0x00, Ox00, 0xO00,

b /1 34.12- 2015



/> 1 *

CK_MECHANI SM EncDecSt r eanmVech =
{CKM_@G0ST28147, 1V, sizeof (IV)}; [/ 28147-89
11 { CKM_KUZNECHI K_CTR_ACPKM &kuznechi kEncMechPar anms, si zeof (kuznechi kEncMechParans) }; // 34.12-
2015 CTR  ACPKM
I { CKM_MAGVA_CTR_ACPKM &magmaEncMechPar ans, si zeof (magmaEncMechPar ans) }; Il 34.12-

2015 CTR  ACPKM

CK_BYTE_PTR pbt Encr ypt edDat a = NULL_PTR; Il ,
CK_ULONG ul Encrypt edDat aSi ze = 0; /1 ,
CK_ULONG ul Bl ockSi ze = 32; /1 ,
CK_ULONG ul Current Posi tion = 0; I
CK_ULONG ul Rest Len = 0; 1/ ,
whi | e( TRUE)
{
R
printf("C_Encryptlinit");
rv = pFunctionLi st->C Encryptlnit(hSession, 11
&EncDec St r eamivech, /1
hSecKey) ; I
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}

printf(" -> OK\n");

/* */

ul Encrypt edDat aSi ze = arraysi ze(pbt Dat a) ;

ul Rest Len = arraysi ze(pbtData);

pbt Encrypt edData = (CK_BYTE*) nal | oc(ul Encrypt edDat aSi ze) ;
if (pbtEncryptedData == NULL)

{
printf("Menory allocation for pbtEncryptedData failed! \n");
br eak;

}

menset ( pbt Encrypt edDat a,

0,
(ul Encrypt edDat aSi ze * si zeof (CK_BYTE)));

whil e (ul RestLen)
{
if (ul Bl ockSi ze > ul RestLen)
ul Bl ockSi ze = ul Rest Len;
printf("Block size: % B (Total: % of %) ", ulBlockSize, ulCurrentPosition + ul Bl ockSi ze,
ul Encrypt edDat aSi ze) ;
rv = pFunctionLi st->C Encrypt Updat e

(hSessi on, 11
pbt Data +
ul Current Posi tion, /1
ul Bl ockSi ze, I,
pbt Encrypt edData +
ul Current Posi tion, /1
&ul Bl ockSi ze) ; I,
if (rv = CKR.K)
{

printf(" -> Failed\n");
br eak;

}
printf(" -> O\n");

ul Current Position += ul Bl ockSi ze;
ul Rest Len -= ul Bl ockSi ze;

}

if (rv 1= CKR_OK)
br eak;



printf("Finalizing encryption");

rv = pFunctionLi st->C _Encrypt Fi nal ( hSessi on, 11
NULL_PTR, /1
&ul Encr ypt edDat aSi ze) ; /1l

if (rv 1= CKR_OK)

{

printf(" -> Failed\n");
br eak;

}

printf(" -> O\n");

/* */

printf("Encrypted buffer is:\n");

for (i = 0;

i < ul Encrypt edDat aSi ze;
i ++)
{
printf("9®2X ", pbtEncryptedDatali]);
printf("\n");
}
br eak;

PacwudpoBaH1e aaHHbIX
[nsa paclumndpoBanns aaHHbIx cryxaT dyHkumn C _Decrypt I nit () n C Decrypt () ansa no6oro pexuma LwndpoBaHus.

CHavana onepaumio paclumgpoBaHus HYXHO MHULManNU3npoBaTh Bbi3oBoM dyHKumMn C_Decrypt | ni t (), nepeaas B Hee naeHTUUKATOP CECcum,
MexaHu3Ma U CEKpeTHOro kntoya. B napameTtpax mexanunama ans FOCT 28147-89 MOXHO 3afaTb BEKTOP MHULMANU3ALMUN U €r0 ANUHY.

[anee paclmdpoBaHue BbINonHsAeTcs BeizoBoM yHkumMmn C_Decr ypt () ¢ nepenaven B Hee 3awmndpoBaHHble AaHHbIe. Pasmep paclumdpoBaHHbIX
[aHHbIX MOXHO y3HaTb, Bbi3BaB C_Decrypt () ¢ nycTbiM ykasaTenem BMECTO yka3aTens Ha 6ydepa Ans paclumpoBaHHbIX AaHHbIX.

Mpumep paclumdpoBaHms gaHHbIX no anroputMmy FOCT 28147-89

PacluncposaHue gaHHbIx no anroputmy FOCT 28147-89

whi | e( TRUE)
{

R

printf("C_Decryptlinit");

rv = pFunctionLi st->C Decryptlnit(hSession, 11

&EncDec St r eanivech, /1
hSecKey) ; 11
if (rv = CKR.OK)
{
printf(" -> Failed\n");
br eak;

}

printf(" -> O\ n");

| * */

printf("Getting decrypted data size");

rv = pFunctionLi st->C_Decrypt (hSessi on, 11
pbt Encr ypt edDat a, 11
ul Encrypt edDat aSi ze, /1
NULL_PTR, /1
&ul Decr ypt edDat aSi ze) ; /1

if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
br eak;



printf(" -> OK\n");
pbt Decrypt edData = (CK_BYTE*) mal | oc(ul Decr ypt edDat aSi ze) ;
if (pbtDecryptedData == NULL)

{
printf("Menory allocation for pbtDecryptedData failed! \n");
br eak;

}

menset ( pbt Decr ypt edDat a,

0,
(ul Decrypt edDat aSi ze * si zeof (CK_BYTE)));

printf("C Decrypt");

rv = pFunctionLi st->C _Decrypt (hSessi on, 11
pbt Encr ypt edDat a, /1
ul Encrypt edDat aSi ze, 11
pbt Decr ypt edDat a, 11
&ul Decr ypt edDat aSi ze) ; 11
if (rv 1= CKR_OK)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> OK\n");
/* */
printf("Decrypted buffer is:\n");
for (i = 0;
i < ul DecryptedDat aSi ze;
i ++)
{

printf("9%92X ", pbtDecryptedDatali]);
if ((i +1) %8 ==0)
printf("\n");

}
br eak;
}
i f (pbt Encrypt edDat a)
{
free(pbt Encrypt edDat a) ;
pbt EncryptedData = NULL_PTR
}
i f (pbtDecryptedData)
{
free(pbtDecryptedData) ;
pbt Decrypt edData = NULL_PTR;
}

YnpaBneHne yCTpoOUCTBOM

dopmaTtupoBaHue TokeHa

dopmaTnpoBaHme TokeHa BO3MOXHO ABYMSA dyHKUMAMN: pyHKumen pacumpenus C_EX | ni t Token() , koTopasi TONHOCTBIO OYMLL@ET NaMATb TOKEHA U
cbpacbiBaeT Bce HacTporku u PIN-koapl, n ctaHaapTHon dyHkumen C | nit Token(), koTopasi yaansieT Tonbko o6bektel PKCS#11.

Bce napameTpbl hopmaTupoBaHus 3agatotcs cTpyktypor Tuna CK_RUTOKEN | NI T_PARAM ykasaTtenb Ha koTopyto BmecTe ¢ PIN-kogom
AomuHncTpaTtopa nepepatotcs dyHkumm C_EX I ni t Token() .

dopmaTtupoanme PytokeH pyHkumen C_EX_InitToken()

I+ PIN %/

#def i ne MAX_ADM N_RETRY_COUNT 10

I+ *)

#def i ne MAX_USER RETRY_COUNT 10

/* DEMOPIN  */

static CK_UTFSCHAR NEWUSER PIN[]] = {'5', '5', '5', '5', '5', '5', '5 '5'};

/* DEMO PI N- */



static CK_UTF8CHAR SO PIN] ={s8,'7,'6,"'5, "4, "'3,"'2,"1};

/* DEMO  */

static CK_CHAR TOKEN_STD LABEL[] = {"!l!Sanpl e Rutoken | abel!!!"};

CK_RUTOKEN_ | NI T_PARAM i nit I nfo_st; /1l CK_RUTOKEN_| NI T_PARAM C_EX_I ni t Token
CK_BBOOL bl sRut okenECP = FALSE; /1l

/* CK_RUTOKEN_| NI T_PARAM */
nenset (& nitlnfo_st,
0,
si zeof (CK_RUTOKEN_| NI T_PARAM) ) ;

initInfo_st.ul Sizeof ThisStructure = sizeof (CK_RUTOKEN_I NI T_PARAM ; 11
initlnfo_st.UseRepairhde =
0; /1 0
- 10 -
initlnfo_st.pNewAdm nPin =
SO PIN; Il PIN
initlnfo_st.ul NewAdni nPi nLen = sizeof
(SO PIN); 11 PI N-
initInfo_st.pNewlUserPin =
NEW USER_PI N; Il PIN
initlnfo_st.ul NewdserPinLen = sizeof
(NEW.USER_PI N) ; 11 PI N-
initlnfo_st.ul MnAdm nPi nLen = bl sRut okenECP ? 6 : 1; /1
PI N-
initlnfo_st.ul MnUserPinLen = bl sRutokenECP ? 6 : 1, I
PI N-
initlnfo_st.ChangeUser Pl NPolicy
= /1 PIN- -
( TOKEN_FLAGS_ADM N_CHANGE_USER PI' N | TOKEN_FLAGS_USER CHANGE_USER PI N);
initlnfo_st.ul MaxAdm nRet ryCount = MAX_ADM N_RETRY_COUNT; /1
initlnfo_st.ul MaxUser Ret ryCount = MAX_USER RETRY_COUNT;
I
initlnfo_st.pTokenLabel =
TOKEN_STD LABEL; /1l
initlnfo_st.ul Label Len = si zeof
(TOKEN_STD_LABEL) ; 11
/* */
printf("Initializing token");
rv = pFunctionLi st Ex- >C_EX_| ni t Token(aSl ot s[ 0], 11
SO PIN, Il PIN
arraysi ze(SO PIN), /1 Pl N-
& nitlnfo_st); 11

if (rv 1= CKR_OK)

printf(" -> Failed\n");
el se

printf(" -> O\n");

Mpu dbopmaTmpoBaHum ctaHgapTHon dyHkumen C_ | nit Token() BO3MOXHO 3aaaTthb TOnbko HOBbIVM PIN-kog AgMyHUcTpaTopa n MeTky TokeHa. Mocne
dopmaTupoBaHus cnegyet 3aaatb PIN-kog Monb3osaTtens dyHkumen C_| ni t PI N() , nockonbky nocne gpopmatnpoBanus yepes C_| ni t Token() ero
3HayeHWe ocTaeTcsi He3afaHHbIM.

dopmaTtupoBaHue PyTtokeH dyHkumeir C_InitToken()

/* DEMO Rutoken */

static CK CHAR TOKEN LABEL[] ={"'M, 'y, " ", 'R, 'u, "t', ‘o, 'k,
whi | e( TRUE)
{

/* */



printf("C_InitToken");

rv = pFunctionList->C_| nitToken(aSl ots[0], 11
SO _PIN, /] PIN
si zeof (SO PIN), /1 PI N-
TOKEN_LABEL) ; 11
if (rv = CKR. CK)
{
printf(" -> Failed\n");
break;
}

printf(" -> O\n");

/* PIN-  */
printf(" Initializing User PIN ");
rv = pFunctionList->C_|I nitPlI N hSession, 11
USER_PI N, Il PIN
si zeof (USER PIN)); 11 Pl N-
if (rv = CKR.K)
{
printf(" -> Failed\n");
br eak;
}
printf(" -> OK\n");
break;

YcraHoBka 1 cmeHa nokanbHoro PIN-koaa

Momumo agyx rmobanbHbix ponen AgmuHucTpatopa u MNonb3osaTens, yctponcTea PyTokeH nogaepxusatoT Ao 29 PIN-kogos JlokanbHbix MNonb3oBatenei
ONs pasHbIX TEXHUYECKUX HYXA,.

YcTaHoBka unm cmeHa rnokansHoro PIN-koga gosmkHa BbINnonHATLEA MNonb3oBaTenem PyTokeH 1 He TpebyeT oTKpbITol ceccum n astopusauum — PIN-kog
Monb3oBaTtens nepegaetcs npsimo B pyHkumto C_EX_Set Local Pi n() .

YcraHoBka nokansHoro PIN-koaa

CK_SLOT_ID sl ot D [V
CK_UTF8CHAR_PTR pUser Pi n; /1 PIN

CK_ULONG ul User Pi nLen; /1 PI N-
CK_UTF8CHAR_PTR pNewlLocal Pi n; /Il PIN

CK_ULONG ul NewLocal Pi nLen; /1 Pl N-
CK_ULONG ul Local I D 11 Pl N-

printf("Setting Local PIN-code");

rv = pf Get Functi onLi st Ex->C_EX_Set Local PI N( sl ot | D, 1,
pUser Pi n, /1
Pl N
ul User Pi nLen, /1 Pl N-
pNewLocal Pi n, /1 Pl N-
&ul NewLocal Pi nLen, /1 Pl N-
ul Local I D); /1 Pl N-

if (rv 1= CKR_OK)

printf(" -> Failed\n");
el se

printf(" -> O\n");

Pasbnokuposka PIN-koga Monb3oBatensi

B uenax 6e3onacHocTy Ans nonb3oBaTensckoro PIN-koaa BBeAEH CHETUMK NOMbITOK HENPaBWbHOro BBoAa. Mpu NpeBbILLEHNM 334aHHOTO MakcUmyma
nonbiTok PIN-kog 6nokupyeTcst n AanbHenwas ayteHTudukaums ¢ npasamu Monb3oBaTtens CTaHOBUTCS HEBO3MOXHOM. COpOC cyeTymnka nonbIToK
HeyaayHoro BxoAa ocyluectensaetca dyHkumen C_EX_Unbl ockUser PI N( ), B KOTOpYto nepefaeTcs XaHA Ceccum ¢ NpeaBapuTENbHO BbINOMHEHHBIM
BXOAOM C npaBamMn AgMuHMUCTpaTopa.



CuyeTuyunk aBTOMaTUYECKN cOpackiBaeTcs npy BBoAe npasunbHoro PIN-koga Monb3oBaTens, ecnu He Obin NpeBbIleH 3aAaHHbIN MakCUMyM MOMbITOK.

Pa3bnoknpoBka TOKkeHa

/* PIN  */
printf("Unlock User PIN');
rv = pFunctionLi st Ex- >C_EX_Unbl ockUser PI N( hSession); //
if (rv 1= CKR_OK)
printf(" -> Failed\n");
el se
printf(" -> O\n");

YnpaeneHue namaTtbto PytokeH 3L Flash

Mony4yeHune o6bLema cprelw-namMaTu

MonyunTb BeCb 06BbEeM BHELLHEN dreLl-NamsTh MOXHO C NOMOLLbIo dyHKUmMM paclumpeHns C_EX_Get Dri veSi ze() , nepeaas B Hee ngeHTudmkaTop
croTa ¢ NOAKMYeHHbIM TOKEHOM 1 yKka3aTenb Ha bydep, B kKoTopbli ByaeT Bo3BpaLLeH NonyyYeHHbI o6bem namsaTt B M6.

MonyyeHne obbema cnaww-namat PytokeH LM Flash

CK_ULONG ul DriveSize = 0; /1 -

printf("Get Flash nenmory size");
rv = pFunctionLi st Ex->C_EX Get Dri veSi ze(aSl ot s[ 0], 11
&ul DriveSi ze); [/ -
if (rv = CKR.CK)
printf(" -> Failed\n");

el se
{

printf(" -> O\n");

printf("Menmory size: %l M\n", (int)ulDriveSize);
}

Co3panue pasaenos gnew-namaTu

Pnew-namate PytokeH SLIM Flash MmoxeT 6bITb pa3buta Ha HECKOMNBKO HE3aBUCKUMbIX Pa3fenoB C pasHbiMU NpaBaMu AoCTyna K HUM. MuHumansHoe
KONMYeCTBO pa3fenos — 1, MakcumansHoe — 8.

Pytoken SUIM Flash nopaepxvBaeT cnefyoLuye npasa AOCTyNa K pasaenam: Ans yreHusi n 3aanucy (ACCESS_MODE_RW), Tonbko Ans 4teHus (ACCESS_MO
DE_RO), cKpbITbIVi pa3fen, 3alyLLeHHbIN OT 0TOBpaXKeHNs B onepaLoHHON cucTemMe, YTeHus, 3anucuy n nioboro gpyroro Tuna goctyna (ACCESS_MODE_HI
DDEN) u pa3gen, amynupytowmin CD-ROM (ACCESS_MODE_CD).

Bnapgenbuem pasgena MoxeT BbicTynatbe AaMuHuctpaTop PyTokeH (CKU_SO), Monb3oBaTtens PyTokeH (CKU_USER), a Takke nokanbHblii nonb3osartensb (¢
naeHTudmkaTopom B npegenax ot 0x03 go Ox1E) ¢ npeaBapuTenbHO 3agaHHbiM dyHkumen C EX_Set Local Pi n() PIN-kogom.

[ns pa3meTky cprew-namaTv Ha pasgensl npegHasHadeHa dpyHkuma C_EX_For mat Dri ve() . Bea nHdopmauums o pasgenax (06bem namsit, npasa
nocTyna, Bnageneu u conaru) 3agaetcs B maccuse CTpykTyp Tvna CK_VOLUME_FORMAT_| NFO_EXTENDED, koTopbith 3aTeM BmecTe B PIN-kogom
AOMUHUCTpaTopa 1 MAEHTUUKATOPOM croTa, K KOTOpoMy noakntoyeH PyTokeH, nepeaaetcs B coyHkumio C_EX_For mat Dri ve() .

CoapnaHue pasgenoB cdnew-namsitn PytokeH 3L Flash

CK_ULONG Vol umeRWSi ze = 0; 11

CK_ULONG Vol uneRGCSi ze = 0; I

CK_ULONG Vol uneCDSi ze = 0; /1 CD- ROM
CK_ULONG Vol umeHl Si ze = 0; /1

CK_ULONG CKU_LOCAL_1 = 0x03; /1l

CK_ULONG OKU_LOCAL_2 = OX1E; /1

/* */



OK_VOLUME_FORMAT | NFO_EXTENDED | ni t Par ans[] =

{

{ Vol umeRWSi ze, ACCESS_MODE_RW CKU USER, 0 },

{ Vol umeRCSi ze, ACCESS _MODE_RO, CKU SO, 0 },

{ Vol umeH Si ze, ACCESS_MODE_HI DDEN, CKU LOCAL_1, 0 },

{ Vol umeCDSi ze, ACCESS_MODE_CD, CKU LOCAL_2, 0 }
b
I ni t Parans[ 0] . ul Vol uneSi ze = ul DriveSize / 2;
I ni t Parans[ 1] . ul Vol uneSi ze = ul DriveSize / 4;
I ni t Parans[ 2] . ul Vol uneSi ze = ul DriveSize / 8;
I nit Parans[3].ul Vol umeSi ze = ulDriveSize - (ulDriveSize / 2) - (ulDriveSize / 4) - (ulDriveSize / 8);
printf("\nFormatting flash nenory");
rv = pFunctionLi st Ex->C_EX FornatDrive( aSlots[0], /1
CKU_SO, I
SO PI'N, Il PIN

si zeof

(SO PIN), Il PIN
| ni t Par ans, /1

arraysi ze(lnitParans)); //
if (rv = CKR.K)
printf(" -> Failed\n");
el se
printf(" -> O\n");

MonyyeHue MHpopmaLmm o pasgenax gell-namaTu

MonyunTb MHOPMaLMIO O CYLLECTBYIOLMX Ha dneLl-namsaTy pasaenax MoXHO ¢ nomoLlbto dyHkumm C_EX_Get Vol unesl nf o() , nepenas B Hee
MAEHTUMMKATOP CroTa, K KOTOPOMY MOAKIIOYEH TOKEH, ykasaTenb Ha Bydep u ero pasmep, kyda 6yaeT Bo3BpalleH MaccuB CTpykTyp Tuna CK_VOLUVE_| N
FO_EXTENDED c nHchopmaumel o pasgenax (uaeHTudukaTop pasgena, ero pasmep, npaea gocTyna, Bnageneu u conaru). Pasmep 6ydepa MoxHO
onpegenuTb, BbidaBaB C_EX_Get Vol unmes! nf o() c¢ nycTeiM ykasatenem Ha 6ydep.

MonyyeHne uxicopmaumu o pasaenax gnelu-namati PytokeH SLIM Flash

CK_VOLUME_I NFO_EXTENDED _PTR  pVol uneslinfo = NULL_PTR, //
CK_ULONG ul Vol unesl! nf oCount = 0; /1

printf("\nGetting volumes info");
rv = pFunctionLi st Ex- >C_EX_Get Vol unes! nfo( aSl ot s[ 0], 11

NULL_PTR, /1
&ul Vol unesl nf oCount ) ; //

pVol umesl nfo = (CK_VOLUVE_| NFO_EXTENDED*) nal | oc(ul Vol unesl nf oCount * si zeof (CK_VOLUME_| NFO_EXTENDED) ) ;
menset ( pVol unesl nf o,

0,

(ul Vol urresl| nf oCount * si zeof (CK_ULONG)));

rv = pFuncti onLi st Ex->C_EX_Get Vol unesl| nf o(aSl ot s[ 0] , I
pVol unesl nf o, /1l

&ul Vol unesl nfoCount); //
if (rv 1= CKR_OK)

{
printf(" -> Failed\n");
}
el se
{
printf(" -> O\n");
for (i = 0; i < (int)ul VoluneslnfoCount; i++)
{

printf("\nPrinting volume 9%.2d info:\n", (int)i+1);



printf(" Volunme id: %2.2d \n", pVoluneslinfo[i].idVolune); Il

printf(" Vol ume size: % Mo \n", pVolunesinfol[i].ul Vol uneSize); /1
printf(" Access node: 9%.2d \n", pVolunesinfol[i].accessWde); /1
printf(" Vol ume owner: 9%.2d \n", pVoluneslnfol[i].vol uneOnner); 11
printf(" Flags: 0x%8.8X \n", pVoluneslnfo[i].flags); /1

N3meHeHne aTpubyToB pasgernos crell-namstu

PaboTa ¢ 3awuLieHHbIMY pasgenamu (C npaBamMy JOCTYNa TONbKO ANs YTeHus, ckpbiTbiM 1 CD-ROM pasgenam) cBoguTcsl K TOMy, Y4TO Briagenew,
pasgena Ha Bpemsi paboTbl C pa3genom MeHsIET K HeMy npaea goctyna. [JocTynHo ABa cnocoba u3aMeHeHus aTpubyToB paszena: BpeMeHHoe 1
nocTosiHHoe. BpeMeHHOe usmeHeHe MeHseT npaea JoCcTyna A0 NepBoro OTKMYeHWs ycTporcTea n3 USB-nopta, nocne yero npaea gocTyna
cbpacbiBatoTcs Ha npexHue. MNocTosiHHoe n3meHeHve aTpMbyToB AOCTyna AeNCTBYET BMMOTb 40 CEAYHOWEero uaMeHeHns atpubyTos.

[ns o6oux cnoco6oB n3ameHeHust aTpubyToB ncnonb3yeTtcst ogHa dyHkumss C_EX_ChangeVol uneAt tri but es(), B KoTopyto nepegaetcs
naeHTUdMKaTop crioTa ¢ NOAKMIOYEeHHbIM TOKEHOM, Brageney pasaena u ero PIN-koa, a Takke HoBble Npasa AoCTyna K pasgeny v gpnar BpeMeHHOCTU
/NOCTOSAHHOCTN N3MEHEHMS.

W3meHeHune aTpubyTtoB pasaenos ¢nelu-namsatu PytokeH 3LIM Flash

printf("\nChangi ng vol une attributes");

rv = pFuncti onLi st Ex->C_EX_ChangeVol uneAttri but es(aSl ot s[ 0], /1
CKU_SO, 11
SO PIN, /1 PIN
si zeof
(SO PIN), /Il PIN
Vol uneRO, /1
ACCESS_MODE_RW 11
CK_TRUE) ; /1 CK_TRUE - , CK_FALSE -

if (rv 1= CKR_OK)

printf(" -> Failed\n");
el se

printf(" -> O\ n");



	Встраивание устройств Рутокен через PKCS#11

