O6bexThl ceptudukatoB (CKO_CERTIFICATE)

3710t pasaen onuckiBaeT knacc obbektoB CKO_CERTIFICATE Ttvna ganHbix CK_OBJECT_CLASS, ucnonb3aytowuiica B atpudbyte CKA_CLASS
06bEKTOB.

® O6wue aTpnbyTbl 06BEKTOB CepTUMKaATOB
® O6bekTbl cepTudmrkaTa oTKpbITOro Kkitoda X.509
® O6bekThl cepTudumkaTa atpubytos X.509

Ob6uwue aTpmbyTbl 0OBLEKTOB CepTUUKaATOB

O6bekTbl cepTudukatos (knacc oo6bektoB CKO_CERTIFICATE) conepaTt cepTudukaThl OTKPbITbIX KNtouen unu ceptudmkatsl atpnbyTtos. Cneaytowias
Tabnuua onpeaensiet oblwme atpubyThbl ANst Bcex 06BbEKTOB cepTUUKaTOB B AOMOMHEHME K 06LyM aTpubyTam, onpeaeneHHbIM Ans 3Toro knacca
06bEeKTOB.

Tabnuua 2.6. O6wme aTpubyThl 06HLEKTOB CepTUdUKATOB

ATpubyT Tun AaHHbIX 3HaueHue
O6wue aTpubyTbl 06ekToB cepTucdumkaTos (Common Certificate Object Attributes)

CKA_CERTIFICATE_TYPE1 CK_CERTIFICATE_T @ Twn ceptudukata

YPE
CKA_TRUSTED? CK_BBOOL CepTudukaT SBNAETCS 4OBEPEHHBIM AN NPUIOXEHUS, KOTOPLIM ObiN co3aaH.
CKA_CERTIFICATE_CATE @ CK_ULONG KaTeropusa ceptudukara:
GORY 0 = He onpepaeneHa (No ymonyaHuio), 1 = nonb3oBaTenb TOKeHa, 2 = LeHTp cepTudmkaumm, 3 =
apyras kateropusi
CKA_CHECK_VALUE Byte array KoHTponbHas cymma
CKA_START_DATE CK_DATE [ata Havana gencTeus cepTudmrkaTa (Mo yMonyaHuio nycTo)
CKA_END_DATE CK_DATE [aTta okoH4aHus1 fencTeusa cepTudmkaTa (Mo yMOnyYaHuto nycTo)

ATpubyThl 06BEKTOB cepTudMKaToB, onpegeneHHele nponssoauterneM (Rutoken Vendors Defined Certificate Object Attributes)

CKA_CAPL_ID MaeHtTudukatop kntoyeBor napbl (Mo ymonyanuto 0)

1 [okeH BbITe onpeaeneH npu cosgaHun obbekTa ¢ nomolybio dyHkummn C_CreateObject.

2 3naueHne CK_TRUE moxeT 6bITb 324aHO0 TONbKO AOMUHUCTPATOPOM
Atpunbyt CKA_CERTIFICATE_TYPE He moxeT 6bITb M3MeHeH nocne co3faHust obbekTa. YcTponctea PyTokeH NnoaaepXxvsaioT cneaytoLme Tunbl
cepTudmKaToB:

® cepTudmKaT OTKpbITOro kntoya X.509
® ceptudmkat atpmubyTta X.509

3HayeHne CK_TRUE atpubyta CKA_TRUSTED He MoOXeT 6biTb 3a4aHO NPUNOXEHNEM U JOIHKHO 3a4aBaTbCa NPU MHMLMANM3aLmMm TOKeHa unm
AOMUHUCTPaTOPOM TOKeHa. [loBepeHHbI cepTudmKaTt He MOXET OblTb UBMEHEH.

ATpunbytT CKA_CERTIFICATE_CATEGORY wvcnonb3yeTcsi Ans MHAMKaLMK TUMa XpaHUMOoro cepTudmkaTa: siBRsieTCS N1 OH NMoJib30BaTENbCKUM C
COOTBETCTBYIOLLUMM €My 3aKpbITbIM KIMHOYOM, XpaHUMbIM Ha TOKEHE («MNOMb3oBaTeNb TOKEHaY), CepTUCDMKATOM, BbihaHHbIM LieHTpy CepTudmkaumm
(«UeHTp cepTudMKaLMM») Un cepTUdUKaTOM APYron KaTeropum («apyrasi kKateropusi»). 3ToT aTpubyT He MOXeT BbITb M3MEHEH Nnocne co3aaHnsa obbekTa.

ATpubytel CKA_CERTIFICATE_CATEGORY v CKA_TRUSTED wucnonb3yoTcsi COBMECTHO Ansi 0TobpaxeHus kaTeropuin ceptudukatos. CepTudumkat B
certificates CDF (Certificate directory File, cm. PKCS #15) 6yaeT nomeueH kak cepTudukaTt kateropmm «nonb3oBartenb TokeHa». CepTudukar B
trustedCertificates CDF nnu usefulCertificates CDF 6yaeT nomeueH kak cepTudmkaTt KaTeropum «LEeHTp cepTudukauumy unm «apyrne nuuay B
3aBMCUMOCTU OT 3HadeHui atpnbytoB CommoncCertificateAttribute.authority 1 CKA_TRUSTED, nocneaHuii u3 KotTopbix nokasbiBaeT, k trustedCertificates
nnu usefulCertificates CDF npuHagnexuT ceptudukar.

3HayeHune atpubyta CKA_CHECK_VALUE BbiBOgMTCA M3 caMoro ceptudmkata cnegyowmm obpasom: 6epytcs nepsble 3 6avita SHA-1 xewwa atpubyta
CKA_VALUE ob6bekTa cepTudumkara.


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178516
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178518

Atpunbytel CKA_START_DATE 1 CKA_END_DATE npeaHa3HayeHbl TONbKO Ans CNpaBoYHON MHEOPMaLMK; UM He NPUCBaNBaETCs UHOTO 3HaYeHus. Ecnn
OHM MPUCYTCTBYIOT, TO NPUNOXEHNE HECET OTBETCTBEHHOCTb 3@ YCTAHOBKY 3HaYEHWUI, COOTBETCTBYIOLLMX NONsSM cepTudumkaTa «ercTButeneH c» («not
before») n «OderictButeneH no» («not after») (ecnu TakoBble MmetoTcs).

ATtpnbyt CKA_CAPL_ID npeaHasHayveH ans xpaHeHus ID koHTelHepa u3 6ubnuoteku rtCSP. B cnyyae, koraa HET BO3MOXHOCTM BbISICHATL 3HaYeHne
aTpubyTa, cnegyeT UCMONb30BaTh 3HAa4YEHUE MO YMOon4YaHuio, pasHoe 0.

K copepxaHuio 1

Ob61bekTbl cepTudmkaTa oTKpbITOro knto4va X.509

O6bekTbl cepTudukata X.509 (Trn ceptudukata CKC_X_509) cogepxaT cepTucmkaThl OTKPbITHIX kntodern dpopmaTa X.509. Cnegytowas Tabnmua
onpenenseT atpubyTbl 06bekTOB cepTudmkata X.509 B AononHeHUe K o6LLmmM atpubyTam, onpeaeneHHbIM AN 3Toro knacca 06beKTOB.

Tabnuua 2.7. ATpubyTbl 06bekToB cepTudukara X.509

ATpuUbyT Tvn pgaHHbIX 3HaueHue
CKA_SUBJECT1 Byte array Wwmsa enapensua ceptudrkata 8 DER-koamposke
CKA_ID Byte array MpoeHTndmkaTop kntoya Anst napbl «OTKPbIThIA/3aKPbITIN KIHOUY» (MO YMOYaHUIO NyCTO)
CKA_ISSUER Byte array Wms uspatens ceptudpukata B DER-kognpoBke (No ymonyaHuio nycro)
CKA_SERIAL_NUMBER Byte array CepuitHbiii Homep cepTudmkata B DER-koampoBke (Mo ymonyaHuio nycTo)
CKA_VALUE2 Byte array Copepxumoe ceptudukata B BER-kogmposke
CKA_URL3 RFC2279 string HenycTtown atpubyT 3agaet URL, No KOTOPOMY MOXHO NOMy4uTb cepTudukat Lenmkom (no

YMOIYaHuIo NycTo)

CKA_HASH_OF_SUBJECT_PUBL | Byte array Xew SHA-1 oTKpbITOro Kntoya Bnagensua ceptudukarta (Mo yMonyaHuo nycTo)
IC_KEY*

CKA_HASH_OF_ISSUER_PUBLI Byte array Xew SHA-1 oTKpbITOro Kntoya uagartens ceptudmkara (Mo yMornyaHuto nycro)
C_KEY*

CKA_JAVA_MIDP_SECURITY_D CK_ULONG [omeH 6e3onacHocTu Java MIDP:

OMAIN

0 = He onpegeneH (no ymonyaHuio), 1 = nponssoamnTens, 2 = onepaTop, 3 = TpeTbe NULO

CKA_NAME_HASH_ALGORITHM ' CK_MECHANISM_ ' OnpepensieT MexaH13M, UCNOSb3yeMblli ANS BbIYUCIEHNS 3HAYEHUI
TYPE CKA_HASH_OF_SUBJECT_PUBLIC_KEY u

CKA_HASH_OF_ISSUER_PUBLIC_KEY. Ecnu aTpnbyT He 3agaH, TO 3HayeHue no
ymonyaHuio - SHA-1.

1 OomkeH 6bITb 3a4aH Npu co3gaHum obbekTa.

2 [orkeH ObITb 3aaaH Npu co3gaHum obbekTa. He MoxeT GbiTb nycTbiM, ecn CKA_URL nycTo.

3 He MoXeT GbiTb nycteim, ecnu CKA_VALUE nycrto.

4 MoxeT BbiTb nyctbiM, Tonbko ecnu CKA_URL nycto

Tonbko atpmbyTel CKA_ID, CKA_ISSUER 1 CKA_SERIAL_NUMBER wmoryT 6bITb 3MeHeHbI Mocne co3faHns obbekTa.

Atpunbyt CKA_ID npepHasHayeH Ans pa3nuyeHns HECKONbKMX Nap «OTKPbITbIA/3aKPbIThIA KIOYy, NPUHaANexXaLumx ogHOMY CyObekTy (BHE 3aBUCHMOCTU
OT TOrO, XPaHSITCS OHW Ha TOKeHe KN HeT). (MoCKOIbKY KMoYM OTNIMYAIOTCS TaKkKe MMEHaMM CyObEeKTOB, BO3MOXHO, YTO KIOYM AN PasHbIX Cy6bEeKTOB
MOryT uMeTb oanHakoBble 3HaveHus CKA_ID, n HeonpeaeneHHOCTU He BO3HWKHET.)

B uensx coBmecTMocTu 3HaveHns atpndytos nms cybvekta (CKA_SUBJECT) n ngeHtudmkatop kntova (CKA_ID) gomkHbl coBnagaTb y cepTudukata un
COOTBETCTBYIOLLIE MY KITIOYEBOW Napbl (XOTS OHW He 06513aTenbHO AOMKHBI XPaHUTLCS HA OAHOM M TOM Xe TOKeHe). SBnseTcst Heobs3aTenbHbLIM
yCroBueM, Takxke Kak 1 yCroBMe YHUKanbHOCTU MAeHTUdMKaTopa Koya Anst JaHHOro cybbekTa — B YHaCTHOCTU, MPUITIOXKEHNe MOXeT OCTaBUTh 3HaYeHne
aTpmbyTa nycrbiM.



ATtpunbyTtel CKA_ISSUER 1 CKA_SERIAL_NUMBER ucnonb3ytoTcst ans coBmectumoctt ¢ PKCS #7 1 npoTokonom KoHmaeHUManbHon noytsl Privacy
Enhanced Mail (PEM, RFC1421). 3ameTum, 4to Anst ceptudmkatos X.509 Bepcuu 3 naeHTMdukaTop krova MoXeT ObITb BKMIOYEH B OMOMHEHNE
ceptudumkata. NMogpasymesaetcs, 4To 3Ha4yeHne CKA_ID paBHO naeHTUdMKaTOpy Ktoya B TakoM cepTudukaTte, XoTa 310 TpeboBaHve aBnseTcs
Heobsa3aTenbHbIM.

Atpubyt CKA_URL genaet Bo3amoxHbim xpaHeHve URL, rae moxHo HanTu cepTudumkaT. XpaHeHne URL BmMecTo cepTuchmkata 4acTo ncnonb3yercs B
MobunbHOW cpeae.

Atpunbytel CKA_HASH_OF_SUBJECT_PUBLIC_KEY n CKA_HASH_OF_ISSUER_PUBLIC_KEY ucnonb3ytoTcs Ansi XpaHeHWsl XeLen OTKPbITbIX KIoYen
BragenbLa u uanatens ceptugmkara. OHM 0cobeHHO BaxkHbI B criyyae, ecnv AocTyneH Tonbko URL ans cBsian cepTudmkaTta ¢ 3akpbITbIM KIOYOM, U Npu
novcke cepTudukaTa usgartens.

ATtpubytT CKA_JAVA_MIDP_SECURITY_DOMAIN cBsi3biBaeT cepTudukat ¢ fomeHom 6esonacHoctu Java MIDP.

Hwxe npruBoautcs npumep wabnoHa Ansi co3gaHus obbekTa ceptudukata X.509.

LLla6rnoH coanaHusi o6bekTa ceptudmkara X.509

CK_OBJECT_CLASS your _cl ass = CKO_CERTI FI CATE;
CK_CERTI FI CATE_TYPE cert Type = CKC_X 509;
CK_UTF8CHAR | abel [] = "A certificate object";
CK_BYTE subject[] = {...};
CK_BYTE id[] = {123};
CK_BYTE certificate[] ={...};
CK_BBOOL |sTrue = CK_TRUE;
CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{ CKA_CERTI FI CATE_TYPE, &certType, sizeof(certType)};
{CKA_TOKEN, &l sTrue, sizeof(IsTrue)},
{CKA_LABEL, | abel, sizeof(label)-1},
{ CKA_SUBJECT, subject, sizeof(subject)},
{CKA_ID, id, sizeof(id)},
{CKA_VALUE, certificate, sizeof(certificate)}

K cogepxxaHuio 1

Ob6bekThl cepTudukata atpmbytos X.509

Ob6bekTbl cepTudukata atpmbyTtos X.509 (Tun ceptudmkara CKC_X_509_ATTR_CERT) cogepxart ceptudukatel atpubyto X.509. CnepytoLas
Tabnuua onpegenset atpnbyTbl 06bEKTOB cepTudmkaTa atpubyta X.509 B gononHeHve k obwym atpubytam, onpegeneHHbIM Ans 3TOro Kracca
06BEKTOB .

Tabnuua 2.8. ATpubyThbl 06ekToB cepTudurkata atpubyros X.509

ATtpubyt | Tun 3HaueHue
naH
HbIX

CKA_OW | Byt Tone Bnagenbua ceptudukata atpnbytos B DER-kognposke Otnuyaetcsa ot atpubyta CKA_SUBJECT cepTudumkaToB
NER! e CKC_X_509, nockonbky otnmuyaetcsi cuHtakecuc ASN.1 1 kogmpoBka
Array

CKA_AC_ | Byt  Tone u3gatens cepTudumkata atpubytos B DER-koguposke. OTnndaeTtcs ot atpnbyta CKA_ISSUER ceptudukato CKC_X_509,
ISSUER e nockonbKy oTnuyaeTcsa cuHTakcuc ASN.1 n kogMpoBka (No yMonyaHuio nycTo)
Array

CKA_SE Byt = CepwuiiHblii Homep cepTuchmkata B DER-kogupoBke (Mo yMonyaHuio nycTo)
RIAL_NU e
MBER Array

CKA_ATT | Byt @ T[locnegoBaTenbHOCTb 3HAYEHU MOEHTUMKATOPOB 0O BLEKTOB, COOTBETCTBYIOLLMX TUMAM COAepXaLLmxcs aTpubyTos B
R_TYPES e ceptudmkate B BER-kogupoBke. MNone no3sonsieT ocyLwecTBNsiTb NOMCK 3aAaHHoro atpubyta 6e3 aHanusa u pasbopa camoro
Array cepTudmkaTa (N0 ymMonyaHumio nycTo)



CKA_VAL Byt @ Ceptudukat B BER-koanposke

Ug’ e
Array

" pomkeH GbITb 3a/1@H NPU CO3AAHNM OBbEKTA
Tonbko aTpnbyTel CKA_AC_ISSUER, CKA_SERIAL_NUMBER 1 CKA_ATTR_TYPES moryT 6bITb n3MeHeHbl nocne co3gaHus obbekTa.

Hwxe npvBoautcs npumep wabnoHa ans cosgaHus obbekTa ceptudukata atpnbyrta X.509.

LLla6brnoH ans cosnaHus ob6bekTa ceptudmkara atpubyra X.509

CK_OBJECT_CLASS your _cl ass = CKO_CERTI FI CATE;
CK_CERTI FI CATE_TYPE cert Type = CKC_X 509 _ATTR CERT;
CK_UTF8CHAR | abel [] = "An attribute certificate object";
CK_BYTE owner[] = {...};
CK_BYTE certificate[] ={...};
CK_BBOOL |sTrue = CK_TRUE;
CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{ CKA_CERTI FI CATE_TYPE, &certType, sizeof(certType)};
{CKA_TOKEN, &l sTrue , sizeof(lsTrue )},
{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_OMNER, owner, sizeof (owner)},
{CKA_VALUE, certificate, sizeof(certificate)}

K coiepxaHuto 1
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