PyTtokeH NnarvH. OnucaHue npogykra

HasHaueHue npoaykTa

PyTokeH lMNnarMH — 3To nporpamma, kotopasl B codeTaHum ¢ TokeHamu u cmapT-kaptamm PytokeH JLIM 2.0/3.0/PKI sBnseTcs KOMNNEKCHbIM peLleHnem
NS 3NEeKTPOHHOW noanucK 1 AByXdakToOpHON ayTeHTudmkaumm B 6paysepe.

PyTokeH lNnarvH nomoraet:

® CoxpaHuTb YyA06CTBO CNONb30BaHWS canTa Ansl KNUEHTOB;
® CHW3WTb 3aTpaThbl HA BHEAPEHME U UCMOSb30BaHNE 3NEKTPOHHOW noanucy;
®  Acknountb puck nogbopa rnorvHa-napons B IMYHOM kabuHeTe.

B3aumogencteue B 6pay3epe npomcxoaut vepes JavaScript API. ECTb UHCTPYMEHTbI Ans:

CospgaHus 3anpocoB U 3anncu cepTUUKaToB;

BbluncneHust aneKTpoHHOM NOANUCH pasHbIMK anroputMamu;

LLindposaHus;

Ynpaenenusi PIN-kogamu, kntovamu n ceptudmkatamm RSA- n FOCT-2012 Ha ycTpoicTBax;
PaboTbl co cpeacTBamm BU3yanuaaumm U KOHTPONS NOANUCLIBAEMbIX AAHHbIX;

[ob6aBnexuns B nognuck MHopMaLMn 0 BpeMeHU 1 MecTe NoanucaHns Ana aHTMdpoa aHanuaa.

Mpwu yctaHoBke PyTokeH MnarvH He TpebyeT NonHOMOYniA agMUHUCTPaTOPa CUCTEMbI U UCMONb3YeT TONbKO BCTPOEHHbIE B Gpay3ep Bo3MOXHOCTU 1 API.
Mopowiget nobon komnbloTep nog ynpaenednem OC Windows, macOS vnu Linux ¢ ntobeim nonynspHbiM 6pay3epom.

Baanmogencteme ¢ USB-ycTponcrsamu

PyTokeH MNnarvH paboTtaeT ¢ TokeHaMu 1 cMapT-kapTamu cemeinctea PyTokeH SLIM. 3Tn ycTpoicTBa He TpebyoT yCcTaHOBKM ApaliBEPOB U FOTOBbI
K paboTe cpady nocne NOAKMOYEHUS K KOMMNbIOTEPY.

blocked URL

Mpu BblYMCIIEHNM 3NEKTPOHHOM Noanucy PyTokeH MnarvH HanpsiMyto oGpallaeTcst K KpunTosapy B yCTpoiicTBax PyTokeH. KpunTtorpaduyeckve onepauum
NPOUCXOAAT BHYTPM TOKEHA UMM CMapT-KapTbl, 683 BO3MOXHOCTM Bbl4aun HApYXKy 3aKpbITOro Krntoya. TO UCKIYAET PUCK KOMMPOBAHUS KIOYe.

Ycnosusi paboThl

AnnapatHble TpeboBaHUA
Intel-coBmecTumMble npoueccopbl x86/x86_64
Poccuiickme npoueccopbl dnbbpyc, baikan

ARM7, ARM64

MporpammHble TpeboBaHus
OnepaLlMOHHble CUCTEeMbl, Ha KOTOPbIX NPOBOAUIOCL TECTUPOBaAHKUE!

Windows 7 n HoBee

macQOS,

Linux

OteuectBeHHble JTuHykebl ans x86\x64, ARM7, ARM8, Baiikan-M n 9nbbpyc

Bpay3aepbil, B KOTOPbIX NPOBOANIIOCH TECTUPOBAHME:

Google Chrome / Chromium
Internet Explorer

Mozilla Firefox

Opera

Edge

Anpexc.bpaysep

CnyTHWK


https://www.rutoken.ru/resource/products/rutoken_plugin/scheme/rutoken_plugin.svg
https://dev.rutoken.ru/pages/viewpage.action?pageId=66814078

CocTaB

B coctaB PyTokeH NnaruH BxogaT:

1. Bubnuoteka tPKCS11ECP, peanusytowas ctangapt PKCS#11 ¢ nogaepxkoi poccuiickoro npodounsi.

2. Bubnuoteka npCryptoPlugin, peanusytowasa mexanmam Active-X ans IE.

3. bubnuoteka npRutokenPlugin n cainel, Tpebyemblie ans ucnone3osaHusi Native Messaging B 6paysepax Google Chrome, Mozilla Firefox, Opera
n apyrux chromium-based.

4. Pacwwupenus ona Google Chrome, Opera un Mozilla Firefox.

YcTaHoBKa

Mporpamma yctaHoBku PyTokeH MnarmH peanvu3osaHa B BUae

® MSI-naketa gns OC Windows.
® pkg-naketa ans macOS,
® deb/rpm- nakeToB Ans JIMHyKC.

CDyH KUNOHAINbHOCTb
MnarvH no3sonseT:

Mony4aTb CNUCOK BCEX NMOAKIIOYEHHBIX K KOMMbIOTEPY NOAAEPXKUBAEMbIX YCTPOWUCTB
MonyyaTb Moaenb noaaepXMBaeMoro ycTponcTea
Mony4aTb MeTKy NoAAep)KMBaeMoro ycTponcTea
OcyLecTBnATL NOMMH Ha YCTPOWCTBO
OcyLuecTBnAThL NorayT € yCTpoWcTBa
Mony4yaTb cnucok Bcex kntoueBblx nap FOCT P 34.10-2012, FTOCT P 34.10-2001 u RSA Ha ycTpoicTBe
AnnapaTtHo reHepupoBaTthb kntodeByto napy FOCT P 34.10-2012, TOCT P 34.10-2001 n RSA Ha ycTponcTee
MonyyaTb MeTKy Krno4eBon napbl
YcTaHaBnuBaTtb MeTKy A5 KIo4eBo napbl
dopmupoBaTb 3anpoc Ha cepTudukat B hopmaTe PKCS#10 ansa BoiGpaHHOW KnoyeBoi napbl (NOAAEPXKMBAOTCA pacluMpeHusi, Heobxoanmble
Ons nonyYyeHus kBanuuumpoBaHHOro ceptudukaTa)
VmnopTtupoBaTtb Ha ycTponcTBO cepTudmkat popmata X.509, nepeaaHHbii B Buae base64-ctpoku
® Ypanatb BbIGpaHHbIN cepTudUKaT C ycTpoiicTBa
MonyyaTb nHbopmaLumio, cogepxallytocsi B ceptudmkare X.509 (DN, keyUsages, extendedKeysUsages 1 T.1.), C NOAAEPXKKOW pacLUMpeHuit
KBanuuUMpoBaHHOro cepTudukara.
BbigaBaTb nHdopMaLmio o cepTudukaTe B BuAe TekcTa Ans nevatu
MonyyaTb cnucok cepTudnKaToB, XpaHALMXCSA Ha ycTponcTee. OnumMoHanbHO MOXHO 3a4aTb MNOUCK TOMBKO TeX CepTUUKATOB, KOTOPbIE
CBSi3aHbl C 3aKPbITbIM KMHOYOM
®  OcyuwecTBnsTb NOANUCH CTPOKM B hopmaTe CMS. OnumoHarnbHO CTpoka MOXET BbITb NepekoampoBaHa U3 base64 n nognucan GuHapHbIn
MaccuB.
LLindposaTtb AaHHbIe B popmaTe CMS
lMpoBoauTb NpoLeaypy ayTeHTUdUKaLmnm no cepTudukaty (noanucb CriyHanmHbIX aHHbIX)
Mpoun3eoanTb BbluMCNEHME XeLw-PyHKUUM OT AaHHbix no anroputmy FOCT P 34.11-2012 u FOCT P 34.11-94

MopoepxnBaemMble yCTpoONCTBa

B PyTtokeH MNnarnH nopaepxunBatTcs yCTPONCTBa:

PyToken 3LIM 2.0

PyToken 3LIM 2.0 2100

PyToken 3LM 2.0 3000

PyToken SLIM 2.0 Flash

PyToken 3LIM 2.0 Touch

PyTtoken 3L Bluetooth (npw noakntoveHnmn no USB)
PyTtoken 3UIM 3.0

PyToken SLM PKI (orpaHuyeHHasi nogaepxka)

I'Iouuep»(m BaeMbl€ CTaHOapThbl

® OnektpoHHas nognuck no NOCT P 34.10-2012 (256 1 512 6uTt), FOCT P 34.10-2001 n RSA.
® Bbluncnenue xew-gyHkumn no FOCT P 34.11-2012 (256 n 512 6ut) u TOCT P 34.11-94.
® BbluncneHue kntova cornacoBaHusi no cxeme VKO GOST 34.10-2012 (256 n 512 6ut) n VKO GOST 34.10-2001.



LLindposarue no NOCT 28147-89.

dopmaT umdposoro ceptudmkarta X.509.

dopmart 3anpoca Ha ceptudukat PKCS#10 n Certificate Management over CMS (CMC).

dopmaT noanucaHHbIX 1 3awmndpoBaHHbIX coobleHnii CMS (PKCS#7), B ToM uncne Ans HECKONbKUX aapecaTos.
dopmmpoBaHWe 3anpoca Ha LTamn BPEMEHW.

[o6asnexnne B CMS (PKCS#7) noanuce otTBeTa cepBepa LUTaMnoB BPEMEHM.
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