AyteHtudpukaumsa B PE[] OC 8 npu nomowum RSA krnroyen Ha
PyTtokeH QUMM

Co3sfaHue kntoven n cepTudumkaTon

[ob6asneHne cepTudurkaTa B CMCOK JOBEPEHHBIX

HacTtpoika pam_pkcs11

Peructpaumsa mogyns PAM PKCS11 ana ayTeHTUdUkaumm B cucteme

Mogxkniounte ycTponcTs cemeiictea PyTokeH SLUM k komnbloTepy.

Mepea Hayanom paboTbl, yCTaHOBUTE CreaytoLme nakeTbl:

sudo dnf update
sudo dnf install ccid opensc pam pkcsll pll-kit nss-tools

3arpyauTe moaynb librtpkcs11ecp.so n ycraHoBuTe:

sudo rpm-i librtpkcsllecp-X X X X-X. x86_64.rpm

CosapgaHue kno4ven n ceptudmkaToB

Bbl MOXeTe NponycTUTb AaHHbIN pasaen, eCnu y Bac yxe UMetoTcs Heobxoammble RSA knioum.
Ecnu kntoven HeT, Hke KoMaH4a Ans UX CO30aHuK:

pkcsll-tool --nodule /usr/lib64/1ibrtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

MapameTp id 3apaeT ngeHTUdUKaToOp KNOYEBOK Napbl.

Tenepb HY>HO NONYYUTb cepTUdMKAT:
B OpenSSL 3.0 ybpanu UHTEPaKTUBHBI PEXUM.
[nsa pa6oTbl ¢ pkcs11 engine Tenepb HeO6Xo0AMMO caenaTb creaytoLlee:

1. CospaTb chaiin koHdurypaumm engine.conf co cnegylowmm coaepXXumMbIm:
openssl _conf = openssl _init

[openssl _init]
engi nes = engi ne_section

[ engi ne_section]
pkcs1ll = pkcsll_section

[ pkcs1l_section]

engi ne_id = pkcsll

dynami c_path = /usr/1ib64/engi nes- 3/ pkcsll. so
MODULE_PATH = /usr/1ib64/1ibrtpkcsllecp.so
default_algorithns = ALL

2. pkcs1ll engi ne engi ne. conf.


https://www.rutoken.ru/support/download/pkcs/

OPENSSL_CONF=/ pat h/ t o/ engi ne. conf openssl req -engine pkcsll -x509 -new -key 0:45 -keyform engi ne -out
cert.crt -subj "/C=RU ST=Mbscow L=Moscow O=Akt i v/ OU=dev/ CN=t est user/ enai | Addr ess=t est user @mi | . cont

3. Wnwn cospanTe 3anpoc Ha cepTudmkat anst nepegaym ero B YLL:

OPENSSL_CONF=/ pat h/ t o/ engi ne. conf openssl req -engine pkcsll -x509 -new -key 0:45 -keyform engine -out
request.req

CoxpaHuTte cepTucmkaT Ha TOKeHe:

pkcs1ll-tool --nodule /usr/lib64/librtpkcsllecp.so -1 -y cert -wcert.crt --id 45

[MpoBepbTe, YTO TOKEH MOAKMIOYEH U HA HEM COXPaHEHbl CePTUMMKaTbLI U KIOYN.

[ob6aBneHne cepTudmrkata B CMCOK AOBEPEHHbIX
Cospaite 6a3y AaHHbIX JOBEPEHHbIX cepTUdmKaToB

sudo nkdir /etc/pam pkcsll/ nssdb

sudo chnmod 777 /etc/ pam pkcsll/ nssdb

sudo certutil -d /etc/pampkcsll/nssdb -N #

sudo nodutil -dbdir /etc/pam pkcsll/nssdb/ -add pll-kit-trust -libfile /usr/lib64/pkcsll/pll-kit-trust.so

[ob6aBbTe cepTudmKaT B JOBEPEHHbIE:

sudo cp cert.crt /etc/pki/ca-trust/source/anchors/ # ,
sudo update-ca-trust force-enable

sudo update-ca-trust extract #

HacTtponka pam_pkcs11

CospaiiTe (Hanpumep, Ha paboyem cTone) TekcToBbIn hann pam_pkes11.conf co cneayrowmmM coaepXmmblim:


http://mail.com

pam pkcs1l {

nul l ok = fal se;

debug = fal se;

use_first_pass = fal se;

use_aut ht ok = fal se;

card_only = fal se;

wait_for_card = fal se;

use_pkcs1ll_nodul e = rutokenecp;

# AKtiv Rutoken ECP

pkcsll_nodul e rut okenecp {
nodul e = /usr/1ib64/1ibrtpkcsllecp.so;
sl ot _num = 0;
support _thread = true;
ca_dir = /etc/pampkcsll/cacerts;
crl_dir = /etc/pampkcsll/crls;
cert_policy = certificate;

}
use_nmappers = di gest;
mapper _search_path = /usr/|ib64/pam pkcsll;
mapper digest {
debug = fal se;
modul e = internal;
al gorithm = "shal";

mapfile = file:///etc/pam pkcsll/ di gest_nappi ng;
}

MomecTuTe dann B katanor /etc/pam_pkcs11/:

cd /etc/pam pkcsll/
sudo nmv pam pkcsll. conf pam pkcsll. conf.default #
sudo nkdir cacerts crls

sudo cp /path/to/your/pam pkcsll. conf /etc/pam pkcsll/

Pernctpauunsa mogyna PAM PKCS11 gnga ayteHTMdmkaumm B cucteme

Y3HainTe nons Ballero ceptudukaTa ¢ NOMOLLBIO CreAyoLen KOMaHab:

sudo pkcsll_inspect

B pesynbTate oTobpasutcs coobLyeHue:

[user @edos ~]$ sudo pkcsll_i nspect

PIN for token:

Printing data for mapper digest:

CB: 13: CA: 34: AC: 04: CD: BF: A6: 17: 29: 2F: C8: 00: 6A: D5: 54: B8: 0B: BB

CkonupyiTe CTPOYKy € onucaHuem ceptudmkata B dann /etc/pam_pkcs11/digest_mapping B hopmarte:

< pkcsll_inspect> -> <_>



Mpumep 3anonHeHus panna:

[user @edos ~]$ sudo cat /etc/pam pkcsll/di gest_nmappi ng

CB: 13: CA: 34: AC: 04: CD: BF: A6: 17: 29: 2F: C8: 00: 6A: D5: 54: B8: 0B: BB - > user
MopkntounTe Moaynb k cucteme aBTopusauuvm PAM:

sudo nano /etc/pam d/system auth
#
sudo nano /etc/pam d/ password-auth

I'Iepe,q nepBbIM UCnosnb3oBaHMeEM Moayna pam_unix ,Cl,O6aBbTe TyAa CTPOKY CO crnefyruwmnm coaepXxXmmbiM:

aut h sufficient pam pkcsl1l. so pkcsl1ll_nodul e=/usr/1ib64/1ibrtpkcsllecp. so

MonpobyiiTe ayTeHTUMLMPOBATLCS:

Su <user name>

Tepmunan gomxkeH 3anpocutb PIN koa pyTokeHa:

[user @edos ~]$ su user
Smart card found.

Rut oken ECP <no | abel >!
Smart card PIN:
verifying certificate
Checki ng signature
[user @edos ~]$

B okHe 3KpaHa NpuBeTCTBMSA aHanornm4yHo:

MH, 4 MapTa 13:22

< | bmartcardPIN

[Ho6po noxanosats Rutoken ECP <no label>!




HacTtponka aBTo6n0KMPOBKM

B coctaB nakeTta libpam-pkcs11 BxoauT ytunuta pkcs11_eventmgr, koTopasi NO3BONSIET BbINOMHATE pa3nuyHbie 4EeACTBUS NPU BO3ZHUKHOBEHUM COBbLITUI
PKCS#11.

[nsa HacTpoiikm pkcs11_eventmgr cnyxuT dann koHdurypauum - /etc/pam_pkes11/pkes11_eventmgr.conf

Mpumep chaina koHpUrypaLumm npeacTaBneH HUXe:

pkcs1l_event ngr

{

#

daenon = true;

#

debug = fal se;

#

polling_time = 1;

H -

#- 0

expire_time = 0O;

# pkecsll

pkcs1l_nodul e = /usr/1ib64/1ibrtpkcsllecp. so;

#

#

event card_insert {
# )
on_error = ignore ;
action = "/bin/fal se";

}

#

event card_renove {
on_error = ignore;
# (Mate, KDE, Gnone)
action = "mate-screensaver-command --1 ock";

}

#

event expire_tinme {
# )
on_error = ignore;
action = "/bin/fal se";

}

}

Mocne atoro go6asbTe NpunoxeHue pkcs11_eventmgr B aBTo3arpysky v nepesarpy3ute KOMMboTep.

[ns aToro co3ganTe dann /etc/xdg/autostart/smartcard-screensaver.desktop

[ Desktop Entry]

Type=Appl i cation

Nane=Smart Card Screensaver

Comment =Appl i cation to | ock screen on smart card renoval .
Exec=/usr/ bi n/ pkcs1l_event ngr daenon
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