Hactpoinka OpenSSH gocrtyna no PytokeH MFA

[MapameTpbl cTeHOaA

IP cepsepa 10.0.2.15

VMs ynaneHHoro nonb3oBartens user

YctaHoBka OpenSSH

Ham Heobxoamm OpenSSH Bepcum 8.3 U Bbille, NPUYEM Kak Ha CepBepe Tak 1 Ha knueHTe. [ns Havana nonpobyiiTe yCTaHOBUTL HYXKHYIO BEPCUIO
OpenSSH 13 peno3untopueB. 3TO MOXHO caenaTb C NOMOLLbI KOMaHA!:

# Debi an
sudo apt-get update
sudo apt-get install openssh-client openssh-server

# Red Hat
sudo yum update
sudo yuminstall openssh-clients openssh-server

Oanee y3HaewMm, Kakas Bepcusa yCTaHoBI1eHa C NOMOLLbIO KOMaHAbl:

sshd -V

Ha cepsepe

Mocne Toro kak cbopka NpoLusa ycneLHo, B NePBYI0 o4epeb BbICTaBUM ayTeHTUMMKaLMIO C UCnonb3oBaHMeM nyonuyHbIx knoyven. Ans atoro B danne /et
c/ssh/sshd_config packommeHTUpyem cTpoky

letc/ssh/sshd_config
PubkeyAut henti cation yes

Mepe3anyckaem AemoHa ssh 1 y6eaumcs, 4To oH 3anyctuncs 6es owmbok
sudo systenctl restart sshd

sudo systenttl status sshd

BbiBOA AOMKEH GblTb NPUMEPHO CreayoLwym:



ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2020-02-27 15:39:50 MSK; 45 ago
Process:

Main PID: 26047 (sshd)
Tasks: 1 (limit: 2338)
CGroup: fsystem.slice/ssh.service
L 26047 sshd: fusr/sbin/sshd -D [listener] @ of 10-100 startups

27 15:39:50 user-VirtualBox systemd[1]: Starting OpenBSD Secure Shell server...
27 15:39:50 user-VirtualBox sshd[26047]: Server listening on 0.6.8.0 port 22.
27 15:39:50 user-VirtualBox sshd[26047]: Server listening on :: port 22.

27 15:39:50 user-VirtualBox systemd[1]: Started OpenBSD Secure Shell server.

B Red Hat Bo3amoxHa npobnema cBsisaHHas ¢ HensBecTHon onumen GSSAPIKexAlgorithms nepenaBaemoin B kavyetcBe aprymeHTta sshd. [nsi Toro 4tobbl
3TO UCMPaBUTb, HYXHO B (haiine /etc/crypto-policies/back-ends/opensshserver.config ynanuTe faHHbIi apryMeHT 1 ero napameTpbl. Takxe B 3TOM xe
arne HyxHo B onummn PubkeyAcceptedKeyTypes HyxHO gonucatb sk-ecdsa-sha2-nistp256@openssh.com,sk-ssh-ed25519@openssh.com gns
NPAAEPXKK ayTeHTudukaumm yepes U2F.

Ha knunenTte
Co3gagmm KoY Ha KnuenTe, Tpebytowmin ayteHTudunkaumio yepes U2F:

ssh-keygen -t ecdsa-sk

B npouecce BbINONHeHUst faHHOW KOMaHAbl, TOKeH Bbin noTpeboBaTb HaxxaTue nonb3oBaTtens. JaHHbI kntoy 3anuweTcs B chain BHyTpy ®C, ykazaHHbIN
BamMu, no ymonyaxuto ato $HOME/.ssh/id_rsa.pub CreHepupoBaHHbIi Koy Konupyem B daiin ~/.ssh/authorized_keys nexaiumii Ha cepepe

Monpobyem ocywiecTBUTbL ayTeHTUdMKaLuo (BO BpeMsi BbINONHEHWS AaHHOW KOMaHbl, AOMMKHO ObiTh B3aumoaenctene ¢ U2F):

~/ .ssh$ ssh user@O0.0.2.15

The authenticity of host '10.0.2.15 (10.0.2.15)' can't be established.

ECDSA key fingerprint is SHA256: pQdvwr TnBOMM 7uhzf bbnr vHTMbd1bvM 0j 49Xr 6McQ
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warni ng: Pernanently added ' 10.0.2.15" (ECDSA) to the list of known hosts.
Last login: Thu Feb 27 00:08:43 2020 from 127.0.0.1

Kak BngHO ayTeHTuurkaumsa npoLuna ycrneLHo
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