KpunTtollpo CSP 5.0

KpunTollpo CSP

PyTokeH ncnonbayetcs Ans 6€30nacHOro XxpaHeHus Knioyer n cepTudgurkaToB Ans kBanuduumpoBaHHON anekTpoHHon noanvcu (K3MM) B kKoHTeHepax
Kpuntollpo CSP.

Ha ycTtpoiictBe MOXHO XpaHuTb A0 15 KntoyYeBbIX KOHTENHEPOB.

[nsi paboTbl Kpuntolpo CSP ¢ coBpeMeHHbIMK yCcTpoincTBaMu PyTokeH He TpebyeTcst 4oNOMHUTENbHbIX HAacTpoek. Bce Heobxoammble HacTpoku
BbINOMHSAIOTCS @BTOMATUYECKM NPY YCTAHOBKE KpUnTonposanaepa.

YcTponcTtBa PyTokeH paboTtaloT B cemelicTBax onepaunoHHblx cuctem Windows, Linux (Bkntoyas oTevecTBeHHble) 1 macOS. YacTb mogenen
cemelictBa PyTokeH SLIM paboTtatoT B MobUmbHbIX onepaunoHHbix cuctemax Android, iOS n Sailfish OS RUS (nepenmeHoBaHHasi B ABpopy).

CoBMeCTUMOCTb NMOATBEPXKAAETCA cepTUdMKaTaMy COBMECTUMOCTU.

B KpunTtolpo CSP 5.0 nosiBuncs pexvm, B KOTOPOM PyTOkeH BbICTynaeT kak cpefcTBO (DOPMUPOBaHNS NEKTPOHHOM MOAMUCU — «aKTUBHbIN
Bb@ﬂMTeﬂb». B naHHOM pexume ncnonb3oBaHne K3l Bo3MOXHO npakTuyeckn Bo Bcex npoaykrax Kpuntollpo.

PyTokeH — pekomeHayembilii kntodeson HocuTenb K3IM npu pabote ¢ Kpuntollpo CSP Bcex Bepcuit.

H%SHble 3HaHWA 1 PYKOBOACTBA:

YcraroBka Kpuntollpo CSP u Cades Plugin ans pabotbl ¢ PyTokeH Ha Linux

TecTupoBaHve LenocTHOCTU KoHTeHepa Yyepes Kpuntollpo CSP

YcTaHOBKa NMYHOro ceptudukara

Cpok gevictusa aton Bepcumn Kpuntollpo CSP uctek / Kak BBecT cepuiiHbii Homep Kpuntollpo CSP?
M3meHeHne makcumanbHoro KonnyecTtsa koHTerHepoB B Kpuntollpo CSP

Kpuntollpo CSP Bepcuu 5.0

B aToit Bepcum kpuntonposangepa nogaepkmBaeTcs Tpu pexxvma paboTel ¢ PyTokeHamu:


https://dev.rutoken.ru/pages/viewpage.action?pageId=66814078
https://dev.rutoken.ru/pages/viewpage.action?pageId=91979804
https://www.rutoken.ru/technologies/compatibility/#item_group_157
https://dev.rutoken.ru/pages/viewpage.action?pageId=65142840
https://dev.rutoken.ru/display/KB/CP1002
https://dev.rutoken.ru/display/KB/CP1003
https://dev.rutoken.ru/display/KB/CP1004
https://dev.rutoken.ru/display/KB/CP1005

PaboTta ¢ BHYTPeHHVUM KpunTtosapom PyTokeHa
B pexume «®KH 6e3 3awwmTbl kaHana» knovun koHTeHepa Kpuntollpo co3gatoTcst cpasy B 3alyMLLEHHON NaMaTu YyCTPOMCTBa.

Mopnucaxve OOKYMEHTOB Tenepb BO3SMOXHO 1 Ha HEU3BJIEKaeMbIX annapaTHbIX Kr4yax. oot pexum npenoTepallaeT n3srevyeHme Krno4va B namaTb
KOMMbOTEPA B MOMEHT noanucaHuns.

(¢} yamu 1 cepTudmkaTaMmm B KOHTENHepax, co3gaHHbiMu B pexxnme "OKH 6e3 3awmTbl kaHana", Bo3mMoxHa paboTa npakTuyecku Bo BCex
n ktax Kpuntollpo.

PyToken LM 2.0 2100;

PyTtoken 3UIM 2.0 (micro);

PyToken 3LM 2.0 3000 (Type-C/micro);
PyTtoken 3UIM 2.0 Flash/Touch;
PyTokeH 3LM Bluetooth;

PyToken 3UIM PKI;

CwmapTt-kapTbl PyTokeH 3LIM 2.0 2100;
CwmapT-kapTbl PyTokeH QLM SC.

Ytobbl Ha TokeHe Obin co3aaH koY B pexume "OKH 6e3 3awuTtbl kaHana", npy reHepaumm B okHe BbIbopa HocUTens Haao BblibvpaTtb pexum
paboTbl: "AKTUBHBIA TOKeH 6e3 3almTbl kaHana (rutoken_crypt_xxxx)".
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Pa6oTa ¢ BHYTpeHHUM Kpuntosapom PyTokeHa ¢ oGecneyeHnemM 3almTbl kKaHana

B Kpuntolpo CSP Bepcuu 5.0 peanusoBaH kpuntorpadumyeckuin npotokon SESPAKE, koTopblIi Tak xe noaaepxunsaeTcsi B cepTuduumpoBaHHon
mogenu PytokeH QLM 2.0 3000.

[laHHbI NPOTOKON NO3BONSIET NPOBECTU ayTeHTUdMKaLMo, He nepeaasas B oTkpbiTom Buae PIN-koa Monb3oBaTtens, n yCTaHOBUTb
3alnpoBaHHbIV kKaHan ans obmeHa coobLLeHns MU MexXay KpUnTonpoBanaepoM U HOCUTENEM.

[ns paboTbl B pexvmMe yHKLUMOHaNbLHOro kntoveBoro Hocutens (PKH) npu reHepauun Hago BbiompaTe: "®KH c 3awmTor kaHana
(rutoken_fkc_xxxxxxxx)".
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AETHEHBLIA TOKeH Ge3 3aWmnTsl KaHana (rutoken pkcs JcBcizZed)

KaHanom nepefaul gaHHe. Fcknoyaet KUMI’IDUMETHLI,H}U
KMHYa W NaponA. PEKOMEHOYEMBI PEXMM MCNONb30EAHMA.
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https://www.rutoken.ru/press-center/news/2019-07-31.html

XpaHeHwue B 3aluLLeHHON dannoBon cnucteme PyTokeH

Kak 1 B Kpuntolpo CSP Bepcuu 4.0, ncnonb3oBaHune PyTokeHa B 3TOM pexxvme no3sonseT o6e3onacuTb KoYeByo MHopMaLmio ot
HeCaHKLMOHMPOBAHHOIO UCMONb3oBaHus. Knoumn u cepTudmkaTbl HaAEeXKHO XpaHATCs B 3aLUMLLIEHHON daiinoBoii cucteme PyTokeHa.

InHerika yctponicts PyTokeH OLIM 3.0
PyTtoken 3LIM 2.0 2100 (Type-C/micro)
PyTokeH S (micro)

PyTokeH Lite (micro)

PyTtoken SUIM Flash

PyTokeHn 3LM 2.0 (micro)

PyToken 3UIM 2.0 Touch

PyTtoken 3LIM 2.0 3000 (Type-C/micro)
PyTokeHn 3LM PKI

PyToken SLIM Bluetooth

CwmapT-kapTta PytokeH SLIM SC
CwmapT-kapta PytokeH QLM 2.0

[nsi reHepaumun Takoro Tuna kroden Hago Bolbrpatb pexum paboTbl: "CSP (rutoken_Xxxx_XXXXXXXX)".
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