Microsoft

Hacripoiika goctynHa npu akTuBupoBaHHow onumn BknilounTs uHTerpauuio ¢ Microsoft CA Enterprise B pasgene Microsoft CA MacTtepa HacTpoiku
P eH KeyBox.

Bknagka YagoctoBepsitowme LEeHTPbI

Ha artow Bknagke 3agatotcs Microsoft CA, ¢ koTopbimu 6yaeT pabotate PyTokeH KeyBox.

Py&j@H KeyBox nogaepxwuBaeT paboTy ¢ 60MbLIMM KONMYECTBOM YJOCTOBEPSIIOLLMX LIEHTPOB OpraHn3aLmu.

[nsi o4HOW NOMUTUKM MOXHO J06aBUTb HECKONbKO YL nunu cosgatb HECKOMbKO NOMUTUK U yKa3aTb CBOM yOOCTOBEPSIOMNIA LEHTP ANS KaXO0W.
YT06bl J06aBUTL yAOCTOBEPSIIOLLMI LUEHTP PACIONIOKEHHbIN B JOMEHE, B KOTOPOM HaxoAsTcsl nosnb3oBateny PyTokeH KeyBox:

1. Haxwmute [Jo6asutb YLI.

YpocTtoBepsowmMe LEHTPbI

[o6aBuTb yOoOCTOBEPSAIOWMWIA LLIEHTP
Anpec
DC.demo.local\demo-DC-CA
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No6aenTb OTmeHa

2. B none Appec BBeauTe agpec yaoCTOBEPSIOLLEro LeHTpa.

3. B nonsx Nma nonb3osatens u Maponb BBeAUTE MM 1 Naporib CEPBMCHON y4eTHOM 3anucu, obnaaatoLlen ceptucpmukaTtom AreHT permctpaumm.

Hafftme nonb3oBaTtens ¢ cepTudmkaTtom AreHT peructpauum siBnsieTcs obsizatenbHbIM ycroBuem ans pabotsl PyTokeH KeyBox c YLI.

OT UMeHM 3TOoro nonb3oBaTens GyAeT BbINOMHATLCS 3anpoc K yka3aHHOMY YI0CTOBEPSIOLLEMY LIEHTPY Ha Bblaavy cepTudukaToB
nonb3oBatensim PytokeH KeyBox.

Y4yeTHble AaHHbIE 3TOro Nonb3oBaTens MoryT 6bITb U3MeHeHbI Nocne Ao6aBneHust yaoCcToBePsILLEro LeHTpa B PyTokeH KeyBox.
4. B packpbiBatowemcs cnucke CepTudmkat areHTa perucrtpaumm BelbeprTe Ha3BaHWe cepTudukara.
5. Haxmute [lo6aBuTb. B pe3ynbTaTe yaocToBepsitowmii LeHTp 6yaeT nob6asneH.

YT10o6bI ,qO6aBl/lTb y,qocrosepmoLuMﬁ LeHTp, pacriosioXXeHHbIX 3a npegenamv JoMeHa, B KOTOPOM HaxodsATcs rnosibdoBaresiv PyTOKeH KeyBO)c

1. Haxwmurte [lo6asuthb YLI.
2. B none Agpec Beeante URL-agpec npunoxexus Indeed CM MSCA Proxy.

e 3aTb UMS YAOCTOBEPSIOLLETO LieHTpa.
3. B none Ms nonb3oBartens ykaxuTe y4eTHyto 3anncb nons3osartens B opmate JOMEH\VMA, obnapatowiero ceptudukatom AreHta
perucTtpaumm Ha YL, pacnonoxeHHOM BHe AOMeHa C kaTanorom none3oBarenen PyTtokeH KeyBox.
4. B none lMaponb ykaxute eé naponb.
. YcrtaHoBuTe ranouky Beinyckats cepTudpmkatsl Ans nonb3oBarernei U3 BHELLHEro ConocTaBneHHoro karanora.
6. B none MyTtb (LDAP) ykaxwuTe nyTb k kaTanory nons3osaTeneit PyTokeH KeyBox BHellHero gomeHa.

()]

B cgiqae pa3BepTbiBaHus PyTokeH KeyBox B necy noMeHoB vcnosnb3oBaHne MSCA Proxy He o6si3aTensHo. B aTom cnyyae B none Agpec crneny



9.

Mpumep

PyTokeH KeyBox pa3BépHyT B fomeHe demo.local u cepTudmkaTtbl NoNb3oBaTeNsM 3TOr0 JOMEHA BbIMyCKalOTCA Pa3BEPHYTHIM B 3TOM JOMEHE

yu.

Mpwn pobaesneHnn YL, passépHyToro B JoMeHe external.com, cnegyeT yka3aTb MyTb K KaTanory nofnb3oBaTtenei B 3ToM JOMeHe, rae y
nonb3oBarens cuctembl PyTokeH KeyBox ecTb eLué oaHa AoMeHHas y4éTHas 3anucb Ha MMsi KoTopol fobaensiemMslin YL 6yaeT Bbinyckate
cepTudumkaThbl.

Takum 06p630M, Ana o4HOro coTpyaHuka, MMerLlero y4eTHble 3anmMcu B He3aBUCUMbIX OMEHaX, cCUCTeMa No3BondeT 3anmcaTtb Ha O4HO
yCTpOI7ICTBO HECKONbKO CepTI/ICbVIKaTOB, BblJaHHbIX YOOCTOBEPALWNMUN LLeHTPpaMu, pacrnonoXeHHbIMU B HE3aBUCUMbIX JOMEHaxX.

Bblinyck cepTudpukaToB Ans nonb3oBaTenei BHELLHero katanora 6yaeT ycneLueH TonbKo Npu coBnageHnn atpnbyTa COOTBETCTBUSI C OCHOBHbLIM
Kataplorom nonb3oBaTtenen.

Hanpumep: agpec anekTpoHHOM NOYThI, yKa3aHHbI B CBOMCTBAX y4eTHOM 3anuncu nonb3oBaTtens B fomeHe demo.local nonxkeH coBnagath C
apecoM 3M1eKTPOHHOM NOYThI, yKa3aHHbIM B CBOMCTBaX y4eTHOM 3anucy nosnb3oBaTens B JoMeHe external.com.

. B none Nmsa nonb3oBaTtens ykaxute y4eTHyto 3anucb, obnagaroLLyto npaBaMm Ha YTEHWE BCex CBOMCTB Nomnb3oBaTenieil BO BHELLHEM IOMeHe, B

dopmate JOMEH\WVMA.

. B none ATpubyT conoctaBneHus Katanoros ykaxute atpubyT (Obuwee ums (CN), E-mail unu Norvn (sAMAccountName)), no kotopomy PyTokeH

KeyBox byaeT onpefensite yHMKanbHOCTb NONb30BaTensl, Ans KOTOPOro Co3AaHbl y4eTHble 3anvcy B KaXaoM JOMEHE.
Haxmute [lobaBuTb. B pesynbTaTe yaocToBepsitoLmii LeHTp 6yaeT no6aBneH.

YT106bl M3MEHNTL Yy4YeTHble JaHHble oJ1b30Bartersis, oﬁna,qalou.l,ero CepTI/ICbVIKaTOM AreHT peructpauuu:

1.

2.
3.
4.

B cTtpoke ¢ nmeHem YyOOCTOBEPAKLEero LeHTpa WenkHUTe No 3Ha4Ky

YaocToBepsiolye LeHTphbI

© [obasuh YL
Wma Appec Wms nonw3oBarens
demo-DC-CA DC.demo.local\demo-DC-CA serviceca S

B nonsix Uma nonb3oBatens v Maponb BBeUTE HOBbIE 3HAYEHUS.
B packpbiBatowemecs cnvcke CepTuchukar areHTa permctpaumm BbiGepmte HasBaHue cepTudmkara.
Haxmute CoxpaHuTb. B pesynbTaTe HOBble yY4ETHbIE AaHHbIE MOMb30BaTENS COXPAHSATCS.

YT0Bbl yaanuTe y[A0CTOBEPSIHOLYMI LEHTP:

1.
2.

b 4

B cTpoke ¢ MeHeM yA0CTOBEPSIOLLErO LLEHTPa WENKHUTE MO 3HAYKy .
[ns nooTBEpPXOEHUS AEeACTBUS HaXkMuTe YaanuTek. B pesynbTaTte yaocTOBEpSOWMIA LeHTp ByaeT yaanéH.

Bknapgka LLIaGnoHsbl

Ha aTou Bknagke 3agatotcsa LIJa6J'IOHbI, B COOTBETCTBUU C KOTOPbIMU 6y,qu BbINyCKaTbCA CepTMq)I/IKaTbI nonb3oBaTenam.

Mepen co3pannem wabnoHa cepTudgukatos B PyTokeH KeyBox ybeanTech B TOM, 4TO HEO6XOAMMbIE LWAGMOHbI HACTPOEHBI U 106aBMEHbI B LIEHTPe
¢! bukaummn Microsoft CA.

Ytobbl cosaars wwabrioH cepTugpukara:

1.
2.
3.

Haxmute Cosgatb WwabnoH ceptudukaTa.
3apanTe Bce HeobxoauMble napameTpbl.
Haxwmute Cosgatb.

PyTokeH KeyBox no3BonsieT cosfaTb HECKOMbLKO LWAaBGNOHOB CepTUdMKATOB AN OAHOW NONUTUKKA (MPU YCIOBUM, YTO 3T LWABMoHL! pasHble).

Ytobbl pegakTupoBaTts LabIioH:

1.
2.
3.

B cTpoke ¢ waBnoHOM LENKHUTE Mo 3HaYKy
MN3meHuTe BCce HEOBXOAMMbIE NapameTpbi.
Haxmute CoxpaHuTtb. B pesynbTaTte WwabnoH 6yaet usMeHeH.

Y706kl ynanutb wabnoH:



x

1. B cTpoke ¢ abnoHOM LUENKHUTE MO 3HaYKy .
2. [na noaTBepXaeHns AeNCTBUSI HaxXMUTe YaanuTb. B pesynbtate wabnoH 6yaeTt yaaneH.
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