Hactpoinka OpenSSH pgoctyna no PytokeH MFA ¢ gocTtynom no
PIN-kogy

OnuncaHnune cTteHpa

® Cepsep: OC Ubuntu 22.04, OpenSSH 8.9p1, IP-agpec — 192.168.88.129.
® KnwmeHT 1: OC Ubuntu 23.10, OpenSSH 9.3p1, IP-agpec — 192.168.88.147.
® KnumeHT 2: Windows 10, OpenSSH Beta 9.5, IP-agpec — 192.168.88.1.

HacTtponka cteHga

Hacrpoiika KnueHnta 1 (Ubuntu)

1. Ans BkmoveHue 3awmTel no PIN-koay, yctaHoeuTe nakeT ssh-askpass:

$ sudo apt-get install ssh-askpass

2. [ns Toro, 4to6bl 3anpawmsancs PIN-kog, ykaxuTte ssh-agent:

$ eval "$(ssh-agent -s; SSH _ASKPASS=/usr/bi n/ssh-askpass)"

3. [nsa reHepaumu knoyen:

$ ssh-keygen -t ecdsa-sk -O resident -O application=ssh: Your Text Here -O verify-required
Generating public/private ecdsa-sk key pair.

You nay need to touch your authenticator to authorize key generation.
Enter file in which to save the key (/home/tester/.ssh/id_ecdsa_sk):
/' hone/tester/.ssh/id_ecdsa_sk already exists.

Overwite (y/n)? vy

Enter passphrase (enpty for no passphrase):

Enter sane passphrase again:

Your identification has been saved in /hone/tester/.ssh/id_ecdsa_sk
Your public key has been saved in /home/tester/.ssh/id_ecdsa_sk. pub
The key fingerprint is:

SHA256: / vl | f HBaj geOHYoM bzaE2eUoXU40j WSALf puH r 9YA tester @ est er 2310
The key's randonmart inmage is:
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4. CkonupyiTe OTKPbITbIN KIOY Ha cepBep:



$ ssh-copy-id -i /honme/tester/.ssh/id_ecdsa_sk.pub tester@92. 168. 88. 129
[usr/bin/ssh-copy-id: INFO Source of key(s) to be installed: "/home/tester/.ssh/id_ecdsa_sk. pub”

/usr/bin/ssh-copy-id: INFO attenpting to log in with the new key(s), to filter out any that are already
install ed

/usr/bin/ssh-copy-id: INFO 1 key(s) remain to be installed -- if you are pronpted now it is to install
t he new keys

tester @92. 168.88.129' s password:
Nunber of key(s) added: 1

Now try | ogging into the machine, wth: "ssh 'tester@92. 168. 88. 129" "
and check to make sure that only the key(s) you wanted were added.

Hacrpoiika KnueHta 2 (Windows)

1. Y706kl Mcnonb3oBaThk PyTokeH MFA ansa nopkntodeHus B nogcucteme WSL2, yctaHoBuTe nakeT OpenSSH Beta:

wi nget install "openssh beta"

2. 3anyctute obonouky WSL2 n fobaBbTe nepeMeHHyo OKpYXeHust 4ns ucnonb3oBaHus yctponcts FIDO2:

ws!
$ export SSH _SK_HELPER="/mt/c/ Program Fi | es/ OpenSSH ssh- sk- hel per. exe"

3. CkonupywiTte darnbl kritoven Ans nogknioydeHust no ssh B nanky ~/.ssh/:

$ cp /mt/c/id_ecdsa_sk ~/.ssh
$ cp /mt/c/id_ecdsa_sk.pub ~/.ssh

Hacrpoiika Cepaepa (Ubuntu)
[ob6asbTe kntoy "verify-required” B CTPOKy C Knto4oM noakntodeHus B chaiine ~/.ssh/authorized_keys:
/1

$ cat /hone/tester/.ssh/authorized_keys
sk- ecdsa- sha2- ni st p256@penssh. com

AAAAI NNr LW/j ZHNhLXNoYTI t bl zdHAYNTZAb3BI bnNzaC5j b20AAAAI b zdHAY NTYAAABBBGDUAO W | anfgy F63KadbKHRhI wgdp3xVXz ASQG
c9nbl 8H RT4Et sYYh9Fq6so+r mfOR6e AUSVeR644 SFAUOQSAAAAAQC3Nod | vdXJUZXhOSGVWYZQ== test er @ est er 2310 verify-required

MoakntoyeHune Knunenta k Cepsepy

MopaknioyeHune ansa Knuenta 1 (Ubuntu)



/Il PIN-  MFA .

$ ssh -i ~/.ssh/id_ecdsa_sk 192.168. 88.129

Confirmuser presence for key ECDSA- SK SHA256: /vl | f HBaj geOHYoM bzaE2eUoXU40j WSALf puH r 9YA
Enter PIN for ECDSA-SK key /hone/tester/.ssh/id_ecdsa_sk:

Confirmuser presence for key ECDSA- SK SHA256: /vl | f HBaj geOHYoM bzaE2eUoXU40j WSALf puH r 9YA

User presence confirmed
Wel come to Ubuntu 22.04.3 LTS (GNU Li nux 5.15.0-94-generic x86_64)
* Docunentation: https://help.ubuntu.com
* Managenent : https:/ /1 andscape. canoni cal . com
* Support: https://ubuntu. com pro
(ESM Applications .
0

15 ESM Apps.
ESM Apps at https://ubuntu.con esm

Last login: Wed Feb 14 14:16:10 2024 from 192. 168. 88. 147

MopxnioueHune ans Knuenta 2 (Windows) ¢ ucnonsaosaimem WSL2

1. 3anyctute obonoyky WSL2 1 BBeauTe KOMaHAy A5 NOAKMIOYEHUS:

wsl
$ export SSH _SK_HELPER="/mt/c/ Program Fi | es/ OpenSSH ssh- sk- hel per. exe"
$ ssh -i ~/.ssh/id_ecdsa_sk 192.168. 88.129

2. Beegute PIN-kop PytokeH MFA 1 kocHUTECH YCTpOIACTBA:

HELPER="/mn rogram Files/OpenS sk-helper.exe"”
Confirm user pres for k C 3QNWGWSTAN/d RALgbPmqvo
Besonactocts Windows
HOATBEPXAEHME BalLeW JIMYHOCTU
Brinoaxwmte exog e ssh:YourTextHere.

37OT 2anpoc noctynua ot Ssh-sk-helper, ony6avkoean Microsoft
Corporation.

Beeaute MNAH-koa kntoua
Be30macHoCTH.

]




Confirm user pri y EC bj 30Nk 4ColoYdRAlgbPmgvo

Besonachocrs Windows

MoaTBEp>KAEHME BalLed NMYHOCTH
BuinonHuTe Exoa B ssh:YourTextHere.

37oT 3anpoc noctynuA oT Ssh-sk-helper. onyBaukoean Microsoft
Corporation.

i

KocHuTeck kntoua Ge3onacHoCTK.

| OmmeHa

MNogkntoveHne YyCneLwHo yCTaHOBIEHO!:

$ ssh -i ~/.ssh/id_ecdsa_sk 192.168.88. 129
Confirmuser presence for key ECDSA- SK SHA256: 2/ bj TI LBOWWGASI An/ d3L9gyt a4CoW YdRAI gbPrgvo
Wl come to Ubuntu 22.04.3 LTS (GNU Li nux 5.15.0-94-generic x86_64)

* Docunentation: https://hel p.ubuntu.com

* Managenent : https:/ /I andscape. canoni cal . com

* Support: https://ubuntu. com pro

(ESM Applications .

0

15 ESM Apps.
ESM Apps at https://ubuntu. con esm

Last login: Thu Feb 15 13:30:01 2024 from 192. 168.88.1



	Настройка OpenSSH доступа по Рутокен MFA с доступом по PIN-коду

